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This document describes the features, restrictions and guidelines, open problems, and workarounds for 


version R2111. Before you use this version in a live network, back up the configuration and test the version 


to avoid software upgrade affecting your live network.  


Use this document in conjunction with the documents listed in "Related documentation." 


Version information 


Version number 


Comware software, Version 7.1.045, Release 2111 


Note: You can see the version number with the command display version in any view. Please see Note


①. 


Version history 


Table 1 Version history 


Version 
number 


Last version 
Release 
date 


Release 
type 


Remarks 


10500-CMW


710-R2111 


10500-CMW7


10-R2105P05 


2013-12-


31 
Release 


 New Feature: MDC 


 Fixes bugs 


10500-CMW


710-R2105P0


5 


10500-CMW7
10-R2105 


2013-12-
06 


Release  Fixes bugs 


10500-CMW
710-R2105 


First release 
2013-05-
15 


Release  First release 


 


Hardware and software compatibility matrix 


Before HP 10500 family, there was another product family, i.e H3C S10500, shipped to market. All of 


these two product families have same hardware and software specification except brand. The product 


matrix is as following. In brief, the HP 10500 SKU will be the representation to all of them in subsequent 


document. 


Table 2 HP 10500 product family matrix 


HP product code  HP 10500 series H3C 10500 series 


JC612A HP 10508 H3C S10508 


JC613A HP 10504 H3C S10504 


JC611A HP 10508-V H3C S10508-V 


JC748A HP 10512 H3C S10512 
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 CAUTION:  


To avoid an upgrade failure, use Table 3 to verify the hardware and software compatibility before 


performing an upgrade.  
 


Table 3 Hardware and software compatibility matrix  


Item Specifications 


Product family 10500 series 


Hardware platform 
HP 10504/10508/10508-V/10512 


H3C S10504/S10508/S10508-V/S10512 


Minimum memory requirements  MPU 8G/LPU 1G/NPU 1G 


Minimum Flash requirements 500M 


BootWare image 


Shipped with the switch. 


(Use the display version command in any view to view the BootWare 


version. See Note②) 


System software image 10500-CMW710-R2111.ipe 


IMC version 


iMC EIA 7.0 (E0103) 


iMC NTA 7.0 (E0101P01) 


iMC PLAT 7.0 (E0102L01) 


iMC QoSM 7.0 (E0102) 


iMC UBA 7.0 (E0101P01) 


iNode version iNode PC 7.0 (E0103) 


LSUM3WCMD WX6103-CMW710-R2308P29 and later 


SecBlade FW Enhance SECBLADEIII-CMW520-R3816 and later 


 


Display the system software and BootWare version information:  


<10508>dis version 


HP Comware Platform Software                                                     


<S10508>dis version 


HP Comware Software, Version 7.1.045, Release 2111       ------Note①             


Copyright (c) 2010-2013 Hewlett-Packard Development Company, L.P.  


HP S10508-V uptime is 0 weeks, 0 days, 1 hour, 58 minutes 


 


LPU 0:                                                                           


Uptime is 0 weeks,0 days,1 hour,56 minutes                                       


HP S10508-V LPU with 1 XLS408 Processor                                         


BOARD TYPE:         LSU1TGS48SF0                                                 


DRAM:               1024M bytes                                                  


FLASH:              0M bytes                                                     


NVRAM:              0K bytes                                                     


PCB 1 Version:      VER.A                                                        


Bootrom Version:    511       ------Note② 


CPLD 1 Version:     002                                                          


CPLD 2 Version:     002                                                          
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CPLD 3 Version:     001                                                          


Release Version:    HP S10508-V-2111                                            


Patch Version  :    None                                                         


                                                                                 


MPU(M) 5:                                                                        


Uptime is 0 weeks,0 days,1 hour,58 minutes                                       


HP S10508-V MPU(M) with 1 XLP316 Processor                                      


BOARD TYPE:         LSU1SUPB0                                                     


DRAM:               8192M bytes                                                  


FLASH:              500M bytes                                                   


NVRAM:              512K bytes                                                   


PCB 1 Version:      VER.A                                                        


Bootrom Version:    121       ------Note② 


CPLD 1 Version:     000                                                          


CPLD 2 Version:     000                                                          


CPLD 3 Version:     000                                                          


Release Version:    HP S10508-V-2111                                            


Patch Version  :    None                                                         


                                                                                 


NPU 10:                                                                          


Uptime is 0 weeks,0 days,1 hour,54 minutes                                       


HP S10508-V NPU with 1 XLS208 Processor                                         


BOARD TYPE:         LSU1FAB08D0                                                  


DRAM:               1024M bytes                                                  


FLASH:              0M bytes                                                     


NVRAM:              0K bytes                                                     


PCB 1 Version:      VER.B                                                        


Bootrom Version:    511       ------Note② 


CPLD 1 Version:     004                                                          


Release Version:    HP S10508-V-2111                                            


Patch Version  :    None           


ISSU Version Compatibility Matrix 


Table 4 ISSU Compatibility matrix 


Current version History version ISSU compatibility  


10500-CMW710-R2111 


10500-CMW710-R2105P05 incompatible 


10500-CMW710-R2105 incompatible 


10500-CMW710-F2106L01 incompatible 


10500-CMW710-F2106L02 incompatible 


Upgrading restrictions and guidelines 


None. 
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Hardware feature updates 


10500-CMW710-R2111 


R2111 supports the following new hardware: 


 JG372A HP 10500/11900/7500 20Gbps VPN Firewall Module 


 JG639A HP 10500/7500 20G Unified Wired-WLAN Module 


10500-CMW710-R2105P05 


R2105P05 supports the following new hardware: 


 JG661A HP X140 40G QSFP+ LC LR4 SM 10km 1310nm Transceiver 


10500-CMW710-R2105 


R2105 supports the following new hardware: 


 JG496A HP 10500 Type A Main Processing Unit with Comware v7 Operating System 


 JC613A HP 10504 Switch Chassis 


 JC612A HP 10508 Switch Chassis 


 JC611A HP 10508-V Switch Chassis 


 JC748A HP 10512 Switch Chassis 


 JC615A HP 10504 320Gbps Type A Fabric Module  


 JC616A HP 10508 640Gbps Type A Fabric Module 


 JC749A HP 10512 960Gbps Type B Fabric Module 


 JC750A HP 10512 2.88Tbps Type D Fabric Module  


 JC753A HP 10508 640Gbps Type B Fabric Module 


 JC754A HP 10508 1.92Tbps Type D Fabric Module 


 JC751A HP 10504 640Gbps Type B Fabric Module 


 JC752A HP 10504 960Gbps Type D Fabric Module 


 JC628A HP 10500 16-port 10-GbE SFP+ SC Module 


 JC631A HP 10500 8-port 10-GbE SFP+ SE Module 


 JC618A HP 10500 48-port Gig-T SE Module 


 JC619A HP 10500 48-port GbE SFP SE Module  


 JC617A HP 10500 16-port GbE SFP / 8-port GbE Combo / 2-port 10-GbE XFP SE Module 


 JC620A HP 10500 4-port 10-GbE XFP SE Module  


 JC630A HP 10500 8-port 10-GbE SFP+ EA Module  


 JC623A HP 10500 48-port Gig-T EA Module 


 JC622A HP 10500 48-port GbE SFP EA Module 


 JC621A HP 10500 16-port GbE SFP / 8-port GbE Combo / 2-port 10-GbE XFP EA Module 
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 JC624A HP 10500 4-port 10-GbE XFP EA Module 


 JC629A HP 10500 8-port 10-GbE SFP+ EB Module 


 JC625A HP 10500 48-port GbE SFP EB Module  


 JC626A HP 10500 16-port GbE SFP / 8-port GbE Combo / 2-port 10-GbE XFP EB Module  


 JC627A HP 10500 4-port 10-GbE XFP EB Module  


 JC763A    HP 10500 16-port GbE SFP / 8-port GbE Combo SE Module  


 JC755A HP 10500 32-port 10GbE SFP+ SF Module  


 JC756A HP 10500 48-port 10GbE SFP+ SF Module 


 JC757A HP 10500 4-port 40GbE QSFP+ SF Module 


 JG392A HP 10500 8-port 40GbE QSFP+ SF Module  


 JG396A HP 10500 4-port 40GbE CFP SF Module  


 JG394A HP 10500 24-port 10GbE RJ45 SF Module  


 JC857A HP X140 40G CFP LC LR4 10km SM Transceiver 


 JG325A HP X140 40G QSFP+ MPO SR4 Transceiver 


 JG327A HP X240 40G QSFP+ QSFP+ 3m Direct Attach Copper Cable 


 JG328A HP X240 40G QSFP+ QSFP+ 5m Direct Attach Copper Cable 


 


R2105 does not support the following hardware: 


 JC614A  HP 10500 Main Processing Unit 


 JG375A  HP 10500 TAA-compliant Main Processing Unit 


Software feature and command updates 
For more information about the software feature and command update history, see HP 


10500-CMW710-R2111 Release Notes (Software Feature Changes).  


MIB updates 
Table 5 MIB updates 


Item MIB file  Module  Description 


10500-CMW710-R2111 


None None None None 


None None None None 


10500-CMW710-R2105P05 


None None None None 


None None None None 


10500-CMW710-R2105 


None None None None 


None None None None 
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Operation changes 


Operation changes in 10500-CMW710-R2111 


None 


Operation changes in 


10500-CMW710-R2105P05 


None 


Operation changes in 10500-CMW710-R2105 


None 


Restrictions and cautions 
1. The software version does not support LSU1SUPA0 engine module (JC614A/JG375A), and 


LSU1SUPA0 engine module (JC614A/JG375A) should use 10500 1xxx series software version.  


2. It takes more than half an hour to collect diagnostic information when the IRF has many 


configuration parameters.  


3. The hp 10500 product family supports four IRF members. There are several setup and 


configuration limitation, please check the Command Line Manual and Operation Manual for 


detail. 


4. If you enable multicast ARP and connect the device to an NLB server through an aggregate 


interface, any port that receives client traffic must not reside on the same card as any member port  


of the aggregate interface.  


5. The default switch-mode of EA/EB cards is mix-bridging-routing. It is normal that the first time you 


insert an EA/EB card into the chassis, the card automatically reboots once or twice and takes 


about 10 to 20 minutes to start up. If you set the card in normal mode, the standard startup process  


will apply. 


6. NTP multicast mode only supports multicast addresses in 224.0.1.0/24.  


7. SC cards do not support MPLS and cannot use the extended forwarding capabilities of other 


cards. 


Open problems and workarounds 
LSD078632 


 Symptom: If a card that uses bootware 202 or earlier is inserted into slot 13 of an S10512, the card 


cannot boot up.   


 Condition: This symptom occurs if the card in slot 13 of an S10512 uses bootware 202 or earlier.  
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 Workaround: Insert a card that uses bootware 202 or earlier into one of the first 11 slots.  


LSD068672 


 Symptom: The IRF fabric may split. 


 Condition: Reboot an IRF fabric comprised of four switches. If the switches are not synchronously 


rebooted. 


 Workaround: Make sure the switches have similar card configurations, can back up each other, 


and are rebooted at the same time. If the IRF fabric splits, reboot the smallest IRF system so the 


switches can join the system to re-form a 4-chassis fabric.  


LSV7D003643 


 Symptom: MPLS FRR does not support a backup path that has overlapping links.  


 Condition: This symptom can be seen if MPLS FRR has a backup path that has overlapping links.  


 Workaround: None. 


201307260031 


 Symptom: Very low likely ‘parity error’ occurs in the forwarding entries on chip.  


 Condition: None. 


 Workaround: None. 


List of resolved problems 


Resolved problems in R2111 


LSV7D001930 


 Symptom: After an incompatible ISSU on an IRF fabric that is the root of the TRILL multicast 


distribution tree, the TRILL nickname (bridge MAC address) of the IRF fabric is changed but the root 


name is not changed to the new name, resulting in a 20 -minute interruption of multicast traffic.    


 Condition: This symptom occurs after an incompatible ISSU on an IRF fabric that is the root of the 


TRILL multicast distribution tree. After the ISSU, the TRILL nickname (bridge MAC address) of the IRF 


fabric is changed, but the root name of the TRILL multicast d istribution tree is not changed to the new 


name.  


201311200026 


 Symptom: FTP default mode is not BIN mode. 


 Condition: This symptom might occurs when FTP is used.  


201311010015 


 Symptom: The CLI responds slowly when some commands are executed.   


 Condition: This symptom can be seen when specific commands are executed.  


LSV7D008663 


 Symptom: The FCoE process restarts.  


 Condition: This symptom can be seen when there is no mapping between VLAN and VSAN.  
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201311140474 


 Symptom: Multicast MAC addresses become invalid on a line card.  


 Condition: This symptom might occur after the l ine card is rebooted.  


201311200037 


 Symptom: A 32-bit address advertised in OSPF area 0 is assigned as a black hole route. 


 Condition: This symptom occurs when a 32-bit address is advertised in OSPF area 0.  


201311200183 


 Symptom: After an interface card is replaced with a different type of interface card, the switch might 


fail to recover configurations for the new interface card. 


 Condition: This symptom might occur after you replace an interface card with a different type of  


interface card.  


201311270125 


 Symptom: If a VFC interface continually creates and tears down FCoE connections, the MTU value 


of the VFC interface is continuously decreased. 


 Condition: This symptom occurs if a VFC interface continually creates and tears down FCoE 


connections.  


201311290243 


 Symptom: DHCP relay entries are not deleted after an active/standby switchover.  


 Condition: This symptom can be seen after an active/standby switchover.  


Resolved problems in R2105P05 


201311180070 


 Symptom: Addressed SSRT101324.  A security bulletin for SSRT101324 should be published 


in January 2014.  Please see the security bulletin for additional details. 


 Condition: Addressed SSRT101324.  A security bulletin for SSRT101324 should be published 


in January 2014.  Please see the security bulletin for additional details. 


201311190146 


 Symptom: The speed 1000 command cannot be configured.    


 Condition: This symptom can be seen on 10G port with fiber transceiver.   


201311210247 


 Symptom: The arp source-mac threshold command cannot work.    


 Condition: This symptom can be seen when the arp source-mac threshold command is used.  


201306140334 


 Symptom: If an SF card is inserted into slot 0 of the IRF master switch, the IRF subordinate switch 


might print temperature alarms, and the SF card might fail to start up.  


 Condition: This symptom might occur if an SF card is inserted into slot 0 of the IRF master switch  


201307290038 


 Symptom: The port rate information in the output from the display interface command is incorrect.  
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 Condition: This symptom can be seen in the output from the display interface command.  


201308010257 


 Symptom: max-ecmp-num default configuration will be saved on the standby MPU.  


 Condition: This symptom can be seen when both active and standby MPUs exist.  


LSV7D006680 


 Symptom: The internal port monitoring function is not enabled after the switch is rebooted using 


default settings.  


 Condition: This symptom can be seen after the switch is rebooted using default settings.  


LSV7D008401 


 Symptom: An AVGAO 10G SPF+ transceiver module might fail to come up.  


 Condition: This symptom might occur if the AVGAO 10G SPF+ transceiver module is installed on 


a TGS48SF card.  


LSV7D009058 


 Symptom: The SE/EA/EB card might fail to forward packets and the displayed port state might be 


different from the actual port state.  


 Condition: This symptom might occur when large numbers of TC packets exist on the SE/EA/EB  


card.  


Resolved problems in R2105 


None 


Related documentation 


Documentation set 


 HP 10500 Switch Series Installation Guide  


 HP 10500 Switch Series Configuration Guides (R211x) 


 HP 10500 Switch Series Command References (R211x) 


Obtaining documentation 


To find related documents, browse to the Manuals page of the HP Business Support Center website: 


http://www.hp.com/support/manuals  


Contacting HP 
For worldwide technical support information, see the HP support website:  


http://www.hp.com/support  



http://www.hp.com/support/manuals

http://www.hp.com/support
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Before contacting HP, collect the following information:  


 Product model names and numbers 


 Technical support registration number (if applicable) 


 Product serial numbers 


 Error messages 


 Operating system type and revision level  


 Detailed questions 


Subscription service 


HP recommends that you register your product at the Subscriber's Choice for Business website: 


http://www.hp.com/go/wwalerts  


After registering, you will receive email notification of product enhancements, new driver versions,  


firmware updates, and other product resources.  


 



http://www.hp.com/go/wwalerts
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Appendix A Feature list  


Hardware features 


Table 6 HP 10500 series hardware features 


Item 10500 


Dimensions (H × W × D) 


(excluding feet and rack-mounting 
brackets) 


10504: 353 × 440 × 660 mm (13.90 × 17.32 × 25.98 in.) 


10508: 620 × 440 × 660 mm (24.41 × 17.32 × 25.98 in.) 


10508-V: 886 × 440 × 660 mm (34.88 ×17.32 × 25.98 in.) 


10512: 797 × 440 × 660 mm (31.38 × 17.32 × 25.98 in.) 


Weight 


10504: < 85kg (187.39lb) 


10508: < 125kg (275.57lb) 


10508-V: < 145kg (319.66lb) 


10512: < 165kg  (363.76 lb) 


Input AC voltage 100 to 240V AC; 50/60Hz 


Max. output power per power supply 
1200 W (110V AC) 


2500 W (220V AC) 


Operating temperature 0℃~45℃ 


Relative humidity (noncondensing) 10%~90% 


Switch fabric card slots 4 


Service card slots 


10504: 4 


10508: 8 


10508-V: 8 


105012: 12 


 


Software features 


Table 7 Software features of the HP 10500 series 


Category  Features 


Layer 2 


Ethernet II  


IEEE 802.3/802.2 SNAP 


IEEE 802.3/802.2 


Long frame (1518-1536) 


Jumbo frame (1536-9216) 


VLAN (Port-based VLAN) 


IEEE 802.1Q 


IEEE802.1p 
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Category  Features 


RSTP(802.1w) 


MSTP(802.1s) 


LACP(802.3ad) 


Mirror 


Storm suppression(Broadcast / Multicast / Unknown 
unicast)  


Trill 


Layer 3 


IPv4 features: 


ARP (proxy ARP, gratuitous ARP) 


IP datagram forwarding(RFC791/1141/950) 


IP options (strict source route/loose source 


route/recording route/timestamp)(RFC791/1122) 


TCP (RFC793) 


UDP (RFC768) 


ICMP 


RFC1213-MIB(including IP, ICMP, TCP, UDP, IF, 


SNMP) 


IPv6 features: 


IPv6 ND 


IPv6 FIB 


IPv6 ACL 


IPv6 tunnel (manually configured tunnel/automatic 


6to4 tunnel/ISATAP)  


Layer-3 routed interface 


Routing 


IPv4 routing:  


Static route management 


RIP 


OSPF 


BGP 


IS-IS 


Policy based routing  


IPv6 routing:  


IPv6 static route management  


RIPng 


OSPFv3 


BGP+ 


IS-ISv6 


Multicast 


IGMP Snooping 


IGMP 


MLD Snooping 


MLD 


PIM-DM 
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Category  Features 


PIM-SM 


ACL&QOS 


Remark 802.1p, DSCP, IP precedence, and local 


precedence by ACL 


Map to output queue by 802.1p, DSCP, IP 


precedence, local precedence 


SP  


WRR 


CAR 


Basic ACL 


Advanced ACL 


Link ACL 


VLAN-based ACL 


Packet filtering 


Traffic redirect 


Traffic shaping 


Line rate 


WFQ 


WRED 


Traffic accounting 


Flow-based mirroring 


Port priority 


Management  


SNMP v1/v2/v3 


Public MIBs 


Private MIBs 


Syslog/Debug 


IMC  


Local management  


CLI 


File management  


Dual-image 


RBAC 


MDC 


User access control 


Console login  


AUX login  


Telnet (VTY) login  


SSH login  


FTP login  


XMODEM 


Application protocols 


Ping 


DNS client 


DHCP server 
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Category  Features 


DHCP client 


DHCP relay agent 


DHCP snooping 


Telnet 


FTP client 


FTP server 


TFTP client 


NTP client/server 


Availability 


VRRP 


Dual-fabric 


IRF 


ISSU 


Security 


RADIUS 


TACACS+ 


802.1X 


Port Security 


MPLS 


MPLS 


LDP 


MPLS L3VPN 


MPLS L2VPN 
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Appendix B Upgrading software 
Software upgrade enables you to have new features and fix bugs. Before performing an upgrade, use 


the release notes for the new software version to verify software and hardware compatibility and 


evaluate upgrade impacts. 


Software types 
The following software types are available:  


 BootWare image—A .bin file that conta ins a basic segment and an extended segment. The basic 


segment is the minimum code that bootstraps the system. The extended segment enables hardware 


initialization and provides system management menus. You can use these menus to load 


application software and the startup configuration file or manage files when the device cannot start  


up correctly. 


 Comware image—Includes the following image subcategories:  


 Boot image—A .bin file that contains the Linux operating system kernel. It provides process 


management, memory management, file system management, and the emergency shell.  


 System image—A .bin file that contains the minimum feature modules required for device 


operation and some basic features, including device management, interface management, 


configuration management, and routing. To have advanced features, you must purchase 


feature packages. 


 Feature package—Includes a set of advanced software features. Users purchase feature 


packages as needed. 


 Patch packages—Irregularly released packages for fixing bugs without rebooting the device. A 


patch package does not add new features or functions.  


Comware software images that have been loaded are called "current software images." 


Comware images specified to load at the next startup are called "startup software images."  


BootWare image, boot image, and system image are required for the system to work. These images 


might be released separately or as a whole in one .ipe file. If an .ipe file is used, the system automatically 


decompresses the file, loads the boot and system images and sets them as startup software images. 


Typically, the BootWare and startup software images for the device are released in an .ipe file.  


Software file naming conventions 
Software image file names use the chassis-comware version-image type-release format, for example, 


10500-CMW710-SYSTEM-A0035P13.bin and 10500-CMW710-BOOT-A0035P13.bin. This document 


uses boot.bin and system.bin as boot and system image file names for simplicity.  


Upgrade methods 
You can use one of the following methods to upgrade software: 
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Upgrade method Software type Remarks 


Upgrading from the CLI 
without using ISSU 


 BootWare 


 Comware images 
(excluding 


patches) 


This method is disruptive. If you are upgrading MPUs, you 


must reboot the switch to complete the upgrade. If you are 
upgrading the BootWare of a card (an LPU or switching 


fabric module), you must reboot the card. 


NOTE: 


You can upgrade the BootWare of LPUs and switching 
fabric modules from the CLI only. 


Upgrading from 


BootWare menus: 


 Upgrading Comware 


software from the 
BootWare menu 


 Upgrading BootWare 
from the BootWare 


menu 


 BootWare 


 Comware images 
Use this method when the device cannot start  up correct ly . 


Performing an ISSU 
 Comware images 


 Patches  


ISSU enables a software upgrade without service 


interruption.  


Patches repair software defects and do not add new 


features to Comware software. 


This chapter covers only installing patches. For 


information about using ISSU to upgrade Comware 


images, see Fundamentals Configuration Guide in HP 


10500 Switch Series Configuration Guides. 


 


 NOTE: 


 Generally, there is no need to upgrade the BootWare program independently. The device uses the 


shipped BootWare program.  


 Use the same method to upgrade software for all MPUs to ensure software version consistency across 


MPUs. 


 Make sure the Comware software and BootWare are compatible. For the compatibility between the 


Comware software and BootWare, see the hardware and software compatibility matrix in the Release 


Notes. 


 The command outputs in this document are for reference only.  
 


Upgrading from the CLI without using ISSU 
This section describes the upgrade procedures for standalone 10500 switches and 10500 IRF fabrics. 


For more information about IRF, see HP 10500 Switch Series IRF Configuration Guide. 


Upgrading a standalone switch 
Preparing for the upgrade 


1. Telnet to the switch or log in through the console port. (Deta ils not shown.)  


2. Display device information.  


<Sysname> display device 
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Slot No. Type              Status      Subslot          Soft Ver          Patch Ver 


 0       LSU1SUPB0         Master       0            10500-2102            None 


 1       LSU1SUPB0         Standby      0            10500-2102            None 


 2       LSU1GP24TXSE0     Normal       0            10500-2102            None 


 3       LSU1GP48EB0       Normal       0            10500-2102            None 


 4       NONE              Absent       0            NONE                  None 


 5       NONE              Absent       0            NONE                  None 


 6       LSU1FAB04A0       Normal       0            10500-2102            None 


 7       NONE              Absent       0            NONE                  None 


 8       NONE              Absent       0            NONE                  None 


 9       NONE              Absent       0            NONE                  None 


The output shows that the switch has two MPUs, an active MPU in slot 0 and a standby MPU in slot 1. You 


must upgrade software for the two MPUs. 
 


 NOTE:  


You only need to upgrade the active MPU if the device has no standby MPU. 
 


3. Verify that the MPUs have enough free storage space for the upgrade files: 


# On the active MPU: 


<Sysname> dir 


Directory of flash: 


 


   0 -rw-    74948608 Nov 21 2012 09:35:45   10500.ipe 


   1 -rw-        2236 Jan 08 2013 09:07:45   210231A1Y30000000006201301071608474 


6260.ak 


   2 -rw-        2235 Jan 08 2013 09:37:45   210231A1Y30000000006201301080958534 


8219.ak 


   3 -rw-      167201 Nov 09 2012 13:18:36   BASIC.mdb 


   4 -rw-      633556 Jan 10 2013 15:00:36   LSUSUPB108.btw 


   5 -rw-    19046400 Dec 25 2012 09:20:51   10500-CMW710-BOOT-A0035P10.bin 


   6 -rw-    17853440 Jan 06 2013 09:57:43   10500-CMW710-BOOT-E2102.bin 


   7 -rw-    98425856 Dec 25 2012 10:08:30   10500-CMW710-SYSTEM-A0035P10.bin 


   8 -rw-    57231360 Jan 06 2013 09:52:03   10500-CMW710-SYSTEM-E2102.bin 


   9 -rw-      600064 Jan 15 2013 16:35:43   10500-CMW710-SYSTEM-E2102H01.bin 


  10 drw-           - Nov 20 2012 10:50:48   core 


  11 -rw-          40 Oct 17 2012 17:29:59   database.dhcp 


  12 drw-           - Oct 23 2012 08:26:54   diagfile 


  13 -rw-         567 Nov 20 2012 13:03:14   dsakey 


  14 -rw-         735 Nov 20 2012 13:03:03   hostkey 


  15 -rw-         310 Oct 17 2012 15:10:22   lauth.dat 


  16 drw-           - Jan 08 2013 09:38:09   license 


  17 drw-           - Jan 13 1913 09:42:06   logfile 


  18 -rw-         385 Jan 16 2013 13:15:08   manuinfo.txt 


  19 drw-           - Sep 26 2012 18:02:39   mdc 


  20 -rw-      508689 Oct 09 2012 11:32:30   mxlp101.btw 


  21 -rw-    17849344 Jan 15 2013 18:04:43   10500-cmw710-boot-a0035p08.bin 


  22 -rw-    57092096 Jan 15 2013 18:05:43   10500-cmw710-system-a0035p08.bin 


  23 drw-           - Jan 13 1913 08:37:11   seclog 
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  24 -rw-         591 Nov 20 2012 13:03:03   serverkey 


  25 -rw-        8532 Jan 11 2013 14:04:55   startup.cfg 


  26 -rw-      139236 Jan 11 2013 14:04:55   startup.mdb 


  27 drw-           - Jan 15 2013 16:36:31   versionInfo 


 


503808 KB total (106432 KB free) 


# On the standby MPU: 


<Sysname> dir slot1#flash: 


Directory of slot1#flash: 


 


   0 -rw-    74948608 Nov 21 2012 09:35:45   10500.ipe 


   1 -rw-        2236 Jan 08 2013 09:07:45   210231A1Y30000000006201301071608474 


6260.ak 


   2 -rw-        2235 Jan 08 2013 09:37:45   210231A1Y30000000006201301080958534 


8219.ak 


   3 -rw-      167201 Nov 09 2012 13:18:36   BASIC.mdb 


   4 -rw-      633556 Jan 10 2013 15:00:36   LSUSUPB108.btw 


   5 -rw-    19046400 Dec 25 2012 09:20:51   10500-CMW710-BOOT-A0035P10.bin 


   6 -rw-    17853440 Jan 06 2013 09:57:43   10500-CMW710-BOOT-E2102.bin 


   7 -rw-    98425856 Dec 25 2012 10:08:30   10500-CMW710-SYSTEM-A0035P10.bin 


   8 -rw-    57231360 Jan 06 2013 09:52:03   10500-CMW710-SYSTEM-E2102.bin 


   9 -rw-      600064 Jan 15 2013 16:35:43   10500-CMW710-SYSTEM-E2102H01.bin 


  10 drw-           - Nov 20 2012 10:50:48   core 


  11 -rw-          40 Oct 17 2012 17:29:59   database.dhcp 


  12 drw-           - Oct 23 2012 08:26:54   diagfile 


  13 -rw-         567 Nov 20 2012 13:03:14   dsakey 


  14 -rw-         735 Nov 20 2012 13:03:03   hostkey 


  15 -rw-         310 Oct 17 2012 15:10:22   lauth.dat 


  16 drw-           - Jan 08 2013 09:38:09   license 


  17 drw-           - Jan 13 1913 09:42:06   logfile 


  18 -rw-         385 Jan 16 2013 13:15:08   manuinfo.txt 


  19 drw-           - Sep 26 2012 18:02:39   mdc 


  20 -rw-      508689 Oct 09 2012 11:32:30   mxlp101.btw 


  21 -rw-    17849344 Jan 15 2013 18:04:43   10500-cmw710-boot-a0035p08.bin 


  22 -rw-    57092096 Jan 15 2013 18:05:43   10500-cmw710-system-a0035p08.bin 


  23 drw-           - Jan 13 1913 08:37:11   seclog 


  24 -rw-         591 Nov 20 2012 13:03:03   serverkey 


  25 -rw-        8532 Jan 11 2013 14:04:55   startup.cfg 


  26 -rw-      139236 Jan 11 2013 14:04:55   startup.mdb 


  27 drw-           - Jan 15 2013 16:36:31   versionInfo 


 


503808 KB total (106432 KB free) 


4. If the free storage space is not sufficient, delete unused files: 


# On the active MPU: 


<Sysname> delete /unreserved flash:/10500.bin 


  The contents cannot be restored!!! Delete flash:/10500.bin?[Y/N]:y 


  Deleting a file permanently will take a long time. Please wait... 


  .................................................. 
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  Deleting file flash:/10500.ipe...Done. 


# On the standby MPU: 


<Sysname> delete /unreserved slot1#flash:/10500.bin 


  The contents cannot be restored!!! Delete slot1#flash:/10500.bin?[Y/N]:y 


  Deleting a file permanently will take a long time. Please wait... 


  .................................................. 


  Deleting file slot1#flash:/10500.ipe...Done. 


 


 NOTE:  


 The delete /unreserved file-url command deletes a file permanently, and the action cannot be undone. 


 The delete file-url command moves a file to the recycle bin and the file still occupies storage space. To 


delete the file from the recycle bin, execute the reset recycle-bin command in the original directory of the 


file. 
 


Downloading upgrade files to the flashes of MPUs 


You can use FTP or TFTP to download files. 
 


 NOTE: 


The switch does not come with FTP or TFTP software. Prepare the software yourself. 
 


This example uses FTP to download files from an FTP server and assumes that the FTP client and server 


can reach each other. 


To download the software file (for example, newest.ipe) from the FTP server: 


1. Run the FTP server program on the PC at 10.10.110.1, and set the username, password, and the 


file directory where the software file is stored. 


2. Download the file to the active MPU: 


# Log in to the PC with FTP.  


<Sysname> ftp 192.168.0.23 


Connected to 192.168.0.23 (192.168.0.23). 


220 WFTPD 2.0 service (by Texas Imperial Software) ready for new user 


User (192.168.0.23:(none)):username                       ---Enter the username 


331 Give me your password, please 


Password:                                                 ---Enter the password 


230 Logged in successfully 


Remote system type is MSDOS. 


ftp> 


# Set the file transfer mode to binary.  


ftp> binary 


200 Type is Image (Binary) 


# Download the file from the PC to the root directory of the flash on the active MPU.  


ftp> get newest.ipe                                         


227 Entering Passive Mode (192,168,0,23,7,100) 


150 "C:\ newest.ipe " file ready to send (385 bytes) in IMAGE / Binary mode 


226 Transfer finished successfully. 


74948608 bytes received in 35.974 seconds (896.00 kbyte/s)            


ftp> bye 
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221 Windows FTP Server (WFTPD, by Texas Imperial Software) says goodbye     


3. Copy the file to the root directory of the flash on the standby MPU. 


<Sysname> copy newest.bin slot1#flash:/ 


  Copy flash:/newest.bin to slot1#flash:/newest.bin?[Y/N]:y   


  Copying file flash:/newest.ipe to slot1#flash:/newest.ipe...Done. 


 


 NOTE:  


You can configure the switch as the FTP server, FTP client, or TFTP client. The transfer procedures vary 


slightly. For more information about FTP and TFTP, see HP 10500 Switch Series Fundamentals 
Configuration Guide. 
 


Upgrading software from the CLI 


Before upgrading software, verify that the software file is stored in the root directory of the flashes on the 


MPUs. 


Perform the following tasks as needed: 


 Upgrade BootWare 


 Upgrade Comware software 


 Install a patch package 


1. Upgrade BootWare 


The following example uses new.bin to upgrade the BootWare.  
 


 NOTE: 


The BootWare image stored on the active MPU can be used to upgrade the active MPU, LPUs, and 


switching fabric modules while that stored on the standby MPU is used to upgrade the standby MPU only. 
 


# Upgrade the BootWare on the active MPU (in slot 0). 


<Sysname> bootrom update file flash:/new.bin slot 0 


  This command will update bootrom file on the specified board(s), 


  Continue? [Y/N]:y 


Now updating the Boot ROM, please wait........... ...........Done 


# Upgrade the BootWare on the standby MPU (in slot 1). 


<Sysname> bootrom update file slot1#flash:/new.bin slot 1 


  This command will update bootrom file on the specified board(s),  


  Continue? [Y/N]:y 


Now updating the Boot ROM, please wait........... ...........Done 


# Upgrade the BootWare on the LPU in slot 3. (Upgrade other LPUs in the same way.)  


<Sysname> bootrom update file flash:/new.bin slot 3 


  This command will update bootrom file on the specified board(s),  


  Continue? [Y/N]:y 


Now updating the Boot ROM, please wait........... ...........Done 


# Upgrade the BootWare of the switching fabric module in slot 6. 


<Sysname> bootrom update file flash:/new.bin slot 6 


  This command will update bootrom file on the specified board(s),  


  Continue? [Y/N]:y 


Now updating the Boot ROM, please wait........... ...........Done 


# Reboot the switch to complete the upgrade. 
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<Sysname> reboot 


Start to check configuration with next startup configuration file, please wait. 


........DONE! 


This command will reboot the device. Continue? [Y/N]:y 


Now rebooting, please wait... 


2. Upgrade Comware software 


The following example uses newest.ipe to upgrade Comware software. 


# Decompress the file newest.ipe on the active MPU ( in slot 0).  


<HP>install add flash:/newest.ipe flash: 


Verifying image file...Done. 


This operation will take several minutes, please wait........................... 


....................................................Done. 


In this example, the decompressed image files include a boot image 


10500-CMW710-BOOT-E2102.bin and a system image 10500-CMW710-SYSTEM-E2102.bin. 


# Specify the images as the main startup software images for the active MPU. 


<Sysname> boot-loader file boot flash:/10500-CMW710-BOOT-E2102.bin system 


flash:/10500-CMW710-SYSTEM-E2102.bin slot 0 main 


  This command will set the main startup software images. Continue? [Y/N]:y 


The images that have passed all examinations will be used as the main startup software 


images at the next reboot on slot 0   


# Specify the images as the main startup software images for the standby MPU. 


<Sysname> boot-loader file boot flash:/10500-CMW710-BOOT-E2102.bin system 


flash:/10500-CMW710-SYSTEM-E2102.bin slot 1 main 


  This command will set the main startup software images. Continue? [Y/N]:y 


Successfully copied flash:/ 10500-CMW710-BOOT-E2102.bin to slot1#flash:/ 


10500-CMW710-BOOT-E2102.bin. 


Successfully copied flash:/ 10500-CMW710-SYSTEM-E2102.bin to slot1#flash:/ 


10500-CMW710-SYSTEM-E2102.bin. 


The images that have passed all examinations will be used as the main startup software 


images at the next reboot on slot 1 


For more information about the boot-loader command, see HP 10500 Switch Series Fundamentals 


Command Reference. 


# To prevent configuration loss at reboot, save the running configuration.  


<Sysname> save 


# Reboot the switch to complete the upgrade. 


<Sysname> reboot 


Start to check configuration with next startup configuration file, please wait. 


........DONE! 


This command will reboot the device. Continue? [Y/N]:y 


Now rebooting, please wait...   


3. Install a patch package 


# Uninstall the old patch package from all cards on the switch.  


<Sysname> display install active 


Active packages on slot 0: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H00.bin 
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Active packages on slot 1: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H00.bin 


Active packages on slot 2: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H00.bin 


Active packages on slot 3: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H00.bin 


Active packages on slot 6: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H00.bin 


<Sysname> install deactivate patch 10500-CMW710-SYSTEM-E2102H00.bin slot 0 


<Sysname> install deactivate patch 10500-CMW710-SYSTEM-E2102H00.bin slot 1 


For more information about uninstalling patches, see HP 10500 Switch Series Fundamentals 


Configuration Guide. 


# Install the patch package 10500-CMW710-SYSTEM-E2102H01.bin.  


<Sysname> install activate patch flash:/10500-CMW710-SYSTEM-E2102H01.bin slot 0 


The patches run immediately without requiring a reboot.  


4. (Optional.) To have the patches continue to run at the next reboot, commit the installed patches.  


<Sysname> install commit 


5. Verify the software upgrade and patching. 


# Display all active images.  


<Sysname> display install active 


Active packages on slot 0: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H01.bin 


Active packages on slot 1: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H01.bin 


Active packages on slot 2: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H01.bin 


Active packages on slot 3: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H01.bin 


Active packages on slot 6: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 
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  flash:/10500-CMW710-SYSTEM-E2102H01.bin 


Upgrading an IRF fabric 
Preparing for the upgrade 


1. Telnet to the switch or log in through the console port. (Deta ils not shown.)  


2. Display device information.  


<Sysname>display device 


Chassis   Slot Type             State    Subslot  Soft Ver        Patch Ver 


1         0    LSU1SUPB0         Master   0        10500-2102      None 


1         1    LSU1SUPB0         Standby  0        10500-2102      None 


1         2    LSU1GP24TXSE0     Normal   0        10500-2102      None 


1         3    LSU1TGX4SE0       Normal   0        10500-2102      None 


1         4    NONE              Absent   0        NONE            None 


1         5    NONE              Absent   0        NONE            None 


1         6    LSU1FAB04A0       Normal   0        10500-2102      None 


1         7    NONE              Absent   0        NONE            None 


1         8    NONE              Absent   0        NONE            None 


1         9    NONE              Absent   0        NONE            None 


2         0    LSU1SUPB0         Standby  0        10500-2102      None 


2         1    LSU1SUPB0         Standby  0        10500-2102      None 


2         2    LSU1GP24TXSE0     Normal   0        10500-2102      None 


2         3    LSU1TGX4SE0       Normal   0        10500-2102      None 


2         4    NONE              Absent   0        NONE            None 


2         5    NONE              Absent   0        NONE            None 


2         6    LSU1FAB04A0       Normal   0        10500-2102      None 


2         7    NONE              Absent   0        NONE            None 


2         8    NONE              Absent   0        NONE            None 


2         9    NONE              Absent   0        NONE            None 


The output shows that two switches form an IRF fabric. The following table shows MPU information.  


Table 8 MPU information of the IRF fabric 


MPU role Member ID Slot number 


Master MPU (also called the "global active MPU") 1 0 


Standby MPU 1 1 


Standby MPU 2 0 


Standby MPU 2 1 


 


3. Verify that all the MPUs have enough free storage space for the upgrade files: 


# On the global active MPU: 


<Sysname> dir 


Directory of flash: 


 


   0 -rw-    74948608 Nov 21 2012 09:35:45   10500.ipe 


   1 -rw-        2236 Jan 08 2013 09:07:45   210231A1Y30000000006201301071608474 


6260.ak 
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   2 -rw-        2235 Jan 08 2013 09:37:45   210231A1Y30000000006201301080958534 


8219.ak 


   3 -rw-      167201 Nov 09 2012 13:18:36   BASIC.mdb 


   4 -rw-      633556 Jan 10 2013 15:00:36   LSUSUPB108.btw 


   5 -rw-    19046400 Dec 25 2012 09:20:51   10500-CMW710-BOOT-A0035P10.bin 


   6 -rw-    17853440 Jan 06 2013 09:57:43   10500-CMW710-BOOT-E2102.bin 


   7 -rw-    98425856 Dec 25 2012 10:08:30   10500-CMW710-SYSTEM-A0035P10.bin 


   8 -rw-    57231360 Jan 06 2013 09:52:03   10500-CMW710-SYSTEM-E2102.bin 


   9 -rw-      600064 Jan 15 2013 16:35:43   10500-CMW710-SYSTEM-E2102H01.bin 


  10 drw-           - Nov 20 2012 10:50:48   core 


  11 -rw-          40 Oct 17 2012 17:29:59   database.dhcp 


  12 drw-           - Oct 23 2012 08:26:54   diagfile 


  13 -rw-         567 Nov 20 2012 13:03:14   dsakey 


  14 -rw-         735 Nov 20 2012 13:03:03   hostkey 


  15 -rw-         310 Oct 17 2012 15:10:22   lauth.dat 


  16 drw-           - Jan 08 2013 09:38:09   license 


  17 drw-           - Jan 13 1913 09:42:06   logfile 


  18 -rw-         385 Jan 16 2013 13:15:08   manuinfo.txt 


  19 drw-           - Sep 26 2012 18:02:39   mdc 


  20 -rw-      508689 Oct 09 2012 11:32:30   mxlp101.btw 


  21 -rw-    17849344 Jan 15 2013 18:04:43   10500-cmw710-boot-a0035p08.bin 


  22 -rw-    57092096 Jan 15 2013 18:05:43   10500-cmw710-system-a0035p08.bin 


  23 drw-           - Jan 13 1913 08:37:11   seclog 


  24 -rw-         591 Nov 20 2012 13:03:03   serverkey 


  25 -rw-        8532 Jan 11 2013 14:04:55   startup.cfg 


  26 -rw-      139236 Jan 11 2013 14:04:55   startup.mdb 


  27 drw-           - Jan 15 2013 16:36:31   versionInfo 


 


503808 KB total (106432 KB free) 


# On the standby MPU in slot 1 of member device 1: 


<Sysname> dir chassis1#slot1#flash: 


Directory of chassis1#slot1#flash: 


 


   0 -rw-    74948608 Nov 21 2012 09:35:45   10500.ipe 


   1 -rw-        2236 Jan 08 2013 09:07:45   210231A1Y30000000006201301071608474 


6260.ak 


   2 -rw-        2235 Jan 08 2013 09:37:45   210231A1Y30000000006201301080958534 


8219.ak 


   3 -rw-      167201 Nov 09 2012 13:18:36   BASIC.mdb 


   4 -rw-      633556 Jan 10 2013 15:00:36   LSUSUPB108.btw 


   5 -rw-    19046400 Dec 25 2012 09:20:51   10500-CMW710-BOOT-A0035P10.bin 


   6 -rw-    17853440 Jan 06 2013 09:57:43   10500-CMW710-BOOT-E2102.bin 


   7 -rw-    98425856 Dec 25 2012 10:08:30   10500-CMW710-SYSTEM-A0035P10.bin 


   8 -rw-    57231360 Jan 06 2013 09:52:03   10500-CMW710-SYSTEM-E2102.bin 


   9 -rw-      600064 Jan 15 2013 16:35:43   10500-CMW710-SYSTEM-E2102H01.bin 


  10 drw-           - Nov 20 2012 10:50:48   core 


  11 -rw-          40 Oct 17 2012 17:29:59   database.dhcp 


  12 drw-           - Oct 23 2012 08:26:54   diagfile 
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  13 -rw-         567 Nov 20 2012 13:03:14   dsakey 


  14 -rw-         735 Nov 20 2012 13:03:03   hostkey 


  15 -rw-         310 Oct 17 2012 15:10:22   lauth.dat 


  16 drw-           - Jan 08 2013 09:38:09   license 


  17 drw-           - Jan 13 1913 09:42:06   logfile 


  18 -rw-         385 Jan 16 2013 13:15:08   manuinfo.txt 


  19 drw-           - Sep 26 2012 18:02:39   mdc 


  20 -rw-      508689 Oct 09 2012 11:32:30   mxlp101.btw 


  21 -rw-    17849344 Jan 15 2013 18:04:43   10500-cmw710-boot-a0035p08.bin 


  22 -rw-    57092096 Jan 15 2013 18:05:43   10500-cmw710-system-a0035p08.bin 


  23 drw-           - Jan 13 1913 08:37:11   seclog 


  24 -rw-         591 Nov 20 2012 13:03:03   serverkey 


  25 -rw-        8532 Jan 11 2013 14:04:55   startup.cfg 


  26 -rw-      139236 Jan 11 2013 14:04:55   startup.mdb 


  27 drw-           - Jan 15 2013 16:36:31   versionInfo 


 


503808 KB total (106432 KB free) 


# On the standby MPU in slot 0 of member device 2: 


<Sysname> dir chassis2#slot0#flash: 


Directory of chassis2#slot0#flash: 


 


   0 -rw-    74948608 Nov 21 2012 09:35:45   10500.ipe 


   1 -rw-        2236 Jan 08 2013 09:07:45   210231A1Y30000000006201301071608474 


6260.ak 


   2 -rw-        2235 Jan 08 2013 09:37:45   210231A1Y30000000006201301080958534 


8219.ak 


   3 -rw-      167201 Nov 09 2012 13:18:36   BASIC.mdb 


   4 -rw-      633556 Jan 10 2013 15:00:36   LSUSUPB108.btw 


   5 -rw-    19046400 Dec 25 2012 09:20:51   10500-CMW710-BOOT-A0035P10.bin 


   6 -rw-    17853440 Jan 06 2013 09:57:43   10500-CMW710-BOOT-E2102.bin 


   7 -rw-    98425856 Dec 25 2012 10:08:30   10500-CMW710-SYSTEM-A0035P10.bin 


   8 -rw-    57231360 Jan 06 2013 09:52:03   10500-CMW710-SYSTEM-E2102.bin 


   9 -rw-      600064 Jan 15 2013 16:35:43   10500-CMW710-SYSTEM-E2102H01.bin 


  10 drw-           - Nov 20 2012 10:50:48   core 


  11 -rw-          40 Oct 17 2012 17:29:59   database.dhcp 


  12 drw-           - Oct 23 2012 08:26:54   diagfile 


  13 -rw-         567 Nov 20 2012 13:03:14   dsakey 


  14 -rw-         735 Nov 20 2012 13:03:03   hostkey 


  15 -rw-         310 Oct 17 2012 15:10:22   lauth.dat 


  16 drw-           - Jan 08 2013 09:38:09   license 


  17 drw-           - Jan 13 1913 09:42:06   logfile 


  18 -rw-         385 Jan 16 2013 13:15:08   manuinfo.txt 


  19 drw-           - Sep 26 2012 18:02:39   mdc 


  20 -rw-      508689 Oct 09 2012 11:32:30   mxlp101.btw 


  21 -rw-    17849344 Jan 15 2013 18:04:43   10500-cmw710-boot-a0035p08.bin 


  22 -rw-    57092096 Jan 15 2013 18:05:43   10500-cmw710-system-a0035p08.bin 


  23 drw-           - Jan 13 1913 08:37:11   seclog 


  24 -rw-         591 Nov 20 2012 13:03:03   serverkey 
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  25 -rw-        8532 Jan 11 2013 14:04:55   startup.cfg 


  26 -rw-      139236 Jan 11 2013 14:04:55   startup.mdb 


  27 drw-           - Jan 15 2013 16:36:31   versionInfo 


 


503808 KB total (106432 KB free) 


# On the standby MPU in slot 1 of member device 2: 


<Sysname> dir chassis2#slot1#flash: 


Directory of chassis2#slot1#flash: 


 


   0 -rw-    74948608 Nov 21 2012 09:35:45   10500.ipe 


   1 -rw-        2236 Jan 08 2013 09:07:45   210231A1Y30000000006201301071608474 


6260.ak 


   2 -rw-        2235 Jan 08 2013 09:37:45   210231A1Y30000000006201301080958534 


8219.ak 


   3 -rw-      167201 Nov 09 2012 13:18:36   BASIC.mdb 


   4 -rw-      633556 Jan 10 2013 15:00:36   LSUSUPB108.btw 


   5 -rw-    19046400 Dec 25 2012 09:20:51   10500-CMW710-BOOT-A0035P10.bin 


   6 -rw-    17853440 Jan 06 2013 09:57:43   10500-CMW710-BOOT-E2102.bin 


   7 -rw-    98425856 Dec 25 2012 10:08:30   10500-CMW710-SYSTEM-A0035P10.bin 


   8 -rw-    57231360 Jan 06 2013 09:52:03   10500-CMW710-SYSTEM-E2102.bin 


   9 -rw-      600064 Jan 15 2013 16:35:43   10500-CMW710-SYSTEM-E2102H01.bin 


  10 drw-           - Nov 20 2012 10:50:48   core 


  11 -rw-          40 Oct 17 2012 17:29:59   database.dhcp 


  12 drw-           - Oct 23 2012 08:26:54   diagfile 


  13 -rw-         567 Nov 20 2012 13:03:14   dsakey 


  14 -rw-         735 Nov 20 2012 13:03:03   hostkey 


  15 -rw-         310 Oct 17 2012 15:10:22   lauth.dat 


  16 drw-           - Jan 08 2013 09:38:09   license 


  17 drw-           - Jan 13 1913 09:42:06   logfile 


  18 -rw-         385 Jan 16 2013 13:15:08   manuinfo.txt 


  19 drw-           - Sep 26 2012 18:02:39   mdc 


  20 -rw-      508689 Oct 09 2012 11:32:30   mxlp101.btw 


  21 -rw-    17849344 Jan 15 2013 18:04:43   10500-cmw710-boot-a0035p08.bin 


  22 -rw-    57092096 Jan 15 2013 18:05:43   10500-cmw710-system-a0035p08.bin 


  23 drw-           - Jan 13 1913 08:37:11   seclog 


  24 -rw-         591 Nov 20 2012 13:03:03   serverkey 


  25 -rw-        8532 Jan 11 2013 14:04:55   startup.cfg 


  26 -rw-      139236 Jan 11 2013 14:04:55   startup.mdb 


  27 drw-           - Jan 15 2013 16:36:31   versionInfo 


 


503808 KB total (106432 KB free) 


4. If the free storage space is not sufficient, delete unused files: 


# On the global active MPU: 


<Sysname> delete /unreserved flash:/10500.bin 


  The contents cannot be restored!!! Delete flash:/10500.bin?[Y/N]:y 


  Deleting a file permanently will take a long time. Please wait... 


  .................................................. 


  Deleting file flash:/10500.ipe...Done. 
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# On the standby MPU in slot 1 of member device 1: 


<Sysname> delete /unreserved chassis1#slot1#flash:/10500.bin 


  The contents cannot be restored!!! Delete chassis1#slot1#flash:/10500.bin?[Y/N]:y 


  Deleting a file permanently will take a long time. Please wait... 


  .................................................. 


  Deleting file chassis1#slot1#flash:/10500.ipe...Done. 


# Delete unused files on other standby MPUs in the same way. (Details not shown.)  
 


 NOTE:  


 The delete /unreserved file-url command deletes a file permanently and the action cannot be undone. 


 The delete file-url command moves a file to the recycle bin and the file still occupies storage space. To 


delete the file from the recycle bin, execute the reset recycle-bin command in the original directory of the 


file. 
 


Downloading upgrade files to the flashes of MPUs 


You can use FTP or TFTP to download files. 
 


 NOTE: 


The switch does not come with FTP or TFTP software. Prepare the software yourself. 
 


This example uses FTP to download files from an FTP server and assumes that the FTP client and server 


can reach each other. 


To download the software file (for example, newest.ipe) from the FTP server: 


1. Run the FTP server program on the PC at 10.10.110.1, and set the username, password, and the 


file directory where the software file is stored. 


2. Download the file to the global active MPU: 


# Log in to the PC with FTP.  


<Sysname> ftp 192.168.0.23 


Connected to 192.168.0.23 (192.168.0.23). 


220 WFTPD 2.0 service (by Texas Imperial Software) ready for new user 


User (192.168.0.23:(none)):username                       --- Enter the username 


331 Give me your password, please 


Password:                                               --- Enter the password 


230 Logged in successfully 


Remote system type is MSDOS. 


ftp> 


# Set the file transfer mode to binary.  


ftp> binary 


200 Type is Image (Binary) 


# Download the file from the PC to the root directory of the flash on the global active MPU. 


ftp> get newest.ipe                                         


227 Entering Passive Mode (192,168,0,23,7,100) 


150 "C:\ newest.ipe " file ready to send (385 bytes) in IMAGE / Binary mode 


226 Transfer finished successfully. 


74948608 bytes received in 35.974 seconds (896.00 kbyte/s)            


ftp> bye 
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221 Windows FTP Server (WFTPD, by Texas Imperial Software) says goodbye     


3. Copy the file to the root directory of the flashes on the standby MPUs: 


#  Copy the file to the standby MPU in slot 1 of member device 1. 


<Sysname> copy newest.bin chassis1#slot1#flash:/ 


  Copy flash:/newest.bin to chassis1#slot1#flash:/newest.bin?[Y/N]:y 


  Copying file flash:/newest.ipe to chassis1#slot1#flash:/newest.ipe...Done. 


#  Copy the file to the standby MPU in slot 0 of member device 2. 


<Sysname> copy newest.bin chassis2#slot0#flash:/ 


  Copy flash:/newest.bin to chassis2#slot0#flash:/newest.bin?[Y/N]:y 


  Copying file flash:/newest.ipe to chassis2#slot0#flash:/newest.ipe...Done. 


#  Copy the file to the standby MPU in slot 1 of member device 2. 


<Sysname> copy newest.bin chassis2#slot1#flash:/ 


  Copy flash:/newest.bin to chassis2#slot1#flash:/newest.bin?[Y/N]:y 


  Copying file flash:/newest.ipe to chassis2#slot1#flash:/newest.ipe...Done. 


 


 NOTE:  


You can configure the switch as the FTP server, FTP client, or TFTP client. The transfer procedures vary 


slightly. For more information about FTP and TFTP, see HP 10500 Switch Series Fundamentals 


Configuration Guide. 
 


Upgrading software from the CLI 


Before upgrading software, verify that the software file is stored in the root directory of the flashes on the 


MPUs. 


Perform the following tasks as needed: 


 Upgrade BootWare 


 Upgrade Comware software 


 Install a patch package 


1. Upgrade BootWare 


The following example uses new.bin to upgrade the BootWare. 
 


 NOTE: 


The BootWare image stored on the active MPU can be used to upgrade the active MPU, LPUs, and 


switching fabric modules while that stored on a standby MPU is used to upgrade the standby MPU only. 
 


# Upgrade the BootWare on the global active MPU. 


<Sysname> bootrom update file flash:/new.bin chassis 1 slot 0 


  This command will update bootrom file on the specified board(s), 


  Continue? [Y/N]:y 


Now updating the Boot ROM, please wait........... ...........Done. 


# Upgrade the BootWare of the standby MPU in slot 1 of member device 1. (Upgrade other 


standby MPUs in the same way.) 


<Sysname>bootrom update file chassis1#slot1#flash:/new.bin chassis 1 slot 1 


  This command will update bootrom file on the specified board(s), Continue? [Y/N]:y 


Now updating the Boot ROM, please wait........... ...........Done. 


# Upgrade the BootWare of the LPU in slot 3 of member device 2. (Upgrade other LPUs in the same 


way.) 
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<Sysname>bootrom update file flash:/new.bin chassis 2 slot 3 


  This command will update bootrom file on the specified board(s), Continue? [Y/N]:y 


Now updating the Boot ROM, please wait........... ...........Done. 


# Upgrade the BootWare of the switching fabric module in slot 6 of member device 2. (Upgrade 


other switching fabric modules in the same way.) 


<Sysname>bootrom update file flash:/new.bin chassis 2 slot 6 


  This command will update bootrom file on the specified board(s), Continue? [Y/N]:y 


Now updating the Boot ROM, please wait........... ...........Done. 


# Reboot the IRF fabric to complete the upgrade.  


<Sysname> reboot 


Start to check configuration with next startup configuration file, please wait. 


........DONE! 


This command will reboot the device. Continue? [Y/N]:y 


Now rebooting, please wait...   


2. Upgrade Comware software 


The following example uses newest.ipe to upgrade Comware software. 


# Decompress the file newest.ipe on the global active MPU (in slot 0). 


<HP>install add flash:/newest.ipe flash: 


Verifying image file...Done. 


This operation will take several minutes, please wait........................... 


....................................................Done. 


In this example, the decompressed images files include a boot image 


10500-CMW710-BOOT-E2102.bin and a system image 10500-CMW710-SYSTEM-E2102.bin. 


# Specify the images as the main startup software images for the global active MPU.  


<Sysname> boot-loader file boot flash:/10500-CMW710-BOOT-E2102.bin system 


flash:/10500-CMW710-SYSTEM-E2102.bin chassis 1 slot 0 main 


The images that have passed all examinations will be used as the main startup software 


images at the next reboot on chassis 1 slot 0..  


# Specify the images as the main startup software images for the standby MPUs: 


 On the standby MPU in slot 1 of member device 1: 


<Sysname> boot-loader file boot flash:/10500-CMW710-BOOT-E2102.bin system 


flash:/10500-CMW710-SYSTEM-E2102.bin chassis 1 slot 1 main 


  This command will set the main startup software images. Continue? [Y/N]:y 


Successfully copied flash:/ 10500-CMW710-BOOT-E2102.bin to chassis1#slot1#flash: 


/ 10500-CMW710-BOOT-E2102.bin. 


Successfully copied flash:/ 10500-CMW710-SYSTEM-E2102.bin to chassis1#slot1#flas 


h:/ 10500-CMW710-SYSTEM-E2102.bin.                                               


The images that have passed all examinations will be used as the main startup 


software images at the next reboot on chassis 1 slot 1. 


 On the standby MPU in slot 0 of member device 2: 


<Sysname> boot-loader file boot flash:/10500-CMW710-BOOT-E2102.bin system 


flash:/10500-CMW710-SYSTEM-E2102.bin chassis 2 slot 0 main 


  This command will set the main startup software images. Continue? [Y/N]:y 


Successfully copied flash:/ 10500-CMW710-BOOT-E2102.bin to chassis1#slot1#flash: 


/ 10500-CMW710-BOOT-E2102.bin. 


Successfully copied flash:/ 10500-CMW710-SYSTEM-E2102.bin to chassis1#slot1#flas 


h:/ 10500-CMW710-SYSTEM-E2102.bin.                                               







 


16 


The images that have passed all examinations will be used as the main startup 


software images at the next reboot on chassis 2 slot 0. 


 On the standby MPU in slot 1 of member device 2: 


<Sysname> boot-loader file boot flash:/10500-CMW710-BOOT-E2102.bin system 


flash:/10500-CMW710-SYSTEM-E2102.bin chassis 2 slot 1 main 


  This command will set the main startup software images. Continue? [Y/N]:y 


Successfully copied flash:/ 10500-CMW710-BOOT-E2102.bin to chassis1#slot1#flash: 


/ 10500-CMW710-BOOT-E2102.bin. 


Successfully copied flash:/ 10500-CMW710-SYSTEM-E2102.bin to 


chassis1#slot1#flash:/ 10500-CMW710-SYSTEM-E2102.bin.                 


The images that have passed all examinations will be used as the main startup 


software images at the next reboot on chassis 2 slot 1. 


For more information about the boot-loader command, see HP 10500 Switch Series Fundamentals 


Command Reference. 


# To prevent configuration loss at reboot, save the running configuration.  


<Sysname> save 


# Reboot the IRF fabric to complete the upgrade. 


<Sysname> reboot 


Start to check configuration with next startup configuration file, please wait. 


........DONE! 


This command will reboot the device. Continue? [Y/N]:y 


Now rebooting, please wait...   


3. Install a patch package 


# Uninstall the old patch package from all cards on the switch.  


<Sysname> display install active 


Active packages on chassis 1 slot 0: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H00.bin 


Active packages on chassis 1 slot 1: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H00.bin 


Active packages on chassis 1 slot 2: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H00.bin 


Active packages on chassis 1 slot 3: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H00.bin 


Active packages on chassis 1 slot 6: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H00.bin 


<Sysname> install deactivate patch 10500-CMW710-SYSTEM-E2102H00.bin chassis 1 slot 


0 


<Sysname> install deactivate patch 10500-CMW710-SYSTEM-E2102H00.bin chassis 1 slot 


1 
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<Sysname> install deactivate patch 10500-CMW710-SYSTEM-E2102H00.bin chassis 2 slot 


0 


<Sysname> install deactivate patch 10500-CMW710-SYSTEM-E2102H00.bin chassis 2 slot 


1 


For more information about uninstalling patches, see HP 10500 Switch Series Fundamentals 


Configuration Guide. 


# Install the patch package 10500-CMW710-SYSTEM-E2102H01.bin.  


<Sysname> install activate patch flash:/10500-CMW710-SYSTEM-E2102H01.bin chassis 1 


slot 0 


The patches run immediately without requiring a reboot.  


4. (Optional.) To have the patches continue to run at the next reboot, commit the installed patches.  


<Sysname> install commit 


5. Verify the software upgrade and patching. 


# Display all active images.  


<Sysname> display install active 


Active packages on chassis 1 slot 0: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H01.bin 


Active packages on chassis 1 slot 1: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H01.bin 


Active packages on chassis 1 slot 2: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H01.bin 


Active packages on chassis 1 slot 3: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H01.bin 


Active packages on chassis 1 slot 6: 


  flash:/10500-CMW710-BOOT-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102.bin 


  flash:/10500-CMW710-SYSTEM-E2102H01.bin  


Upgrading Comware software from the BootWare 


menu 
Upgrade Comware software by using one of the following methods: 


 Using TFTP to upgrade through the management Ethernet port  


 Using FTP to upgrade through the management Ethernet port 


 Using Xmodem to upgrade through the console port  


For more information about BootWare, see "Using BootWare menus." 
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 NOTE: 


 The switch does not come with FTP or TFTP software. Prepare the software yourself. 


 Upgrading through an Ethernet port is faster than through the console port. 
 


Using TFTP to upgrade through the management Ethernet port 
1. Connect the management Ethernet port of the switch to the PC that stores the source .ipe file, and 


connect the console port of the switch to the configuration terminal. 


The configuration terminal can be co-located with the TFTP server. 


2. Run the TFTP server program on the PC connected to the management Ethernet port, and specify 


the file storage directory. 


3. Run the terminal emulation program on the PC connected to the console port.  


4. Start the switch and access the EXTEND-BOOTWARE menu (for more information, see "Using 


BootWare menus"). 


5. Enter 3 in the EXTEND-BOOTWARE menu to access the Ethernet submenu. 


==========================<Enter Ethernet SubMenu>========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-4): 


6. Enter 4 to set Ethernet port parameters.  
 


 NOTE: 


To use the default settings, press Enter without modifying the settings. 
 


======================<ETHERNET PARAMETER SET>============================== 


|Note:       '.' = Clear field.                                            | 


|            '-' = Go to previous field.                                   | 


|          Ctrl+D = Quit.                                                  | 


============================================================================ 


Protocol (FTP or TFTP):tftp 


Load File Name      :test.bin 


         :main.ipe 


Target File Name    :test.bin 


      :main.ipe 


Server IP Address   :192.168.80.22 


Local IP Address    :192.168.80.10 


Subnet Mask            :255.255.255.0  


Gateway IP Address  :0.0.0.0 
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Table 9 Setting TFTP file transfer parameters 


Field Description 


'.' = Clear field  Press the dot (.), and then press Enter to clear the setting for a field. 


'-' = Go to previous field Press the hyphen (-), and then press Enter to return to the previous field. 


Ctrl+D = Quit Press Ctrl + D to exit the Ethernet parameter settings menu.  


Protocol (FTP or TFTP) Set the file transfer protocol to TFTP. 


Load File Name Set the name of the file to be downloaded. 


Target File Name 


Set a file name for saving the file in the current storage medium on the 
device. The target file name must have the same suffix as the source 


file. 


By default, the target file name is the same as the source file name. 


Server IP Address 
Set the IP address of the TFTP server. If a mask must be set, use a colon 


(:) to separate the mask length from the IP address. For example, 


192.168.2.26:24.  


Local IP Address Set the IP address of the device. 


Subnet Mask Set the IP subnet mask of the device. 


Gateway IP Address 
Set a gateway IP address if the device is on a different network than 
the server. 


 


After you finish setting TFTP parameters, the system returns to the Ethernet submenu.  


==========================<Enter Ethernet SubMenu>========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-4): 


7. Enter 2 or 3 as needed. For example, to upgrade the main Comware software images, enter 2. 


 Loading..................................................................... 


............................................................................ 


.........................Done! 


31911744 bytes downloaded! 


Image file BOOT.bin is self-decompressing... Saving file flash:/ 


BOOT.bin ..............................................Done.   


Image file SYSTEM.bin is self-decompressing...Saving file flash:/ 


SYSTEM.bin .................................. ..Done. 


==========================<Enter Ethernet SubMenu>========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Ethernet Parameter                                             | 
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|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-4): 


8. Enter 0 in the Ethernet submenu to return to the EXTEND-BOOTWARE menu. 


9. Enter 1 in the EXTEND-BOOTWARE menu to run the new Comware software.  


Using FTP to upgrade through the management Ethernet port 
1. Connect the management Ethernet port of the switch to the PC that stores the source .ipe file, and 


connect the console port of the switch to the configuration terminal. The configuration terminal can 


be co-located with the TFTP server. 


2. Run the FTP server program on the PC connected to the management Ethernet port, specify the file 


storage directory, and set the username and password. 


3. Run the terminal emulation program on the PC connected to the console port.  


4. Start the switch and access the EXTEND-BOOTWARE menu (for more information, see "Using 


BootWare menus"). 


5. Enter 3 in the EXTEND-BOOTWARE menu to access the Ethernet submenu. 


==========================<Enter Ethernet SubMenu>========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-4): 


6. Enter 4 to set Ethernet port parameters.  
 


 NOTE: 


To use the default settings, press Enter without modifying the settings. 
 


======================<ETHERNET PARAMETER SET>============================== 


|Note:       '.' = Clear field.                                            | 


|            '-' = Go to previous field.                                   | 


|          Ctrl+D = Quit.                                                  | 


============================================================================ 


Protocol (FTP or TFTP):ftp 


Load File Name      :test.bin 


         10500.ipe 


Target File Name    :test.bin 


      :10500.ipe 


Server IP Address   :192.168.80.20 


Local IP Address    :192.168.80.10 


Subnet Mask            :255.255.255.0 


Gateway IP Address  :0.0.0.0 


FTP User Name       :UserN 
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FTP User Password   :PWD 


Table 10 Setting FTP file transfer parameters 


Field Description 


'.' = Clear field  Press the dot (.), and then press Enter to clear the setting for a field. 


'-' = Go to previous field Press the hyphen (-), and then press Enter to return to the previous field. 


Ctrl+D = Quit Press Ctrl + D to exit the Ethernet parameter settings menu.  


Protocol (FTP or TFTP) Set the file transfer protocol to FTP. 


Load File Name Set the name of the file to be downloaded. 


Target File Name 


Set a file name for saving the file in the current storage medium on the 


device. The target file name must have the same suffix as the source 


file. 


By default, the target file name is the same as the source file name. 


Server IP Address 


Set the IP address of the FTP server. If a mask must be set, use a colon 


(:) to separate the mask length from the IP address. For example, 
192.168.2.26:24.  


Local IP Address Set the IP address of the device. 


Subnet Mask Set the IP subnet mask of the device. 


Gateway IP Address 
Set a gateway IP address if the device is on a different network than 


the server. 


FTP User Name Set the username for accessing the FTP server. This username must be 
the same as the one configured on the FTP server. 


FTP User Password 
Set the password for accessing the FTP server. This password must be 
the same as the one configured on the FTP server. 


 


After you finish setting FTP parameters, the system returns to the Ethernet submenu.  


==========================<Enter Ethernet SubMenu>========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-4): 


7. Enter 2 or 3 as needed. For example, to upgrade the main Comware software images, enter 2. 


 Loading..................................................................... 


............................................................................ 


.........................Done! 


31911744 bytes downloaded! 


Image file BOOT.bin is self-decompressing... Saving file flash:/ 


BOOT.bin ..............................................Done.   


Image file SYSTEM.bin is self-decompressing...Saving file flash:/ 


SYSTEM.bin .................................. ..Done. 


==========================<Enter Ethernet SubMenu>========================== 
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|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-4): 


8. Enter 0 in the Ethernet submenu to return to the EXTEND-BOOTWARE menu. 


9. Enter 1 in the EXTEND-BOOTWARE menu to run the new Comware software.  


Using Xmodem to upgrade through the console port 
1. Connect the console port of the switch to the PC that stores the .ipe file. 


2. Run the terminal emulation program on the PC.  


3. Start the switch and access the EXTEND-BOOTWARE menu (see "Using BootWare menus"). 


4. Enter 2 in the EXTEND-BOOTWARE menu to access the Serial submenu. 


===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


5. Enter 4 in the serial submenu to change the baud rate of the console port.  


===============================<BAUDRATE SET>=============================== 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)*                                                        | 


|<2> 19200                                                                 | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5):2 


6. Enter an appropriate baud rate option. For example, enter 2 to select 19200 bps. 


Baudrate has been changed to 19200 bps. 


Please change the terminal's baudrate to 19200 bps, press ENTER when ready. 


 


 NOTE: 


If you select 9600 bps, directly go to Step 11. 
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7. Select Call/Disconnect from the HyperTerminal window to disconnect the HyperTerminal from the 


switch. 


Figure 1 Disconnecting the terminal 


 
 


8. Select File > Properties in the HyperTerminal window, click Configure in the popup dialog box, 


and select the baud rate of 19200 bps in the console port properties dialog box. 


Figure 2 Setting switch properties 
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Figure 3 Modifying the baud rate 


 
 


9. Select Call/Call to reconnect to the switch.  


Figure 4 Connecting to the switch 


 
 


10. Press Enter in the BootWare interface. 


The current baudrate is 19200 bps 


===============================<BAUDRATE SET>=============================== 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)                                                         | 


|<2> 19200*                                                                | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5): 


11. Enter 0 to return to the Serial submenu. 
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===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


12. Enter 2 or 3 as needed. For example, enter 2 to update the main startup software image. 


Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCCC 


13. Select Transfer > Send File in the HyperTerminal window. In the Send File dialog box that appears, 


click Browse to select the source f ile, and select Xmodem as the protocol. 


Figure 5 Selecting the file to transfer  


 
 


14. Click Send. 


Figure 6 File transfer progress 


 
 


When the download is complete, the following information appears: 
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Download successfully! 


31911808 bytes downloaded! 


Image file 10500-CMW710-BOOT-E2102.bin is self-decompressing.... 


Input the file name: 10500-CMW710-BOOT-E2102.bin 


Save file ...........................................Done 


 


===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


15. Enter 0 in the Serial submenu to return to the EXTEND-BOOTWARE menu. 


16. Enter 1 in the EXTEND-BOOTWARE menu to run the new software.  


17. Change the baud rate of the HyperTerminal back to 9600 bps, and reconnect to the switch. 


Upgrading BootWare from the BootWare menu 
Upgrade the BootWare program from the BootWare menu by using one of the following methods: 


 Using TFTP to upgrade through the management Ethernet port  


 Using FTP to upgrade through the management Ethernet port  


 Using Xmodem to upgrade through the console port  


For more information about BootWare, see "Using BootWare menus." 
 


 NOTE: 


 The switch does not come with FTP or TFTP software. Prepare the software yourself. 


 Upgrading through an Ethernet port is faster than through the console port. 
 


Using TFTP to upgrade through the management Ethernet port 
1. Connect the management Ethernet port of the switch to the PC that stores the source .bin BootWare 


image, and connect the console port of the switch to the configuration terminal. 


The configuration terminal can be co-located with the TFTP server. 


2. Run the TFTP server program on the PC connected to the management Ethernet port, and specify 


the file storage directory. 


3. Run the terminal emulation program on the PC connected to the console port.  


4. Start the switch and access the EXTEND-BOOTWARE menu (see "Using BootWare menus"). 


5. Enter 7 in the EXTEND-BOOTWARE menu to access the BootWare Operation menu. 


=========================<BootWare Operation Menu>========================== 


|Note:the operating device is flash                                        | 


|<1> Backup Full BootWare                                                  | 


|<2> Restore Full BootWare                                                 | 
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|<3> Update BootWare By Serial                                             | 


|<4> Update BootWare By Ethernet                                           | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


6. Enter 4 to access the BOOTWARE OPERATION ETHERNET submenu.  


===================<BOOTWARE OPERATION ETHERNET SUB-MENU>=================== 


|<1> Update Full BootWare                                                  | 


|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


7. Enter 4 to set file transfer parameters. For field descriptions, see Table 9 . 
 


 NOTE: 


To use the default settings, press Enter without modifying the settings. 
 


==========================<ETHERNET PARAMETER SET>========================== 


|Note:       '.' = Clear field.                                            | 


|            '-' = Go to previous field.                                   | 


|          Ctrl+D = Quit.                                                  | 


============================================================================ 


Protocol (FTP or TFTP):tftp 


Load File Name      :test.btw 


         :mpu.btw 


Target File Name    :test.btw 


      :mpu.btw 


Server IP Address   :192.168.80.22 


Local IP Address    :192.168.80.10 


Subnet Mask            :255.255.255.0 


Gateway IP Address  :0.0.0.0 


After you finish setting TFTP parameters, the system returns to the BOOTWARE OPERATION 


ETHERNET submenu.  


===================<BOOTWARE OPERATION ETHERNET SUB-MENU>=================== 


|<1> Update Full BootWare                                                  | 


|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


8. Enter a number from 1 to 3 as needed. For example, to upgrade the entire BootWare, enter 1. 


Loading...........Done! 


447612 bytes downloaded! 


Updating Basic BootWare? [Y/N] 


9. Enter Y to upgrade the basic BootWare. 
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Updating Basic BootWare.........Done! 


Updating Extend BootWare? [Y/N] 


10. Enter Y to upgrade the extended BootWare. 


Updating Extend BootWare.........Done! 


 


===================<BOOTWARE OPERATION ETHERNET SUB-MENU>=================== 


|<1> Update Full BootWare                                                  | 


|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


11. Enter 0 in the BOOTWARE OPERATION ETHERNET submenu to return to the BootWare Operation 


menu.  


12. Enter 0 in the BootWare Operation menu to return to the EXTEND-BOOTWARE menu.  


13. Enter 0 in the EXTEND-BOOTWARE menu to reboot the switch.  


Using FTP to upgrade through the management Ethernet port 
1. Connect the management Ethernet port of the switch to the PC that stores the source .bin BootWare 


image, and connect the console port of the switch to the configuration terminal. 


The configuration terminal can be co-located with the FTP server. 


2. Run the FTP server program on the PC connected to the management Ethernet port, specify the file 


storage directory, and set the username and password. 


3. Run the terminal emulation program on the PC connected to the console port.  


4. Start the switch and access the EXTEND-BOOTWARE menu (see "Using BootWare menus"). 


5. Enter 7 in the EXTEND-BOOTWARE menu to access the BootWare Operation menu. 


=========================<BootWare Operation Menu>========================== 


|Note:the operating device is flash                                        | 


|<1> Backup Full BootWare                                                  | 


|<2> Restore Full BootWare                                                 | 


|<3> Update BootWare By Serial                                             | 


|<4> Update BootWare By Ethernet                                           | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


6. Enter 4 to access the BOOTWARE OPERATION ETHERNET submenu.  


===================<BOOTWARE OPERATION ETHERNET SUB-MENU>=================== 


|<1> Update Full BootWare                                                  | 


|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 
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7. Enter 4 to set file transfer parameters. For field descriptions, see Table 10 . 
 


 NOTE: 


To use the default settings, press Enter without modifying the settings. 
 


==========================<ETHERNET PARAMETER SET>========================== 


|Note:       '.' = Clear field.                                            | 


|            '-' = Go to previous field.                                   | 


|          Ctrl+D = Quit.                                                  | 


============================================================================ 


Protocol (FTP or TFTP):ftp 


Load File Name      :test.btw 


         :mpu.btw 


Target File Name    :test.btw 


      :mpu.btw 


Server IP Address   :192.168.80.20 


Local IP Address    :192.168.80.10 


Subnet Mask            :255.255.255.0 


Gateway IP Address  :0.0.0.0 


FTP User Name       :UserN 


FTP User Password   :PWD 


After you finish setting FTP parameters, the system returns to the BOOTWARE OPERATION 


ETHERNET submenu.  


===================<BOOTWARE OPERATION ETHERNET SUB-MENU>=================== 


|<1> Update Full BootWare                                                  | 


|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


8. Enter a number from 1 to 3 as needed. For example, to upgrade the entire BootWare, enter 1. 


Loading...........Done! 


447612 bytes downloaded! 


Updating Basic BootWare? [Y/N] 


9. Enter Y to upgrade the basic BootWare. 


Updating Basic BootWare.........Done! 


Updating Extend BootWare? [Y/N] 


10. Enter Y to upgrade the extended BootWare. 


Updating Extend BootWare.........Done! 


 


===================<BOOTWARE OPERATION ETHERNET SUB-MENU>=================== 


|<1> Update Full BootWare                                                  | 


|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 
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Enter your choice(0-4): 


11. Enter 0 to return to the BootWare Operation menu.  


12. Enter 0 in the BootWare Operation menu to return to the EXTEND-BOOTWARE menu.  


13. Enter 0 in the EXTEND-BOOTWARE menu to reboot the switch.  


Using Xmodem to upgrade through the console port 
1. Connect the console port of the switch to the PC that stores the source .b in BootWare image. 


2. Run the terminal emulation program on the PC.  


3. Start the switch and access the EXTEND-BOOTWARE menu (see "Using BootWare menus"). 


4. Enter 7 in the EXTEND-BOOTWARE menu to access the BootWare Operation menu. 


=========================<BootWare Operation Menu>========================== 


|Note:the operating device is flash                                        | 


|<1> Backup Full BootWare                                                  | 


|<2> Restore Full BootWare                                                 | 


|<3> Update BootWare By Serial                                             | 


|<4> Update BootWare By Ethernet                                           | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


5. Enter 3 in the BootWare Operation menu to access the Serial submenu.  


====================<BOOTWARE OPERATION SERIAL SUB-MENU>==================== 


|<1> Update Full BootWare                                                  | 


|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


6. Enter 4 in the Serial submenu to change the baud rate of the console port.  


===============================<BAUDRATE SET>=============================== 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)*                                                        | 


|<2> 19200                                                                 | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5):2 


7. Enter an appropriate baud rate option. For example, enter 2 to select 19200 bps.  


Baudrate has been changed to 19200 bps. 


Please change the terminal's baudrate to 19200 bps, press ENTER when ready. 
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 NOTE: 


If you select the baud rate of 9600 bps, directly go to Step 12. 
 


8. Select Call/Disconnect from the HyperTerminal window to disconnect the HyperTerminal from the 


switch. 


Figure 7 Disconnecting the terminal  


 
 


9. Select File > Properties in the HyperTerminal window, click Configure in the popup dialog box, 


and select the baud rate of 19200 bps in the console port properties dialog box. 


Figure 8 Setting switch properties 
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Figure 9 Modifying the baud rate 


 
 


10. Select Call/Call to reconnect to the switch.  


Figure 10 Connecting to the switch 


 
 


11. Press Enter in the BootWare interface. 


The current baudrate is 19200 bps 


===============================<BAUDRATE SET>=============================== 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)                                                         | 


|<2> 19200*                                                                | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5): 


12. Enter 0 to return to the BOOTWARE OPERATION SERIAL submenu. 
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====================<BOOTWARE OPERATION SERIAL SUB-MENU>==================== 


|<1> Update Full BootWare                                                  | 


|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


13. Enter a number from 1 to 3 as needed. For example, enter 1 to upgrade the entire BootWare.  


Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCC 


14. Select Transfer > Send File in the HyperTerminal window. In the Send File dialog box that appears, 


click Browse to select the source f ile, and select Xmodem as the protocol. 


Figure 11 Selecting the file to transfer  


 
 


15. Click Send. 


Figure 12 File transfer progress 


 
 


When the download is complete, the following information appears: 


Download successfully! 
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447616 bytes downloaded! 


Updating Basic BootWare? [Y/N] 


16. Enter Y to upgrade the basic BootWare. 


Updating Basic BootWare.........Done! 


Updating Extend BootWare? [Y/N] 


17. Enter Y to upgrade the extended BootWare. 


Updating Extend BootWare.........Done! 


====================<BOOTWARE OPERATION SERIAL SUB-MENU>==================== 


|<1> Update Full BootWare                                                  | 


|<2> Update Extend BootWare                                                | 


|<3> Update Basic BootWare                                                 | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


18. Enter 0 to return to the BootWare Operation menu. 


19. Enter 0 in the BootWare Operation menu to return to the EXTEND-BOOTWARE menu.  


20. Enter 0 in the EXTEND-BOOTWARE menu to reboot the switch.  


21. Change the baud rate of the HyperTerminal back to 9600 bps, and reconnect to the switch.
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Appendix C Using BootWare menus 


Accessing the BootWare menu 


The BootWare program is stored in the built-in flash. It consists of one basic segment and one extended 


segment. The basic segment enables the system to complete basic initialization, and the extended 


segment bootstraps the Comware software images. 


Table 11  lists the menus that each segment provides and the major tasks you can perform with these 


menus. You can access these menus only during system startup. 


Table 11 BootWare menus 


BootWare 
segment 


Menu Tasks Reference 


Basic BASIC-BOOTWARE 


 Modify serial port parameters. 


 Upgrade BootWare. 


 Start the primary or backup 


BootWare extended segment. 


Using the 
BASIC-BOOTWARE menu 


Basic BASIC ASSISTANT Perform RAM test. 
Accessing the BASIC 


ASSISTANT menu 


Extended EXTEND-BOOTWARE 


 Upgrade Comware software. 


 Manage files. 


 Access the system when the console 


login password is lost. 


 Clear user privilege passwords. 


Using the 
EXTEND-BOOTWARE 


menu 


Extended EXTEND-ASSISTANT 
 Examine system memory. 


 Search system memory. 


Using the 


EXTEND-ASSISTANT 


menu 


 


 NOTE: 


Availabil ity of some menu options depends on the password recovery capability state. For more 
information about the feature and its relevant menu options, see "Disabling password recovery 


capability."  
 


BootWare provides the shortcut keys in Table 12 . 


Table 12 BootWare shortcut keys 


Shortcut 
key 


Prompt message  Function 


Ctrl+B 
Press Ctrl+B to access 


EXTENDED-BOOTWARE MENU 


Accesses the EXTEND-BOOTWARE menu 


while the device is starting up. 


Ctrl+C Please Start To Transfer File, Press <Ctrl+C> To 
Exit 


Stops the ongoing file transfer and exits the 
current operation interface. 
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Shortcut 
key 


Prompt message  Function 


Info: Press Ctrl+C to abort or return to 


EXTEND-ASSISTANT MENU 


Returns to the EXTEND-ASSISTANT menu. If the 


system is outputting the result of an operation, 


this shortcut key combination aborts the 


display first. 


Ctrl+D 


Press Ctrl+D to access BASIC-BOOTWARE 
MENU 


Accesses the BASIC-BOOTWARE menu. 


Ctrl+D = Quit Exits the parameter settings menu.  


Ctrl+E 
Memory Test(press Ctrl+C to skip it,press 
Ctrl+E to ECHO INFO) 


Displays the test process. 


Ctrl+F Ctrl+F: Format File System Formats the current storage medium. 


Ctrl+T Press Ctrl+T to start memory test 
Starts a RAM test before the extended 
BootWare segment starts to run. 


Ctrl+U Access BASIC ASSISTANT MENU 
Accesses the BASIC ASSISTANT menu from 
the BASIC-BOOTWARE menu. 


Ctrl+V Press Ctrl+V to start heavy memory test Performs a memory pressure test. 


Ctrl+Z Ctrl+Z: Access EXTEND ASSISTANT MENU Accesses the EXTEND-ASSISTANT menu from 
the EXTEND-BOOTWARE menu.  


 


Using the BASIC-BOOTWARE menu 


To access the BASIC-BOOTWARE menu: 


1. Power on the device. 


2. Press Ctrl + D within 4 seconds after the "Press Ctrl+D to access BASIC-BOOTWARE MENU" 


prompt message appears. If you fail to do this within the time limit, the system starts to run the 


extended BootWare segment.  


======================<BASIC-BOOTWARE MENU(Ver 1.10)>======================= 


|<1> Modify Serial Interface Parameter                                     | 


|<2> Update Extend BootWare                                                | 


|<3> Update Full BootWare                                                  | 


|<4> Boot Extend BootWare                                                  | 


|<5> Boot Backup Extend BootWare                                           | 


|<0> Reboot                                                                | 


============================================================================ 


Ctrl+U: Access BASIC ASSISTANT MENU 


Enter your choice(0-5): 


Table 13 BASIC-BOOTWARE menu options 


Option Task 


<1> Modify Serial Interface Parameter  


Change the baud rate of the console port. 


Perform this task before downloading an image through the 


console port for software upgrade. 
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Option Task 


<2> Update Extend BootWare 


Update the extended BootWare segment. 


If the corrupted extended segment has corrupted, choose this 


option to repair it. 


<3> Update Full BootWare 
Update the entire BootWare, including the basic segment 


and the extended segment.  


<4> Boot Extend BootWare Run the primary extended BootWare segment. 


<5> Boot Backup Extend BootWare Run the backup extended BootWare segment. 


<0> Reboot Reboot the device. 


Ctrl+U: Access BASIC ASSISTANT MENU Press Ctrl + U to access the BASIC ASSISTANT menu.  


 


Modifying serial port parameters 


When using the console port to access the system, make sure the port parameters are consistent with the 


serial port settings on the configuration terminal, including the baud rate, da ta bits, parity check, stop 


bits, flow control, and emulation. If the settings are inconsistent, communication will fail.  


With BootWare, you can change the baud rate. HP recommends that you change the default baud rate 


(9600 bps) to a higher baud rate for faster file transfer before downloading a Comware image file with 


XMODEM through the console port.  


To change the baud rate of the console port:  


1. Enter 1 in the BASIC-BOOTWARE menu. 


Enter your choice(0-5): 1 


===============================<BAUDRATE SET>=============================== 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)*                                                        | 


|<2> 19200                                                                 | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5): 


2. Enter the number that represents the baud rate you want to choose. For example, enter 5 to set the  


baud rate to 115200 bps. 
 


 NOTE: 


The baud rate change is a one-time operation. The baud rate will restore to the default (9600 bps) at 


reboot. To set up a console session with the device after a reboot, you must change the baud rate setting 


on the configuration terminal back to 9600 bps. 
 


Updating the extended BootWare segment 


If the extended BootWare segment has been corrupted, enter 2 in the BASIC-BOOTWARE menu to 


update it. 
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Enter your choice(0-5): 2 


Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCCC 


Updating the entire BootWare 


To update the entire BootWare, enter 3 in the BASIC-BOOTWARE menu. 


Enter your choice(0-5): 3 


Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCCC 


Running the primary extended BootWare segment 


To bootstrap the Comware images with the primary extended BootWare segment, enter 4 in the 


BASIC-BOOTWARE menu. 


Enter your choice(0-5): 4 


Booting Normal Extend BootWare. 


The Extend BootWare is self-decompressing................................... 


.......Done! 


 


**************************************************************************** 


*                                                                                        * 


*                         BootWare, Version 1.10                                     * 


*                                                                                        * 


**************************************************************************** 


Compiled Date       : Jan  7 2013 


CPU Type            : XLP316 


CPU Clock Speed     : 1200MHz 


Memory Type         : DDR3 SDRAM 


Memory Size         : 8192MB 


Memory Speed        : 667MHz 


BootWare Size       : 1536KB 


Flash Size          : 500MB 


BASIC CPLD Version  : 1.0 


EXTENDED CPLD Version: 1.0 


PCB Version         : Ver.A 


 


 


BootWare Validating... 


Press Ctrl+B to enter extended boot menu... 


 


Password recovery capability is enabled. 


Note: The current operating device is flash 


Enter < Storage Device Operation > to select device. 


Running the backup extended BootWare segment 


To bootstrap the Comware images with the backup extended BootWare segment, enter 5 in the 


BASIC-BOOTWARE menu. For information about backing up the extended BootWare segment, see 


"Managing the BootWare image." 


Enter your choice(0-5): 5 


Booting Backup Extend BootWare 
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The Extend BootWare is self-decompressing................ 


Done! 


Accessing the BASIC ASSISTANT menu 
To access the BASIC ASSISTANT BOOTWARE menu, press Ctrl+U while you are in the 


BASIC-BOOTWARE menu.  


===========================<BASIC ASSISTANT MENU>=========================== 


|<1> RAM Test                                                              | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-1): 


Table 14 BASIC ASSISTANT menu 


Option Task 


<1> RAM Test Perform a RAM test. 


<0> Exit to Main Menu Return to the BASIC-BOOTWARE menu. 


 


To perform a RAM test, press Ctrl+T within 4 seconds after the prompt message "Press Ctrl+T to start 


memory test" appears. 


To perform a RAM pressure test, press Ctrl+V within 4 seconds after the prompt message "Press Ctrl+V 


to start heavy memory test" appears. 


If a RAM test is required, do that under the guidance of an HP technical support engineer.  


Using the EXTEND-BOOTWARE menu 
To access the EXTEND-BOOTWARE menu: 


1. Reboot the device or run the primary or backup extended BootWare segment from the 


BASIC-BOOTWARE menu. 


2. Press Ctrl+B within 5 seconds after the "Press Ctrl+B to access EXTENDED-BOOTWARE MENU..."  


prompt message appears. If you fail to do this, the system starts decompressing the Comware 


software file. 


Password recovery capability is enabled. 


Note: The current operating device is flash 


Enter < Storage Device Operation > to select device. 


3. Press Enter at the prompt for password. 


The EXTEND-BOOTWARE menu appears. 


===========================<EXTEND-BOOTWARE MENU>=========================== 


|<1> Boot System                                                           | 


|<2> Enter Serial SubMenu                                                  | 


|<3> Enter Ethernet SubMenu                                                | 


|<4> File Control                                                          | 


|<5> Restore to Factory Default Configuration                              | 


|<6> Skip Current System Configuration                                     | 


|<7> BootWare Operation Menu                                               | 


|<8> Skip Authentication for Console Login                                 | 
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|<9> Storage Device Operation                                              | 


|<0> Reboot                                                                | 


============================================================================ 


Ctrl+Z: Access EXTEND ASSISTANT MENU 


Ctrl+F: Format File System 


Enter your choice(0-9): 


Availability of some options in this menu depends on the password recovery capability state 


(displayed on top of the EXTEND-BOOTWARE menu). For more information about the feature, see 


"Disabling password recovery capability." 


Table 15 EXTEND-BOOTWARE menu options 


Option Tasks Reference 


<1> Boot System 


Run the Comware software without 


rebooting the device. 


Choose this option after completing 


operations in the 


EXTEND-BOOTWARE menu.  


N/A 


<2> Enter Serial SubMenu 
Download files with XMODEM and 
upgrade Comware software 


through the console port. 


Upgrading Comware software 
through the console port 


<3> Enter Ethernet SubMenu 


Download files with FTP or TFTP and 


upgrade Comware software 


through the management Ethernet 


interface. 


Upgrading Comware software 
through an Ethernet port 


<4> File Control 


 Display files on the current 


storage medium. 


 Set a Comware image file as the 


main or backup startup software 
image. 


 Delete files to free storage 
space. 


Managing files 


<5> Restore to Factory Default 
Configuration 


Restore the factory-default 
configuration. 


This option is available only if 


password recovery capability is 


disabled. 


Restoring the factory-default 
configuration 


<6> Skip Current System 
Configuration 


Start the device with the 


factory-default configuration 
without loading any configuration 


file. 


This is a one-time operation and 


takes effect only for the first system 


boot or reboot after you choose this 


option. 


This option is available only if 


password recovery capability is 
enabled. 


Starting up without loading the 
configuration file 


<7> BootWare Operation Menu 
Back up, recover, and upgrade the 


BootWare image. 
Managing the BootWare image 
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Option Tasks Reference 


<8> Skip Authentication for 


Console Login 


Skip console login authentication. 


This option is available only if 


password recovery capability is 


enabled. 


Skipping console login 


authentication 


<9> Storage Device Operation 


Set the storage medium from which 
the device will start up. 


Set the storage medium where file 


operations are performed. This 


storage medium is referred to as the 


"current storage medium" in this 


chapter. 


Managing storage media 


<0> Reboot Reboot the device. N/A 


 


Disabling password recovery capability 
Password recovery capability controls console user access to the device configuration and SDRAM from 


BootWare menus. 


If password recovery capability is enabled, console users can do the following: 


 If console users forget their user privilege level passwords, they can skip the current configuration 


file to configure new passwords. 


 If console users forget their console login passwords, they can skip login authentication or the 


current configuration file to configure new passwords. 


If password recovery capability is disabled, console users must restore the factory-default configuration 


before they can configure new passwords. Restoring the factory-default configuration deletes the 


next-startup configuration files. 


To enhance system security, disable password recovery capability.  


To disable password recovery capability:  
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Disable password recovery 


capability. 
undo password-recovery enable Enabled by default. 


 


 NOTE: 


To avoid version compatibility problems, use compatible Comware software and BootWare. 
 


Running the Comware software 
To run the Comware sof tware after completing all operations, enter 1 in the EXTEND-BOOTWARE menu. 


Enter your choice(0-9): 1 


Loading file flash:/10500-CMW710-SYSTEM-A0035P16.bin....................... 


............................................................................ 


............................................................................ 
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............................................................................ 


............................................................................ 


............................................................................ 


...................................................Done. 


Loading file flash:/10500-CMW710-BOOT-A0035P16.bin......................... 


............................................................................ 


...........................................Done. 


 


Image file flash:/10500-CMW710-BOOT-A0035P16.bin is self-decompressing..... 


............................................................................ 


...............Done. 


System image is starting... 


 


Waiting for StackBoard to insert, this process may occupy time up to 300 seconds 


. 


 


STM Init Start. 


User interface aux1/1 is available. 


 


Press ENTER to get started. 


Upgrading Comware software through the console port 
You can upgrade the Comware software through the console port or modify the baud rate of the console 


port from the Serial submenu. 


To upgrade Comware software through the console port from the Serial submenu:  


1. Enter 2 in the EXTEND-BOOTWARE menu to access the Serial submenu. 


Enter your choice(0-9): 2 


===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


Table 16 Serial submenu options 


Option Tasks 


<1> Download Image Program To 


SDRAM And Run 


Load and run a Comware software image in SDRAM. 


If password recovery capability is disabled, this option is not 


available. 


<2> Update Main Image File 


Download a Comware software image to the current storage medium 
as the main image (the file attribute is set to M). 


If a main system image already exists, the M file attribute of the 


original image is removed. 
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Option Tasks 


<3> Update Backup Image File 


Download a Comware software image to the current storage medium 
as the backup image (the file attribute is set to B). 


If a backup system image already exists, the B file attribute of the 


original image is removed. 


<4> Modify Serial Interface Parameter 


Change the baud rate of the console port. 


The baud rate change is a one-time operation. The baud rate will 


restore to the default (9600 bps) at reboot. To set up a console 


session with the device after a reboot, you must change the baud rate 


setting on the configuration terminal to 9600 bps. 


<0> Exit To Main Menu Return to the EXTEND-BOOTWARE menu. 


 


 NOTE: 


To set the current storage medium, see "Managing storage media." 
 


2. Enter 4 in the serial submenu to change the baud rate.  


===============================<BAUDRATE SET>============================= 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)*                                                        | 


|<2> 19200                                                                 | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


========================================================================== 


Enter your choice(0-5):5 


3. Enter an appropriate baud rate option. For example, enter 5 to select 115200 bps. 


HP recommends that you change the default baud rate (9600 bps) to a higher baud rate for faster  


file transfer before downloading a Comware software image with XMODEM through the console  


port. 


4. Enter 0 to return to the Serial submenu.  


5. Choose an option from 1 and 2. For example, to upgrade the main Comware software image, 


enter 2. 


===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


6. On the configuration terminal, configure the communication settings and transfer the upgrade file. 


For more information, see "Using Xmodem to upgrade through the console port." 
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In this example, when the f ile transfer is complete, the system sets the file as the main Comware 


software image. The following is the sample output:  


Loading................................................................... 


.......................................................................... 


.......................................................................... 


..................................Done! 


77979456 bytes downloaded! 


Updating File flash:/test.bin.............................................. 


.......................................................................... 


.......................................................................... 


............................................... 


..Done! 


7. Enter 0 in the Serial submenu to return to the EXTEND-BOOTWARE menu. 


8. Enter 1 in the EXTEND-BOOTWARE menu to run the new Comware software.  


Upgrading Comware software through an Ethernet port 
You can upgrade Comware software with FTP or TFTP through an Ethernet port from the Ethernet 


submenu. 


To update Comware software through an Ethernet port from the Ethernet submenu:  


1. Enter 3 in the EXTEND-BOOTWARE menu to access the Ethernet submenu.  


Enter your choice(0-9):3 


==========================<Enter Ethernet SubMenu>========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                         | 


|<2> Update Main Image File                                          | 


|<3> Update Backup Image File                                        | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-4): 


Table 17 Ethernet submenu options 


Option Tasks 


<1> Download Image Program To SDRAM And 
Run 


Load and run a Comware software image in SDRAM. 


If password recovery capability is disabled, this option is 


not available. 


<2> Update Main Image File 


Download a Comware software image to the current 


storage medium as the main image (the file attribute is set to 


M). 


If a main system image already exists, the M file attribute of 
the original image is removed. 
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Option Tasks 


<3> Update Backup Image File 


Download a Comware software image to the current 
storage medium as the backup image (the file attribute is set 
to B). 


If a backup system image already exists, the B file attribute 


of the original image is removed. 


<4> Modify Ethernet Parameter  Configure FTP or TFTP file transfer settings. 


<0> Exit To Main Menu Return to the EXTEND-BOOTWARE menu. 


 


2. Enter 4 in the Ethernet submenu to conf igure file transfer settings.  


Enter your choice(0-4):4 


======================<CORE 0 ETHERNET PARAMETER SET>======================= 


|Note:       '.' = Clear field.                                            | 


|            '-' = Go to previous field.                                   | 


|          Ctrl+D = Quit.                                                  | 


============================================================================ 


Protocol (FTP or TFTP) :tftp 


Load File Name         : 10500-CMW710-E2102.ipe 


                       : 


Target File Name       : 10500-CMW710-E2102.ipe 


                       : 


Server IP Address      :192.168.0.23 


Local IP Address       :192.168.0.105 


Subnet Mask            :255.255.255.0 


Gateway IP Address     :0.0.0.0 


Table 18 Setting file transfer parameters 


Field Descr iption 


'.' = Clear field  Press the dot (.), and then press Enter to clear the setting for a field. 


'-' = Go to previous field Press the hyphen (-), and then press Enter to return to the previous field. 


Ctrl+D = Quit Press Ctrl + D to exit the Ethernet parameter settings menu.  


Protocol (FTP or TFTP) Set the file transfer protocol to FTP or TFTP. 


Load File Name Set the name of the file to be downloaded. 


Target File Name 


Set a file name for saving the file in the current storage medium on the 


device. The target file name must have the same suffix as the source 


file. 


By default, the target file name is the same as the source file name. 


Server IP Address 
Set the IP address of the FTP or TFTP server. If a mask must be set, use 
a colon (:) to separate the mask length from the IP address. For 


example, 192.168.2.26:24.  


Local IP Address Set the IP address of the device. 


Subnet Mask Set the IP subnet mask of the device. 


Gateway IP Address 
Set a gateway IP address if the device is on a different network than 


the server. 
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Field Descr iption 


FTP User Name 
Set the username for accessing the FTP server. This username must be 


the same as configured on the FTP server. This field is not available for 
TFTP. 


FTP User Password 


Set the password for accessing the FTP server. This password must be 


the same as configured on the FTP server. This field is not available for 
TFTP. 


 


3. Choose an option from 1 and 2. For example, to upgrade the main Comware software image, 


enter 2. 


==========================<Enter Ethernet SubMenu>========================= 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                         | 


|<2> Update Main Image File                                          | 


|<3> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


========================================================================== 


Enter your choice(0-3):2 


Waiting ...CCC 


Download successfully! 


47979456 bytes downloaded! 


Updating File flash:/test.bin.............................................. 


.......................................................................... 


.......................................................................... 


............................................... 


..Done! 


4. Enter 0 in the Ethernet submenu to return to the EXTEND-BOOTWARE menu. 


5. Enter 1 in the EXTEND-BOOTWARE menu to run the new Comware software.  


Managing files 
To change the type of a Comware software image, retrieve files, or delete files, enter 4 in the 


EXTEND-BOOTWARE menu. 


Enter your choice(0-9):4 


The following FILE CONTROL submenu appears: 


===============================<File CONTROL>===============================     


|Note:the operating device is flash                                        |     


|<1> Display All File(s)                                                   |     


|<2> Set Image File type                                                   |     


|<3> Set Bin File type                                                     |     


|<4> Delete File                                                           |     


|<0> Exit To Main Menu                                                     |     


============================================================================     


Enter your choice(0-4): 
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Table 19 FILE CONTROL submenu options 


Option Task 


<1> Display All File(s) Display all files on the current storage medium. 


<2> Set Image File type Set the type of a Comware software image. 


<3> Set Bin File type     Set the type of a .bin Comware software image. 


<4> Delete File Delete a file from the current storage medium. 


<4> Exit To Main Menu Return to the EXTEND-BOOTWARE menu. 


 


Displaying all files 


To display all files on the current storage medium, enter 1 in the FILE CONTROL submenu:  


Enter your choice(0-3):1 


Display all file(s) in flash: 


'M' = MAIN      'B' = BACKUP                  'N/A' = NOT ASSIGNED 


============================================================================ 


|NO. Size(B)   Time                 Type   Name                            | 


|1   3165      Oct/08/2012 16:46:54 N/A    flash:/mdc/mdc2/logfile/logfile. | 


|log                                                                       | 


|2   1329      Sep/28/2012 12:29:00 N/A    flash:/mdc/mdc2/startup.cfg     | 


|3   15827     Sep/28/2012 12:29:00 N/A    flash:/mdc/mdc2/startup.mdb     | 


|4   1727      Sep/28/2012 09:02:41 N/A    flash:/mdc/mdc3/supb-mdc-3.cfg  | 


|5   20407     Sep/28/2012 09:02:42 N/A    flash:/mdc/mdc3/supb-mdc-3.mdb  | 


|6   32606     Oct/08/2012 16:46:54 N/A    flash:/mdc/mdc3/logfile/logfile.| 


|log                                                                       | 


|7   27        Sep/29/2012 17:49:38 N/A    flash:/mdc/mdc3/ifindex.dat     | 


|8   6         Sep/28/2012 14:35:38 N/A    flash:/mdc/mdc3/.nickname       | 


|9   50655     Sep/29/2012 17:49:40 N/A    flash:/mdc/mdc3/supb-mdc-3_9-28.| 


|mdb                                                                       | 


|10  3278      Sep/29/2012 17:49:40 N/A    flash:/mdc/mdc3/supb-mdc-3_9-28.| 


|cfg                                                                       | 


|11  1660      Sep/27/2012 17:44:37 N/A    flash:/mdc/mdc4/supb-mdc-4.cfg  | 


|12  20462     Sep/27/2012 17:44:37 N/A    flash:/mdc/mdc4/supb-mdc-4.mdb  | 


|13  82969     Oct/08/2012 16:46:54 N/A    flash:/mdc/mdc4/logfile/logfile.| 


|log                                                                       | 


|14  3670      Sep/27/2012 08:35:48 N/A    flash:/mdc/mdc4/startup.cfg     | 


|15  43562     Sep/27/2012 08:35:48 N/A    flash:/mdc/mdc4/startup.mdb     | 


|16  1676      Sep/27/2012 17:57:13 N/A    flash:/mdc/mdc4/supb-mdc-4_1-4.c| 


|fg                                                                        | 


|17  20462     Sep/27/2012 17:57:14 N/A    flash:/mdc/mdc4/supb-mdc-4_1-4.m| 


|db                                                                        | 


|18  57        Sep/29/2012 17:49:35 N/A    flash:/mdc/mdc4/ifindex.dat     | 


|19  6         Sep/27/2012 18:05:06 N/A    flash:/mdc/mdc4/.nickname       | 


|20  63876     Sep/29/2012 17:49:37 N/A    flash:/mdc/mdc4/supb-mdc-4_9-28.| 


|mdb                                                                       | 


|21  5730      Sep/29/2012 17:49:36 N/A    flash:/mdc/mdc4/supb-mdc-4_9-28.| 


|cfg                                                                       | 







 


48 


|22  10321920  Nov/09/2012 13:23:51 N/A    flash:/core/node1_dbmd_100_11_20| 


|121109-132247_1352467367.core                                             | 


|23  0         Sep/26/2012 09:07:14 N/A    flash:/core/node25_scmd_326_4_20| 


|120926-090714_1348650434.core                                             | 


|24  10321920  Nov/20/2012 10:52:01 N/A    flash:/core/node1_dbmd_99_11_201| 


|21120-105048_1353408648.core                                              | 


|25  10321920  Nov/15/2012 09:33:40 N/A    flash:/core/node1_dbmd_99_11_201| 


|21115-093243_1352971963.core                                              | 


|26  19547     Dec/03/2012 16:51:32 N/A    flash:/.trash/startup.cfg_0001  | 


|27  10166     Sep/27/2012 10:41:46 N/A    flash:/.trash/10512_9-26.cfg_00| 


|01                                                                        | 


|28  413       Dec/04/2012 09:31:53 N/A    flash:/.trash/.trashinfo        | 


|29  18061     Nov/09/2012 13:21:50 N/A    flash:/.trash/ba.cfg_0001       | 


|30  0         Nov/09/2012 09:34:34 N/A    flash:/.trash/123.cfg_0001      | 


|31  18061     Nov/09/2012 13:18:35 N/A    flash:/.trash/BASIC.cfg_0001    | 


|32  8763      Oct/11/2012 15:03:50 N/A    flash:/.trash/10512_mdc_9-28.cf| 


|g_0002                                                                    | 


|33  6393      Oct/08/2012 16:43:24 N/A    flash:/.trash/10512_mdc_9-28.cf| 


|g_0001                                                                    | 


|34  567       Nov/20/2012 13:03:14 N/A    flash:/dsakey                   | 


|35  591       Nov/20/2012 13:03:03 N/A    flash:/serverkey                | 


|36  17853440  Jan/06/2013 09:57:43 N/A    flash:/10500-CMW710-BOOT-E2102.| 


|bin                                                                       | 


|37  1083      Nov/07/2012 09:14:59 N/A    flash:/diagfile/diagfile.log    | 


|38  600064    Jan/15/2013 16:35:43 N/A    flash:/10500-CMW710-SYSTEM-E210| 


|2H01.bin                                                                  | 


|39  8874      Jan/16/2013 14:26:42 N/A    flash:/startup.cfgg             | 


|40  633556    Jan/10/2013 15:00:36 N/A    flash:/LSUSUPB108.btw 


============================================================================ 


Changing the Comware software image type 


To change the type of a Comware software image: 


1. Enter 2 in the FILE CONTROL submenu.  


===============================<File CONTROL>===============================     


|Note:the operating device is flash                                        |     


|<1> Display All File(s)                                                   |     


|<2> Set Image File type                                                   |     


|<3> Set Bin File type                                                     |     


|<4> Delete File                                                           |     


|<0> Exit To Main Menu                                                     |     


============================================================================     


Enter your choice(0-4):2                                                        


                                                                                 


 'M' = MAIN      'B' = BACKUP              'N/A' = NOT ASSIGNED        


============================================================================     


|NO. Size(B)   Time                 Type   Name                            |     


|1   119947264 Feb/27/2013 15:08:22 N/A    flash:/10500b.ipe               |     


|0   Exit                                                                  |     
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============================================================================     


2. Enter the number of the file you are working with. 


Enter file No.:1                                                                 


                                                                                 


Modify the file attribute:                                                       


============================================================================     


|<1>+Main                                                                        


|<2>+Backup                                                                |     


|<0> Exit                                                                  |     


============================================================================     


Enter your choice(0-2):                                                          


                                                                                 


Modify the file attribute:                                                       


============================================================================     


|<1>+Main                                                                  |     


|<2>+Backup                                                                |     


|<0> Exit                                                                  |     


============================================================================   


3. Enter a number in the range of 1 to 4 to add or delete a file attribute for the file. For example, enter  


1 to set the f ile as the main image file. 


Enter your choice(0-2):1   


This operation may take several minutes. Please wait....     


Image file 10500-CMW710-BOOT-E2102.bin is self-decompressing...              


Saving file flash:/ 10500-CMW710-BOOT-E2102.bin .........................     


.................................................Done.                           


Image file 10500-CMW710-SYSTEM-E2102.bin is self-decompressing...            


Saving file flash:/ 10500-CMW710-SYSTEM-E2102.bin .......................     


............................................................................     


............................................................................     


............................................................................     


.................................... ......Done. 


Set the file attribute success! 


Changing the .bin Comware software image type 


To change the type of a .bin Comware software image, enter 3 in the FILE CONTROL submenu:  


Enter your choice(0-4): 3                                                        


                                                                                 


 'M' = MAIN      'B' = BACKUP      'N/A' = NOT ASSIGNED                          


================================================================== 


|NO. Size(B)   Time                 Type   Name                             |     


|1   100766720 Mar/21/2013 11:31:45 N/A    flash:/boot.bin                      |     


|2   17853440  Mar/21/2013 11:03:11 N/A    flash:/sys.bin                       |   


===============================================================================     


Note:Select .bin files. One but only one boot image and system image must        


be included.                                                                     


Enter file No.(Allows multiple selection):   1                                    


Enter another file No.(0-Finish choice):2                                        
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Enter another file No.(0-Finish choice):0                                        


You have selected:                                                               


flash:/boot.bin                                                                     


flash:/sys.bin                                              


                                                                                 


Modify the file attribute:                                                       


============================================================================     


|<1>+Main                                                                  |     


|<2>+Backup                                                                |     


|<0> Exit                                                                  |     


============================================================================     


Enter your choice(0-2):                                                          


                                                                                 


Modify the file attribute:                                                       


============================================================================     


|<1>+Main                                                                  |     


|<2>+Backup                                                                |     


|<0> Exit                                                                  |     


============================================================================     


Enter your choice(0-2):1                                                         


This operation may take several minutes. Please wait....   


Set the file attribute success!   


Deleting a file 


To delete a file when the storage medium is insufficient: 


1. Enter 3 in the FILE CONTROL menu. 


Enter your choice(0-3): 3 


Deleting the file in flash: 


'M' = MAIN      'B' = BACKUP              'N/A' = NOT ASSIGNED 


============================================================================ 


|NO. Size(B)   Time                 Type   Name                            | 


|1   3165      Oct/08/2012 16:46:54 N/A    flash:/mdc/mdc2/logfile/logfile.| 


|log                                                                       | 


|2   1329      Sep/28/2012 12:29:00 N/A    flash:/mdc/mdc2/startup.cfg     | 


|3   15827     Sep/28/2012 12:29:00 N/A    flash:/my_archive_1.cfg     | 


|4   1727      Sep/28/2012 09:02:41 N/A    flash:/mdc/mdc3/supb-mdc-3.cfg  | 


|5   20407     Sep/28/2012 09:02:42 N/A    flash:/mdc/mdc3/supb-mdc-3.mdb  | 


|6   32606     Oct/08/2012 16:46:54 N/A    flash:/mdc/mdc3/logfile/logfile.| 


|log                                                                       | 


|7   27        Sep/29/2012 17:49:38 N/A    flash:/mdc/mdc3/ifindex.dat     | 


|8   6         Sep/28/2012 14:35:38 N/A    flash:/mdc/mdc3/.nickname       | 


|9   50655     Sep/29/2012 17:49:40 N/A    flash:/mdc/mdc3/supb-mdc-3_9-28.| 


|mdb                                                                       | 


|10  3278      Sep/29/2012 17:49:40 N/A    flash:/mdc/mdc3/supb-mdc-3_9-28.| 


|cfg                                                                       | 


|11  1660      Sep/27/2012 17:44:37 N/A    flash:/mdc/mdc4/supb-mdc-4.cfg  | 


|12  20462     Sep/27/2012 17:44:37 N/A    flash:/mdc/mdc4/supb-mdc-4.mdb  | 


|13  82969     Oct/08/2012 16:46:54 N/A    flash:/mdc/mdc4/logfile/logfile.| 
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|log                                                                       | 


|14  3670      Sep/27/2012 08:35:48 N/A    flash:/mdc/mdc4/startup.cfg     | 


|15  43562     Sep/27/2012 08:35:48 N/A    flash:/mdc/mdc4/startup.mdb     | 


|16  1676      Sep/27/2012 17:57:13 N/A    flash:/mdc/mdc4/supb-mdc-4_1-4.c| 


|fg                                                                        | 


|17  20462     Sep/27/2012 17:57:14 N/A    flash:/mdc/mdc4/supb-mdc-4_1-4.m| 


|db                                                                        | 


|18  57        Sep/29/2012 17:49:35 N/A    flash:/mdc/mdc4/ifindex.dat     | 


|19  6         Sep/27/2012 18:05:06 N/A    flash:/mdc/mdc4/.nickname       | 


|20  63876     Sep/29/2012 17:49:37 N/A    flash:/mdc/mdc4/supb-mdc-4_9-28.| 


|mdb                                                                       | 


|21  5730      Sep/29/2012 17:49:36 N/A    flash:/mdc/mdc4/supb-mdc-4_9-28.| 


|cfg                                                                       | 


|22  10321920  Nov/09/2012 13:23:51 N/A    flash:/core/node1_dbmd_100_11_20| 


|121109-132247_1352467367.core                                             | 


|23  0         Sep/26/2012 09:07:14 N/A    flash:/core/node25_scmd_326_4_20| 


|120926-090714_1348650434.core                                             | 


|24  10321920  Nov/20/2012 10:52:01 N/A    flash:/core/node1_dbmd_99_11_201| 


|21120-105048_1353408648.core                                              | 


|25  10321920  Nov/15/2012 09:33:40 N/A    flash:/core/node1_dbmd_99_11_201| 


|21115-093243_1352971963.core                                              | 


|26  19547     Dec/03/2012 16:51:32 N/A    flash:/.trash/startup.cfg_0001  | 


|27  10166     Sep/27/2012 10:41:46 N/A    flash:/.trash/10512_9-26.cfg_00| 


|01                                                                        | 


|28  413       Dec/04/2012 09:31:53 N/A    flash:/.trash/.trashinfo        | 


|29  18061     Nov/09/2012 13:21:50 N/A    flash:/.trash/ba.cfg_0001       | 


|30  0         Nov/09/2012 09:34:34 N/A    flash:/.trash/123.cfg_0001      | 


|31  18061     Nov/09/2012 13:18:35 N/A    flash:/.trash/BASIC.cfg_0001    | 


|32  8763      Oct/11/2012 15:03:50 N/A    flash:/.trash/10512_mdc_9-28.cf| 


|g_0002                                                                    | 


|33  6393      Oct/08/2012 16:43:24 N/A    flash:/.trash/10512_mdc_9-28.cf| 


|g_0001                                                                    | 


|34  567       Nov/20/2012 13:03:14 N/A    flash:/dsakey                   | 


|35  591       Nov/20/2012 13:03:03 N/A    flash:/serverkey                | 


|36  17853440  Jan/06/2013 09:57:43 N/A    flash:/10500-CMW710-BOOT-E2102.| 


|bin                                                                       | 


|37  1083      Nov/07/2012 09:14:59 N/A    flash:/diagfile/diagfile.log    | 


|38  600064    Jan/15/2013 16:35:43 N/A    flash:/10500-CMW710-SYSTEM-E210| 


|2H01.bin                                                                  | 


|39  8874      Jan/16/2013 14:26:42 N/A    flash:/startup.cfgg             | 


|40  633556    Jan/10/2013 15:00:36 N/A    flash:/LSUSUPB108.btw 


============================================================================ 


Enter file No: 


2. Enter the number of the file to delete. For example, enter 6 to delete test/ iccrunning.cfg. 


Enter file No: 6 


3. When the following prompt appears, enter Y. 


The file you selected is flash:/test/iccrunning.cfg,Delete it? [Y/N]y 


Deleting.....Done! 
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 NOTE: 


For information about managing files from the CLI, see HP 10500 Switch Series Fundamentals 


Configuration Guide. 
 


Restoring the factory-default configuration 
 


 CAUTION: 


Performing this task can cause all next-startup configuration files to be permanently deleted. 
 


To restore the factory-default configuration from the EXTEND-BOOTWARE menu, make sure password 


recovery capability is disabled. If the capability is enabled, you cannot perform the task.  


Disabling password recovery capability can protect your system from unauthorized console access to 


configuration. However, if you have only console access to the system but you have lost the console login 


password, you can only access the system after restoring the factory-default configuration. 


To enable the system to start up with the factory-default configuration instead of a next-startup 


configuration file: 


1. Enter 5 in the EXTEND-BOOTWARE menu. 


Enter your choice(0-9):5 


2. Follow the system instruction to complete the task.  


 If password recovery capability is enabled, first disable the capability from the CLI, and then 


reboot the device to access the EXTEND-BOOTWARE menu. 


Password recovery capability is enabled. To perform this operation, first 


disable the password recovery capability using the undo password-recovery 


enable command in CLI. 


 If password recovery capability is disabled, enter Y at the prompt to complete the task.  


Because the password recovery capability is disabled, this operation can 


cause the configuration files to be deleted, and the system will start up 


with factory defaults. Are you sure to continue?[Y/N]Y 


Setting...Done. 


Starting up without loading the configuration file 
You can perform this task only if password recovery capability is enabled. 


To ignore all configuration files and start up with the factory-default configuration, enter 6 in the 


EXTEND-BOOTWARE menu. This is a one- time operation, which takes effect only for the first system boot 


or reboot (option 1 or option 0 in the EXTEND-BOOTWARE menu). You use this option when you forget 


the console login password. 


Enter your choice(0-9): 6 


Flag Set Success. 


Managing the BootWare image 
You can use BootWare Operation menu to back up, recover, and upgrade the BootWare image.  


To access the BootWare Operation menu, enter 7 in the EXTEND-BOOTWARE menu. 
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Enter your choice(0-9): 7 


=========================<BootWare Operation Menu>========================== 


|Note:the operating device is flash                                        | 


|<1> Backup Full BootWare                                                  | 


|<2> Restore Full BootWare                                                 | 


|<3> Update BootWare By Serial                                             | 


|<4> Update BootWare By Ethernet                                           | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


Table 20 BootWare Operation menu options 


Option Tasks 


<1> Backup Full BootWare 
Back up the entire BootWare image. When the BootWare 
image is corrupted, you could use the backup image for 


recovery. 


<2> Restore Full BootWare 


Recover the entire BootWare image. 


If the BootWare image has been corrupted, you can use a 
backup BootWare image to recover it. 


<3> Update BootWare By Serial Update the BootWare from the console port. 


<4> Update BootWare By Ethernet  Update the BootWare from an Ethernet port. 


<0> Exit To Main Menu Return to the EXTEND-BOOTWARE menu.  


 


Skipping console login authentication 
 


 IMPORTANT: 


 To perform this task, make sure password recovery capability is enabled. If the capability is disabled, 


you cannot perform this task. 


 Skipping console login authentication applies only to console login users. 


 Skipping console login authentication is a one-time operation. It takes effective only for the first system 


boot or reboot (option 1 and option 0 in the EXTEND-BOOTWARE menu) after you perform the 


operation. If you do not configure a new login password, the original setting continues to take effect for 


the subsequent reboot. 
 


If you cannot remember the console login password, enter 8 in the EXTEND-BOOTWARE menu so you 


can log in to the device through the console port without login authentication. 


Enter your choice(0-9): 8 


Clear Image Password Success! 


Managing storage media 
To get information about available storage media, and set the storage medium you want to use for file 


operations, enter 9 in the EXTEND-BOOTWARE menu. 


Enter your choice(0-9): 9 


The following DEVICE CONTROL menu appears: 
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==============================<DEVICE CONTROL>============================== 


|<1> Display All Available Nonvolatile Storage Device(s)                   | 


|<2> Set The Operating Device                                              | 


|<3> Set The Default Boot Device                                           | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-3): 


Table 21 DEVICE CONTROL menu options 


Option Task 


<1> Display All Available Nonvolatile Storage Device(s) Display all available storage media. 


<2> Set The Operating Device 
Set the current storage medium. All file 
operations performed using BootWare menus 


are performed on the current storage medium. 


<3> Set The Default Boot Device 
Set the default storage medium from which the 


system will start up. 


<0> Exit To Main Menu Return to the EXTEND-BOOTWARE menu. 


 


Using the EXTEND-ASSISTANT menu 
In the EXTEND-BOOTWARE menu, press Ctrl+Z to access the EXTEND-ASSISTANT menu. 


==========================<EXTEND-ASSISTANT MENU>=========================== 


|<1> Display Memory                                                        | 


|<2> Search Memory                                                         | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-2): 


 


Formatting the file system 
 


 CAUTION: 


Formatting the file system of a storage medium can cause the loss of all files. 
 


To format the file system of the current storage medium:  


1. Press Ctrl + F while you are in the EXTEND-BOOTWARE menu.  


2. Enter Y when the prompt for confirmation appears.  


Warning:All files on flash will be lost! Are you sure to format? [Y/N]y 


Handling upgrade failures 


If an upgrade failure occurs, the switch operates using the original version.  


To handle upgrade failure: 


3. Check that physical ports are correctly connected. 


4. Check that the HyperTerminal settings are correct. 
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5. Check the HyperTerminal output for errors. The following shows some possible errors.  


 You have selected a baud rate other than 9600 bps, but did not set to the corresponding baud rate 


on HyperTerminal. 


 You typed an incorrect TFTP server IP address, filename, or directory. 


 You typed an incorrect FTP server IP address, filename, file directory, FTP username, or password. 


6. Verify that FTP or TFTP server software is running and has correct settings.  


7. Verify that the flash has enough memory to store the downloaded files.  


8. Verify that the versions of Comware software and BootWare are correct. For the compatibility 


between the Comware software and BootWare, see the hardware and software compatibility 


matrix in Release Notes. 


9. Verify that the BootWare image is applicable to the target cards.  


10. If a message “Something is wrong with the file” appears, check that the file is usable.  
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		2. Run the FTP server program on the PC connected to the management Ethernet port, specify the file storage directory, and set the username and password.

		3. Run the terminal emulation program on the PC connected to the console port.

		4. Start the switch and access the EXTEND-BOOTWARE menu (for more information, see "Using BootWare menus").

		5. Enter 3 in the EXTEND-BOOTWARE menu to access the Ethernet submenu.

		6. Enter 4 to set Ethernet port parameters.

		7. Enter 2 or 3 as needed. For example, to upgrade the main Comware software images, enter 2.

		8. Enter 0 in the Ethernet submenu to return to the EXTEND-BOOTWARE menu.

		9. Enter 1 in the EXTEND-BOOTWARE menu to run the new Comware software.



		Using Xmodem to upgrade through the console port

		1. Connect the console port of the switch to the PC that stores the .ipe file.

		2. Run the terminal emulation program on the PC.

		3. Start the switch and access the EXTEND-BOOTWARE menu (see "Using BootWare menus").

		4. Enter 2 in the EXTEND-BOOTWARE menu to access the Serial submenu.

		5. Enter 4 in the serial submenu to change the baud rate of the console port.

		6. Enter an appropriate baud rate option. For example, enter 2 to select 19200 bps.

		7. Select Call/Disconnect from the HyperTerminal window to disconnect the HyperTerminal from the switch.

		8. Select File > Properties in the HyperTerminal window, click Configure in the popup dialog box, and select the baud rate of 19200 bps in the console port properties dialog box.

		9. Select Call/Call to reconnect to the switch.

		10. Press Enter in the BootWare interface.

		11. Enter 0 to return to the Serial submenu.

		12. Enter 2 or 3 as needed. For example, enter 2 to update the main startup software image.

		13. Select Transfer > Send File in the HyperTerminal window. In the Send File dialog box that appears, click Browse to select the source file, and select Xmodem as the protocol.

		14. Click Send.

		15. Enter 0 in the Serial submenu to return to the EXTEND-BOOTWARE menu.

		16. Enter 1 in the EXTEND-BOOTWARE menu to run the new software.

		17. Change the baud rate of the HyperTerminal back to 9600 bps, and reconnect to the switch.





		Upgrading BootWare from the BootWare menu

		Using TFTP to upgrade through the management Ethernet port

		1. Connect the management Ethernet port of the switch to the PC that stores the source .bin BootWare image, and connect the console port of the switch to the configuration terminal.

		2. Run the TFTP server program on the PC connected to the management Ethernet port, and specify the file storage directory.

		3. Run the terminal emulation program on the PC connected to the console port.

		4. Start the switch and access the EXTEND-BOOTWARE menu (see "Using BootWare menus").

		5. Enter 7 in the EXTEND-BOOTWARE menu to access the BootWare Operation menu.

		6. Enter 4 to access the BOOTWARE OPERATION ETHERNET submenu.

		7. Enter 4 to set file transfer parameters. For field descriptions, see Table 9 .

		8. Enter a number from 1 to 3 as needed. For example, to upgrade the entire BootWare, enter 1.

		9. Enter Y to upgrade the basic BootWare.

		10. Enter Y to upgrade the extended BootWare.

		11. Enter 0 in the BOOTWARE OPERATION ETHERNET submenu to return to the BootWare Operation menu.

		12. Enter 0 in the BootWare Operation menu to return to the EXTEND-BOOTWARE menu.

		13. Enter 0 in the EXTEND-BOOTWARE menu to reboot the switch.



		Using FTP to upgrade through the management Ethernet port

		1. Connect the management Ethernet port of the switch to the PC that stores the source .bin BootWare image, and connect the console port of the switch to the configuration terminal.

		2. Run the FTP server program on the PC connected to the management Ethernet port, specify the file storage directory, and set the username and password.

		3. Run the terminal emulation program on the PC connected to the console port.

		4. Start the switch and access the EXTEND-BOOTWARE menu (see "Using BootWare menus").

		5. Enter 7 in the EXTEND-BOOTWARE menu to access the BootWare Operation menu.

		6. Enter 4 to access the BOOTWARE OPERATION ETHERNET submenu.

		7. Enter 4 to set file transfer parameters. For field descriptions, see Table 10 .

		8. Enter a number from 1 to 3 as needed. For example, to upgrade the entire BootWare, enter 1.

		9. Enter Y to upgrade the basic BootWare.

		10. Enter Y to upgrade the extended BootWare.

		11. Enter 0 to return to the BootWare Operation menu.

		12. Enter 0 in the BootWare Operation menu to return to the EXTEND-BOOTWARE menu.

		13. Enter 0 in the EXTEND-BOOTWARE menu to reboot the switch.



		Using Xmodem to upgrade through the console port

		1. Connect the console port of the switch to the PC that stores the source .bin BootWare image.

		2. Run the terminal emulation program on the PC.

		3. Start the switch and access the EXTEND-BOOTWARE menu (see "Using BootWare menus").

		4. Enter 7 in the EXTEND-BOOTWARE menu to access the BootWare Operation menu.

		5. Enter 3 in the BootWare Operation menu to access the Serial submenu.

		6. Enter 4 in the Serial submenu to change the baud rate of the console port.

		7. Enter an appropriate baud rate option. For example, enter 2 to select 19200 bps.

		8. Select Call/Disconnect from the HyperTerminal window to disconnect the HyperTerminal from the switch.

		9. Select File > Properties in the HyperTerminal window, click Configure in the popup dialog box, and select the baud rate of 19200 bps in the console port properties dialog box.

		10. Select Call/Call to reconnect to the switch.

		11. Press Enter in the BootWare interface.

		12. Enter 0 to return to the BOOTWARE OPERATION SERIAL submenu.

		13. Enter a number from 1 to 3 as needed. For example, enter 1 to upgrade the entire BootWare.

		14. Select Transfer > Send File in the HyperTerminal window. In the Send File dialog box that appears, click Browse to select the source file, and select Xmodem as the protocol.

		15. Click Send.

		16. Enter Y to upgrade the basic BootWare.

		17. Enter Y to upgrade the extended BootWare.

		18. Enter 0 to return to the BootWare Operation menu.

		19. Enter 0 in the BootWare Operation menu to return to the EXTEND-BOOTWARE menu.

		20. Enter 0 in the EXTEND-BOOTWARE menu to reboot the switch.

		21. Change the baud rate of the HyperTerminal back to 9600 bps, and reconnect to the switch.

		1. Power on the device.

		2. Press Ctrl + D within 4 seconds after the "Press Ctrl+D to access BASIC-BOOTWARE MENU" prompt message appears. If you fail to do this within the time limit, the system starts to run the extended BootWare segment.

		Modifying serial port parameters

		1. Enter 1 in the BASIC-BOOTWARE menu.

		2. Enter the number that represents the baud rate you want to choose. For example, enter 5 to set the baud rate to 115200 bps.



		Updating the extended BootWare segment

		Updating the entire BootWare

		Running the primary extended BootWare segment

		Running the backup extended BootWare segment





		Accessing the BASIC ASSISTANT menu

		Using the EXTEND-BOOTWARE menu

		1. Reboot the device or run the primary or backup extended BootWare segment from the BASIC-BOOTWARE menu.

		2. Press Ctrl+B within 5 seconds after the "Press Ctrl+B to access EXTENDED-BOOTWARE MENU..." prompt message appears. If you fail to do this, the system starts decompressing the Comware software file.

		3. Press Enter at the prompt for password.

		Disabling password recovery capability

		Running the Comware software

		Upgrading Comware software through the console port

		1. Enter 2 in the EXTEND-BOOTWARE menu to access the Serial submenu.

		2. Enter 4 in the serial submenu to change the baud rate.

		3. Enter an appropriate baud rate option. For example, enter 5 to select 115200 bps.

		4. Enter 0 to return to the Serial submenu.

		5. Choose an option from 1 and 2. For example, to upgrade the main Comware software image, enter 2.

		6. On the configuration terminal, configure the communication settings and transfer the upgrade file. For more information, see "Using Xmodem to upgrade through the console port."

		7. Enter 0 in the Serial submenu to return to the EXTEND-BOOTWARE menu.

		8. Enter 1 in the EXTEND-BOOTWARE menu to run the new Comware software.



		Upgrading Comware software through an Ethernet port

		1. Enter 3 in the EXTEND-BOOTWARE menu to access the Ethernet submenu.

		2. Enter 4 in the Ethernet submenu to configure file transfer settings.

		3. Choose an option from 1 and 2. For example, to upgrade the main Comware software image, enter 2.

		4. Enter 0 in the Ethernet submenu to return to the EXTEND-BOOTWARE menu.

		5. Enter 1 in the EXTEND-BOOTWARE menu to run the new Comware software.



		Managing files

		Displaying all files

		Changing the Comware software image type

		1. Enter 2 in the FILE CONTROL submenu.

		2. Enter the number of the file you are working with.

		3. Enter a number in the range of 1 to 4 to add or delete a file attribute for the file. For example, enter 1 to set the file as the main image file.



		Changing the .bin Comware software image type

		Deleting a file

		1. Enter 3 in the FILE CONTROL menu.

		2. Enter the number of the file to delete. For example, enter 6 to delete test/ iccrunning.cfg.

		3. When the following prompt appears, enter Y.





		Restoring the factory-default configuration

		1. Enter 5 in the EXTEND-BOOTWARE menu.

		2. Follow the system instruction to complete the task.



		Starting up without loading the configuration file

		Managing the BootWare image

		Skipping console login authentication

		Managing storage media

		Using the EXTEND-ASSISTANT menu

		Formatting the file system

		1. Press Ctrl + F while you are in the EXTEND-BOOTWARE menu.

		2. Enter Y when the prompt for confirmation appears.

		3. Check that physical ports are correctly connected.

		4. Check that the HyperTerminal settings are correct.

		5. Check the HyperTerminal output for errors. The following shows some possible errors.

		6. Verify that FTP or TFTP server software is running and has correct settings.

		7. Verify that the flash has enough memory to store the downloaded files.

		8. Verify that the versions of Comware software and BootWare are correct. For the compatibility between the Comware software and BootWare, see the hardware and software compatibility matrix in Release Notes.

		9. Verify that the BootWare image is applicable to the target cards.

		10. If a message “Something is wrong with the file” appears, check that the file is usable.












HP 10500-CMW710-R2111 Release Notes 


Software Feature Changes 
 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


©  Copyright 2013 Hewlett-Packard Development Company, L.P. The information 


contained herein is subject to change without notice. The only warranties for HP products 


and services are set forth in the express warranty statements accompanying such products 


and services. Nothing herein should be construed as constituting an additional warranty. 


HP shall not be liable for technical or editorial errors or omissions contained herein. 


The information in this document is subject to change without notice. 


 
 







i 


Contents 


R2111 ·····································································································································································································1 


New feature: Configuring the load sharing mode ····················································································································7 
Configuring the load sharing mode·········································································································································7 
Command reference····································································································································································7 


New feature: Displaying flash memory information  ·················································································································7 
Displaying flash memory information ······································································································································7 
Command reference····································································································································································7 


New feature: Suppressing switching fabric module removal interrupt signals·································································8 
Suppressing switching fabric module removal interrupt signals ························································································8 
Command reference····································································································································································8 


New feature: Disabling alarm traps for transceiver modules  ································································································8 
Disabling alarm traps for transceiver modules ······················································································································8 
Command reference····································································································································································8 


New feature: Backing up the BootWare image ························································································································8 
Backing up the BootWare image ·············································································································································8 
Command reference····································································································································································8 


New feature: Restoring the BootWare image ····························································································································9 
Restoring the BootWare image·················································································································································9 
Command reference····································································································································································9 


New feature: Enabling BootWare image valid ity check·········································································································9 
Enabling BootWare image validity check ······························································································································9 
Command reference····································································································································································9 


New feature: Implementing sequential reboot upgrade for switching fabric modules  ··················································9 
Implementing sequential reboot upgrade for switching fabric modules ··········································································9 
Command reference····································································································································································9 


New feature: Configuring MDCs ················································································································································ 10 
Configuring MDCs···································································································································································· 10 
Command reference································································································································································· 10 


New feature: Archiving/extracting files and folders············································································································· 10 
Archiving/extracting files and folders·································································································································· 10 
Command reference································································································································································· 10 


New feature: Displaying MPLS NIB information····················································································································· 10 
Displaying MPLS NIB information ········································································································································· 10 
Command reference································································································································································· 10 


New feature: Enabling SNMP notifications for MPLS ··········································································································· 11 
Enabling SNMP notifications for MPLS ································································································································ 11 
Command reference································································································································································· 11 


New feature: Configuring outgoing interfaces for the ingress node and the transit node of a static LSP ············ 11 
Configuring outgoing interfaces for the ingress node and the transit node of a static LSP ······································ 11 
Command reference································································································································································· 11 







ii 


New feature: Enabling SNMP notifications for LDP ··············································································································· 11 
Enabling SNMP notifications for LDP···································································································································· 11 
Command reference································································································································································· 11 


New feature: Configuring MPLS TE ············································································································································ 12 
Configuring MPLS TE································································································································································ 12 
Command reference································································································································································· 12 


New feature: Specifying a preferred tunnel····························································································································· 12 
Specifying a preferred tunnel ················································································································································· 12 
Command reference································································································································································· 12 


New feature: Configuring the tunnel selection order  ············································································································ 12 
Configuring the tunnel selection order ································································································································· 12 
Command reference································································································································································· 12 


New feature: Configuring a VPN ID for a VPN instance ····································································································· 13 
Configuring a VPN ID for a VPN instance ·························································································································· 13 
Command reference································································································································································· 13 


New feature: Configuring an OSPF sham link  ························································································································ 13 
Configuring an OSPF sham link ············································································································································ 13 
Command reference································································································································································· 13 


New feature: Displaying BGP update group information for VPNv4 address family  ················································· 13 
Displaying BGP update group information for VPNv4 address family ········································································· 13 
Command reference································································································································································· 13 


New feature: Displaying BGP update group information for VPNv6 address family  ················································· 14 
Displaying BGP update group information for VPNv6 address family ········································································· 14 
Command reference································································································································································· 14 


New feature: Enabling SNMP notifications for MPLS L3VPN ····························································································· 14 
Enabling SNMP notifications for MPLS L3VPN ·················································································································· 14 
Command reference································································································································································· 14 


New feature: Enabling the control word function for a PW class  ····················································································· 14 
Enabling the control word function for a PW class ··········································································································· 14 
Command reference································································································································································· 14 


New feature: Configuring a BGP PW········································································································································ 15 
Configuring a BGP PW ··························································································································································· 15 
Command reference································································································································································· 15 


New feature: Configuring the VPLS ID for a VSI  ···················································································································· 16 
Configuring the VPLS ID for a VSI ········································································································································· 16 
Command reference································································································································································· 16 


New feature: Configuring the default PW ID for a VSI  ········································································································ 16 
Configuring the default PW ID for a VSI ····························································································································· 16 
Command reference································································································································································· 16 


New feature: Configuring a BGP auto-discovery LDP PW ·································································································· 16 
Configuring a BGP auto-discovery LDP PW ························································································································ 16 
Command reference································································································································································· 16 


New feature: Configuring the maximum lifetime for routes  ································································································ 17 
Configuring the maximum lifetime for routes ······················································································································ 17 
Command reference································································································································································· 17 







iii 


New feature: Displaying the RIB·················································································································································· 17 
Displaying the RIB ····································································································································································· 17 
Command reference································································································································································· 17 


New feature: Displaying static routing  ······································································································································ 18 
Displaying static routing ·························································································································································· 18 
Command reference································································································································································· 18 


New feature: Enabling RIP on an interface  ······························································································································ 18 
Enabling RIP on an interface ·················································································································································· 18 
Command reference································································································································································· 18 


New feature: Specifying a RIP neighbor··································································································································· 18 
Specifying a RIP neighbor······················································································································································· 18 
Command reference································································································································································· 19 


New feature: Setting the maximum length of RIP packets···································································································· 19 
Setting the maximum length of RIP packets ························································································································· 19 
Command reference································································································································································· 19 


New feature: Configuring RIP network management············································································································ 19 
Configuring RIP network management ································································································································· 19 
Command reference································································································································································· 19 


New feature: Configuring BFD for RIP (single-hop echo detection for a specific destination) ·································· 19 
Configuring BFD for RIP (single-hop echo detection for a specific destination) ·························································· 19 
Command reference································································································································································· 20 


New feature: Configuring BFD for RIP (bidirectional control detection)  ·········································································· 20 
Configuring BFD for RIP (bidirectional control detection)································································································· 20 
Command reference································································································································································· 20 


New feature: Enabling OSPF on an interface  ························································································································· 20 
Enabling OSPF on an interface·············································································································································· 20 
Command reference································································································································································· 20 


New feature: Configuring a DSCP value for OSPF packets  ······························································································· 20 
Configuring a DSCP value for OSPF packets ····················································································································· 20 
Command reference································································································································································· 20 


New feature: Configuring prefix suppression  ························································································································· 21 
Configuring prefix suppression ·············································································································································· 21 
Command reference································································································································································· 21 


New feature: Configuring prefix prioritization  ······················································································································· 21 
Configuring prefix prioritization ············································································································································ 21 
Command reference································································································································································· 21 


New feature: Configuring OSPF PIC·········································································································································· 21 
Configuring OSPF PIC ····························································································································································· 21 
Command reference································································································································································· 21 


New feature: Configuring enhanced functions for a stub router  ······················································································· 22 
Configuring enhanced functions for a stub router ············································································································· 22 
Command reference································································································································································· 22 


New feature: Displaying OSPF ···················································································································································· 22 
Displaying OSPF ······································································································································································· 22 
Command reference································································································································································· 22 







iv 


New feature: Configuring IS-IS network management·········································································································· 23 
Configuring IS-IS network management······························································································································· 23 
Command reference································································································································································· 23 


New feature: Displaying and maintaining IS-IS ······················································································································ 23 
Displaying and maintaining IS-IS ·········································································································································· 23 
Command reference································································································································································· 23 


New feature: Configuring BGP to ignore the ORIGINATOR_ID attribute  ······································································ 24 
Configuring BGP to ignore the ORIGINATOR_ID attribute ····························································································· 24 
Command reference································································································································································· 24 


New feature: Displaying and maintaining BGP  ····················································································································· 24 
Displaying and maintaining BGP ·········································································································································· 24 
Command reference································································································································································· 24 


New feature: Configuring local PBR··········································································································································· 24 
Configuring local PBR ······························································································································································ 24 
Command reference································································································································································· 25 


New feature: Displaying IPv6 static routes······························································································································· 25 
Displaying IPv6 static routes ··················································································································································· 25 
Command reference································································································································································· 25 


New feature: Configuring the LSU transmission interval and the maximum number of LSU packets that can be sent 


at each interval·················································································································································································· 25 
Configuring the LSU transmission interval and the maximum number of LSU packets that can be sent at each interval


 ······································································································································································································ 25 
Command reference································································································································································· 25 


New feature: Displaying OSPFv3 ABR summary route, next hop, and topology information ································· 26 
Displaying OSPFv3 ABR summary route, next hop, and topology information ·························································· 26 
Command reference································································································································································· 26 


New feature: Assigning a convergence priority to specific IPv6 IS-IS routes································································· 26 
Assigning a convergence priority to specific IPv6 IS-IS routes························································································ 26 
Command reference································································································································································· 26 


New feature: Displaying IPv6 IS-IS topology information ···································································································· 26 
Displaying IPv6 IS-IS topology information ························································································································· 26 
Command reference································································································································································· 27 


New feature: Displaying and configuring IPv6 local PBR···································································································· 27 
Displaying and configuring IPv6 local PBR ························································································································· 27 
Command reference································································································································································· 27 


New feature: Setting a prefix priority for routes  ····················································································································· 27 
Setting a prefix priority for routes·········································································································································· 27 
Command reference································································································································································· 27 


New feature: Enabling IGMP snooping for multiple VLANs  ······························································································· 27 
Enabling IGMP snooping for multiple VLANs····················································································································· 27 
Command reference································································································································································· 28 


New feature: Enabling MLD snooping for multiple VLANs  ································································································· 28 
Enabling MLD snooping for multiple VLANs ······················································································································· 28 
Command reference································································································································································· 28 


New feature: Specifying IGMP snooping version for multiple VLANs············································································· 28 
Specifying IGMP snooping versions for multiple VLANs·································································································· 28 
Command reference································································································································································· 28 







v 


New feature: Specifying MLD snooping version for multiple VLANs  ··············································································· 28 
Specifying MLD snooping version for multiple VLANs······································································································ 28 
Command reference································································································································································· 29 


New feature: Configuring IGMP report suppression············································································································· 29 
Configuring IGMP report suppression·································································································································· 29 
Command reference································································································································································· 29 


New feature: Configuring MLD report suppression ··············································································································· 29 
Configuring MLD report suppression ···································································································································· 29 
Command reference································································································································································· 29 


New feature: Displaying Layer 2 multicast group information ··························································································· 29 
Displaying Layer 2 multicast group information················································································································· 29 
Command reference································································································································································· 29 


New feature: Displaying IPv6 Layer 2 multicast group information  ················································································· 30 
Displaying IPv6 Layer 2 multicast group information········································································································ 30 
Command reference································································································································································· 30 


New feature: Enabling dropping unknown multicast data globally  ················································································· 30 
Enabling dropping unknown multicast data globally ······································································································· 30 
Command reference································································································································································· 30 


New feature: Enabling dropping unknown IPv6 multicast data globally········································································ 31 
Enabling dropping unknown IPv6 multicast data globally ······························································································ 31 
Command reference································································································································································· 31 


New feature: Configuring multicast source port filtering on a port  ·················································································· 31 
Configuring multicast source port filtering on a port········································································································· 31 
Command reference································································································································································· 31 


New feature: Configuring IPv6 multicast source port fil tering on a port ········································································· 31 
Configuring IPv6 multicast source port filtering on a port································································································ 31 
Command reference································································································································································· 31 


New feature: Configuring multicast source port filtering globally····················································································· 32 
Configuring multicast source port filtering globally··········································································································· 32 
Command reference································································································································································· 32 


New feature: Configuring IPv6 multicast source port fil tering globally  ··········································································· 32 
Configuring IPv6 multicast source port filtering globally·································································································· 32 
Command reference································································································································································· 32 


New feature: Configuring Layer 3 multicast features for VPN instances  ········································································ 32 
Configuring Layer 3 multicast features for VPN instances ······························································································· 32 
Command reference································································································································································· 33 


New feature: Displaying information about interfaces maintained by MRIB································································· 33 
Displaying information about interfaces maintained by MRIB························································································ 33 
Command reference································································································································································· 33 


New feature: Displaying information about interfaces maintained by IPv6 MRIB  ······················································· 33 
Displaying information about interfaces maintained by IPv6 MRIB··············································································· 33 
Command reference································································································································································· 34 


New feature: Displaying and clearing statistics for multicast forwarding events  ························································· 34 
Displaying and clearing statistics for multicast forwarding events················································································· 34 
Command reference································································································································································· 34 







vi 


New feature: Displaying and clearing statistics for IPv6 multicast forwarding events ················································ 34 
Displaying and clearing statistics for IPv6 multicast forwarding events········································································ 34 
Command reference································································································································································· 34 


New feature: Configuring PIM-SSM ··········································································································································· 35 
Configuring PIM-SSM······························································································································································· 35 
Command reference································································································································································· 35 


New feature: Configuring IPv6 PIM-SSM·································································································································· 35 
Configuring IPv6 PIM-SSM······················································································································································ 35 
Command reference································································································································································· 35 


New feature: Displaying statistics for PIM packets  ················································································································ 35 
Displaying statistics for PIM packets ····································································································································· 35 
Command reference································································································································································· 35 


New feature: Displaying statistics for IPv6 PIM packets······································································································· 36 
Displaying statistics for IPv6 PIM packets ···························································································································· 36 
Command reference································································································································································· 36 


New feature: Configuring a global static IPv4/IPv6 source guard binding entry  ······················································· 36 
Configuring a global static IPv4/IPv6 source guard binding entry ··············································································· 36 
Command reference································································································································································· 36 


New feature: Configuring enhanced ARP packet rate limit features  ················································································ 36 
Configuring enhanced ARP packet rate limit features ······································································································ 36 
Command reference································································································································································· 37 


New feature: Displaying and maintaining crypto engines·································································································· 37 
Displaying and maintaining crypto engines ······················································································································· 37 
Command reference································································································································································· 37 


New feature: Setting the maximum number of concurrent logins using the same local user name ························ 37 
Setting the maximum number of concurrent logins using the same local user name ················································· 37 
Command reference································································································································································· 37 


New feature: Configuring authorization attributes for users in an ISP domain  ···························································· 38 
Configuring authorization attributes for users in an ISP domain ···················································································· 38 
Command reference································································································································································· 38 


New feature: Enabling SNMP notifications for RADIUS ······································································································ 38 
Enabling SNMP notifications for RADIUS···························································································································· 38 
Command reference································································································································································· 38 


New feature: Configuring the device to use one TCP connection for all users to exchange packets with the 


HWTACACS server ········································································································································································· 38 
Configuring the device to use one TCP connection for all users to exchange packets with the HWTACACS server
 ······································································································································································································ 38 
Command reference································································································································································· 38 


New feature: Configuring password complexity checking policy for a local user or user group ··························· 39 
Configuring password complexity checking policy for a local user or user group ···················································· 39 
Command reference································································································································································· 39 


New feature: Specifying the maximum number of consecutive failed login attempts for a local user or user group 


and the action to be taken for login failures  ···························································································································· 39 
Specifying the maximum number of consecutive failed login attempts for a local user or user group and the action 
to be taken for login failures ·················································································································································· 39 
Command reference································································································································································· 39 







vii 


New feature: Specifying the DSCP value in SSH packets  ··································································································· 40 
Specifying the DSCP value in SSH packets························································································································· 40 
Command reference································································································································································· 40 


New feature: Exiting FIPS mode through automatic reboot  ································································································ 40 
Exiting FIPS mode through automatic reboot ······················································································································ 40 
Command reference································································································································································· 40 


New feature: Configuring SNMP notif ications for IPsec ······································································································ 40 
Configuring SNMP notifications for IPsec ··························································································································· 40 
Command reference································································································································································· 41 


New feature: Configuring SNMP notif ications for IKE ········································································································· 41 
Configuring SNMP notifications for IKE······························································································································· 41 
Command reference································································································································································· 41 


New feature: specifying the system time source  ····················································································································· 41 
Specifying the system time source ········································································································································· 41 
Command reference································································································································································· 41 


New feature: CPU usage monitoring  ········································································································································· 41 
Configuring CPU usage monitoring ······································································································································ 41 
Command reference································································································································································· 41 


New feature: Safe file download from a TFTP server············································································································ 42 
Downloading files from a TFTP server safely ······················································································································ 42 
Command reference································································································································································· 42 


New feature: DSCP for outgoing FTP/TFTP packets ·············································································································· 42 
Setting DSCP values for outgoing FTP/TFTP packets········································································································· 42 
Command reference································································································································································· 42 


New feature: DSCP for outgoing Telnet packets ···················································································································· 43 
Setting the DSCP value for outgoing Telnet packets·········································································································· 43 
Command reference································································································································································· 43 


New feature: User line and user line class ······························································································································· 43 
Configuring user lines and user line classes ······················································································································· 43 
Command reference································································································································································· 43 


New feature: Configuring the expected bandwidth of an interface················································································· 44 
Configuring the expected bandwidth of an interface ······································································································· 44 
Command reference································································································································································· 44 


New feature: Forcibly bringing up a fiber port······················································································································· 44 
Forcibly bringing up a fiber port ··········································································································································· 44 
Command reference································································································································································· 44 


New feature: Configuring PFC on an Ethernet interface ······································································································ 44 
Configuring PFC on an Ethernet interface ··························································································································· 44 
Command reference································································································································································· 45 


New feature: Displaying and clearing the Ethernet statistics······························································································ 45 
Displaying and clearing the Ethernet statistics ··················································································································· 45 
Command reference································································································································································· 45 


New feature: Displaying and maintaining inloopback interfaces····················································································· 45 
Displaying and maintaining inloopback interfaces ··········································································································· 45 
Command reference································································································································································· 45 







viii 


New feature: Bulk displaying and maintaining interfaces··································································································· 46 
Bulk displaying and maintaining interfaces ························································································································ 46 
Command reference································································································································································· 46 


New feature: Specifying ignored VLANs on a Layer 2 aggregate interface  ································································ 46 
Specifying ignored VLANs on a Layer 2 aggregate interface························································································ 46 
Command reference································································································································································· 46 


New feature: Configuring MAC authentication delay·········································································································· 46 
Configuring MAC authentication delay ······························································································································· 46 
Command reference································································································································································· 46 


New feature: Enabling MAC move  ············································································································································ 47 
Enabling MAC move································································································································································ 47 
Command reference································································································································································· 47 


New feature: Configuring the MAC address table in EVB S-channel aggregate interface view ···························· 47 
Configuring the MAC address table in EVB S-channel aggregate interface view ····················································· 47 
Command reference································································································································································· 47 


New feature: Deleting unicast MAC address entries based on the RBs through which packets leave the TRILL 


network ································································································································································································ 48 
Deleting unicast MAC address entries based on the RBs through which packets leave the TRILL network··········· 48 
Command reference································································································································································· 48 


New feature: Configuring the expected bandwidth for a VLAN interface····································································· 48 
Configuring the expected bandwidth for a VLAN interface···························································································· 48 
Command reference································································································································································· 48 


New feature: Assigning an S-channel aggregate interface of EVB to a VLAN····························································· 48 
Assigning an S-channel aggregate interface of EVB to a VLAN ···················································································· 48 
Command reference································································································································································· 49 


New feature: Private VLAN ··························································································································································· 49 
Configuring a private VLAN··················································································································································· 49 
Command reference································································································································································· 49 


New feature: Configuring the LLDP bridge mode ·················································································································· 49 
Configuring the LLDP bridge mode ······································································································································· 49 
Command reference································································································································································· 49 


New feature: Configuring the token bucket size for sending LLDPDUs  ··········································································· 50 
Configuring the token bucket size for sending LLDPDUs ·································································································· 50 
Command reference································································································································································· 50 


New feature: Setting the interval for fast LLDPDU transmission ·························································································· 50 
Setting the interval for fast LLDPDU transmission················································································································ 50 
Command reference································································································································································· 50 


New feature: Configuring LLDP in Layer 2 aggregate interface view·············································································· 50 
Configuring LLDP in Layer 2 aggregate interface view ···································································································· 50 
Command reference································································································································································· 50 


New feature: Configuring LLDP to support nearest customer bridge agents and nearest non -TPMR bridge agent


 ··············································································································································································································· 51 
Configuring LLDP to support nearest customer bridge agents and nearest non-TPMR bridge agent······················ 51 
Command reference································································································································································· 51 


New feature: configuring DCBX ·················································································································································· 52 
Configuring DCBX ···································································································································································· 52 
Command reference································································································································································· 52 







ix 


New feature: Fast switching the root of a TRILL distribution tree  ······················································································· 52 
Fast switching the root of a TRILL distribution tree ············································································································· 52 
Command reference································································································································································· 52 


New feature: TRILL extension port  ··············································································································································· 52 
Configuring TRILL extension ports ·········································································································································· 52 
Command reference································································································································································· 52 


New feature: Configuring the system ID and nickname for an RB···················································································· 53 
Configuring the system ID and nickname for an RB·········································································································· 53 
Command reference································································································································································· 53 


New feature: Configuring a TRILL access port with the alone attribute  ··········································································· 53 
Configuring a TRILL access port with the alone attribute·································································································· 53 
Command reference································································································································································· 53 


New feature: Configuring the link cost for a TRILL port  ········································································································ 53 
Configuring the link cost for a TRILL port ····························································································································· 53 
Command reference································································································································································· 53 


New feature: Configuring the announcing VLANs and designated VLANs for exchanging TRILL frames  ··········· 54 
Configuring the announcing VLANs and designated VLANs for exchanging TRILL frames ····································· 54 
Command reference································································································································································· 54 


New feature: Configuring the maximum length of an LSP originated by an RB··························································· 54 
Configuring the maximum length of an LSP originated by an RB ·················································································· 54 
Command reference································································································································································· 54 


New feature: Configuring the maximum length of an LSP that can be received by an RB  ······································· 54 
Configuring the maximum length of an LSP that can be received by an RB································································ 54 
Command reference································································································································································· 55 


New feature: Setting the Overload bit of LSPs and setting the lifetime for the set Overload bit  ····························· 55 
Setting the Overload bit of LSPs and setting the lifetime for the set Overload bit ······················································ 55 
Command reference································································································································································· 55 


New feature: Setting the SPF calculation interval for TRILL  ·································································································· 55 
Setting the SPF calculation interval for TRILL ······················································································································· 55 
Command reference································································································································································· 55 


New feature: Configuring the maximum number of TRILL unicast equal-cost routes···················································· 55 
Configuring the maximum number of TRILL unicast equal-cost routes············································································ 55 
Command reference································································································································································· 56 


New feature: Support of TRILL distribution trees for multicast ECMP ················································································ 56 
Configuring multicast ECMP ··················································································································································· 56 
Command reference································································································································································· 56 


New feature: Configure SNMP for TRILL  ··································································································································· 56 
Configuring SNMP for TRILL ··················································································································································· 56 
Command reference································································································································································· 56 


New feature: Displaying the TRILL unicast routing table for the specified RB ································································ 56 
Displaying the TRILL unicast routing table for the specified RB ······················································································· 56 
Command reference································································································································································· 57 


New feature: Enabling ARP logging  ·········································································································································· 57 
Enabling ARP logging ······························································································································································ 57 
Command reference································································································································································· 57 







x 


New feature: Setting the maximum number of dynamic ARP entries for a device ······················································· 57 
Setting the maximum number of dynamic ARP entries for a device ·············································································· 57 
Command reference································································································································································· 57 


New feature: Enabling IP conflict notification  ························································································································· 57 
Enabling IP conflict notification·············································································································································· 57 
Command reference································································································································································· 58 


New feature: Setting the DSCP value for DHCP packets sent by the DHCP server or the DHCP relay agent ····· 58 
Setting the DSCP value for DHCP packets sent by the DHCP server or the DHCP relay agent ······························· 58 
Command reference································································································································································· 58 


New feature: Configuring the aging time for MAC address check entries on the DHCP relay agent  ·················· 58 
Configuring the aging time for MAC address check entries on the DHCP relay agent ············································ 58 
Command reference································································································································································· 58 


New feature: Displaying MAC address check entries on the DHCP relay agent ························································ 59 
Displaying MAC address check entries on the DHCP relay agent ················································································ 59 
Command reference································································································································································· 59 


New feature: Setting the DSCP value for DHCP packets sent by the DHCP client ······················································· 59 
Setting the DSCP value for DHCP packets sent by the DHCP client ·············································································· 59 
Command reference································································································································································· 59 


New feature: Setting the maximum number of DHCP snooping entries that an interface can learn ······················ 59 
Setting the maximum number of DHCP snooping entries that an interface can learn ··············································· 59 
Command reference································································································································································· 60 


New feature: Setting the DSCP value for outgoing DNS packets  ····················································································· 60 
Setting the DSCP value for outgoing DNS packets ··········································································································· 60 
Command reference································································································································································· 60 


New feature: Setting the DSCP value for outgoing IPv6 DNS packets············································································ 60 
Setting the DSCP value for outgoing IPv6 DNS packets ·································································································· 60 
Command reference································································································································································· 60 


New feature: Setting the DSCP value for outgoing DDNS packets  ·················································································· 60 
Setting the DSCP value for outgoing DDNS packets········································································································· 60 
Command reference································································································································································· 61 


New feature: Configuring the rate limit for ICMP error messages···················································································· 61 
Configuring the rate limit for ICMP error messages ·········································································································· 61 
Command reference································································································································································· 61 


New feature: Specifying the source address for outgoing ICMP packets  ······································································ 61 
Specifying the source address for outgoing ICMP packets ····························································································· 61 
Command reference································································································································································· 61 


New feature: Configuring the temporary address function································································································· 61 
Configuring the temporary address function ······················································································································ 61 
Command reference································································································································································· 62 


New feature: Configuring the rate limit for outgoing ICMPv6 error messages····························································· 62 
Configuring the rate limit for outgoing ICMPv6 error messages ···················································································· 62 
Command reference································································································································································· 62 


New feature: Specifying the source address for outgoing ICMPv6 packets ·································································· 62 
Specifying the source address for outgoing ICMPv6 packets························································································· 62 
Command reference································································································································································· 62 







xi 


New feature: Configuring a customer-side port······················································································································ 62 
Configuring a customer-side port ·········································································································································· 62 
Command reference································································································································································· 63 


New feature: Setting the DSCP value for DHCPv6 packets sent by the DHCPv6 server and by the DHCPv6 relay 


agent ···································································································································································································· 63 
Setting the DSCP value for DHCPv6 packets sent by the DHCPv6 server and by the DHCPv6 relay agent ········ 63 
Command reference································································································································································· 63 


New feature: Configuring DHCPv6 snooping························································································································· 63 
Configuring DHCPv6 snooping ············································································································································· 63 
Command reference································································································································································· 63 


New feature: Specifying the MPLS TE tunnel mode ··············································································································· 64 
Specifying the MPLS TE tunnel mode···································································································································· 64 
Command reference································································································································································· 64 


New feature: Assigning the security-audit user role to users ······························································································ 64 
Assigning the security-audit user role to users ···················································································································· 64 
Command reference································································································································································· 64 


New feature: Assigning the mdc-admin and mdc-operator user roles to users ····························································· 64 
Assigning the mdc-admin and mdc-operator user roles to users ···················································································· 64 
Command reference································································································································································· 64 


New feature: Specifying the source address for an IPv4 VRRP group············································································· 65 
Specifying the source address for an IPv4 VRRP group ··································································································· 65 
Command reference································································································································································· 65 


New feature: Configuring a DSCP value for VRRP packets  ································································································ 65 
Configuring a DSCP value for VRRP packets ······················································································································ 65 
Command reference································································································································································· 65 


New feature: Enabling SNMP notifications for VRRP globally ··························································································· 65 
Enabling SNMP notifications for VRRP globally················································································································· 65 
Command reference································································································································································· 66 


New feature: Creating a track en try and associating it with CFD ···················································································· 66 
Creating a track entry and associating it with CFD ·········································································································· 66 
Command reference································································································································································· 66 


New feature: RMON······································································································································································· 66 
Configuring RMON·································································································································································· 66 
Command reference································································································································································· 66 


New feature: Configuring the traffic class feature for ping ipv6······················································································· 66 
Configuring the traffic class feature for ping ipv6············································································································· 66 
Command reference································································································································································· 66 


New feature: Configuring the ToS feature for tracert············································································································ 67 
Configuring the ToS feature for tracert································································································································· 67 
Command reference································································································································································· 67 


New feature: Configuring the traffic class feature for tracert ipv6  ··················································································· 67 
Configuring the traffic class feature for tracert ipv6·········································································································· 67 
Command reference································································································································································· 67 


New feature: Configuring a DSCP value for NTP packets  ·································································································· 67 
Configuring a DSCP value for NTP packets························································································································ 67 
Command reference································································································································································· 67 







xii 


New feature: Saving diagnostic logs to the d iagnostic log file  ························································································· 68 
Saving diagnostic logs to the diagnostic log file ··············································································································· 68 
Command reference································································································································································· 68 


New feature: Saving security logs into the security log file································································································· 68 
Saving security logs into the security log file ······················································································································ 68 
Command reference································································································································································· 68 


New feature: Setting the size of the trace log file  ·················································································································· 69 
Setting the size of the trace log file······································································································································· 69 
Command reference································································································································································· 69 


New feature: Configuring the format for logs output to a log host··················································································· 69 
Configuring the format for logs output to a log host ········································································································· 69 
Command reference································································································································································· 69 


New feature: Configuring a process to generate or not generate core files for exceptions····································· 69 
Configuring a process to generate or not generate core files for exceptions ····························································· 69 
Command reference································································································································································· 70 


New feature: Configuring an SNMP context··························································································································· 70 
Configuring an SNMP context ··············································································································································· 70 
Command reference································································································································································· 70 


New feature: Displaying SNMP MIB node information  ······································································································· 70 
Displaying SNMP MIB node information ···························································································································· 70 
Command reference································································································································································· 70 


New feature: Specifying the UDP port for receiving SNMP packets················································································ 71 
Specifying the UDP port for receiving SNMP packets ······································································································ 71 
Command reference································································································································································· 71 


New feature: Enabling SNMP notification logging  ··············································································································· 71 
Enabling SNMP notification logging ···································································································································· 71 
Command reference································································································································································· 71 


New feature: Configuring NQA templates  ······························································································································ 71 
Configuring NQA templates ·················································································································································· 71 
Command reference································································································································································· 71 


New feature: Configuring the NQA server······························································································································ 72 
Configuring the NQA server ·················································································································································· 72 
Command reference································································································································································· 72 


New feature: Configuring NQA operation types··················································································································· 72 
Configuring NQA operation types ······································································································································· 72 
Command reference································································································································································· 72 


New feature: Applying an operation to a specific VPN  ······································································································ 73 
Applying an operation to a specific VPN ··························································································································· 73 
Command reference································································································································································· 73 


New feature: Sending traps to the NMS under specific conditions  ················································································· 73 
Sending traps to the NMS under specific conditions········································································································ 73 
Command reference································································································································································· 73 


New feature: Configuring a reaction entry for monitoring packet round -trip time ······················································ 73 
Configuring a reaction entry for monitoring packet round-trip time ·············································································· 73 
Command reference································································································································································· 73 







xiii 


New feature: Configuring a reaction entry for monitoring packet loss in a UDP jitter or voice operation  ·········· 74 
Configuring a reaction entry for monitoring packet loss in a UDP jitter or voice operation ···································· 74 
Command reference································································································································································· 74 


New feature: Configuring a reaction entry for monitoring one-way jitter in an NQA operation ··························· 74 
Configuring a reaction entry for monitoring one-way jitter in an NQA operation ···················································· 74 
Command reference································································································································································· 74 


New feature: Configuring a reaction entry for monitoring the one-way delay····························································· 75 
Configuring a reaction entry for monitoring the one-way delay ···················································································· 75 
Command reference································································································································································· 75 


New feature: Configuring a reaction entry for monitoring the ICPIF value in a voice operation ···························· 75 
Configuring a reaction entry for monitoring the ICPIF value in a voice operation····················································· 75 
Command reference································································································································································· 75 


New feature: Configuring a reaction entry for monitoring the MOS value in a voice operation  ··························· 75 
Configuring a reaction entry for monitoring the MOS value in a voice operation ···················································· 75 
Command reference································································································································································· 76 


New feature: Sending traps when the probe duration exceeds the threshold  ······························································ 76 
Sending traps when the probe duration exceeds the threshold ····················································································· 76 
Command reference································································································································································· 76 


New feature: Sending traps when the probe fail exceeds the threshold  ········································································ 76 
Sending traps when the probe fail exceeds the threshold ······························································································· 76 
Command reference································································································································································· 76 


New feature: FCoE ·········································································································································································· 77 
Configuring FCoE ····································································································································································· 77 
Command reference································································································································································· 77 


New feature: EVB ············································································································································································· 77 
Configuring EVB········································································································································································ 77 
Command reference································································································································································· 77 


New feature: Displaying QoS policies by slot number and IRF member ID  ·································································· 77 
Displaying QoS policies by slot number and IRF member ID ························································································· 77 
Command reference································································································································································· 77 


New feature: Configuring a queue scheduling profile  ········································································································· 78 
Configuring a queue scheduling profile ······························································································································ 78 
Command reference································································································································································· 78 


New feature: Clearing queue-based outbound traffic statistics for an interface··························································· 78 
Clearing queue-based outbound traffic statistics for an interface ·················································································· 78 
Command reference································································································································································· 78 


New feature: Configuring queuing on a Layer 3 Ethernet interface  ················································································ 78 
Configuring queuing on a Layer 3 Ethernet interface······································································································· 78 
Command reference································································································································································· 79 


Modified feature: Displaying brief information about interfaces only in down state  ·················································· 79 
Feature change description ···················································································································································· 79 
Command changes ·································································································································································· 79 


Modified command: display interface brief ·············································································································· 79 


Modified feature: Configuring the speed for an Ethernet interface ·················································································· 80 
Feature change description ···················································································································································· 80 
Command changes ·································································································································································· 80 


Modified command: display interface brief ·············································································································· 80 







xiv 


Modified feature: Configuring storm suppression  ·················································································································· 80 
Feature change description ···················································································································································· 80 
Command changes ·································································································································································· 80 


Modified command: broadcast-suppression·············································································································· 80 
Modified command: multicast-suppression ················································································································ 81 
Modified command: unicast-suppression ··················································································································· 81 


Modified feature: Setting the minimum and maximum numbers of Selected ports for an aggregation  group ··· 82 
Feature change description ···················································································································································· 82 
Command changes ·································································································································································· 82 


Modified command: link-aggregation selected-port maximum·············································································· 82 
Modified command: link-aggregation selected-port minimum··············································································· 82 


Modified feature: Configuring the edge port role and the root guard function ···························································· 82 
Feature change description ···················································································································································· 82 
Command changes ·································································································································································· 83 


Modified command: stp edged-port ···························································································································· 83 
Modified command: stp root-protection······················································································································ 83 


Modified feature: Configuring the description for a VLAN  ································································································· 83 
Feature change description ···················································································································································· 83 
Command changes ·································································································································································· 83 


Modified command: description ·································································································································· 83 


Modified feature: Configuring the number of LLDPDUs for fast LLDPDU transmission················································· 84 
Feature change description ···················································································································································· 84 
Command changes ·································································································································································· 84 


Modified command: lldp fast-count ····························································································································· 84 


Modified feature: Configuring the LLDP operating mode for nearest non-TPMR bridge agents ······························ 84 
Feature change description ···················································································································································· 84 
Command changes ·································································································································································· 84 


Modified command: lldp agent nearest-nontpmr admin-status·············································································· 84 


Modified feature: Configuring transmission intervals for LLDP Trap and LLDP-MED Trap packets ·························· 85 
Feature change description ···················································································································································· 85 
Command changes ·································································································································································· 85 


Modified command: lldp timer notification-interval ································································································· 85 


Modified feature: Configuring service loopback group  ······································································································· 85 
Feature change description ···················································································································································· 85 
Command changes ·································································································································································· 86 


Modified command: port service-loopback group ··································································································· 86 


Modified feature: Configuring the maximum number of ECMP routes  ············································································ 86 
Feature change description ···················································································································································· 86 


Modified feature: Configuring the OSPF LSA generation interval  ···················································································· 86 
Feature change description ···················································································································································· 86 


Modified feature: Configuring multi-hop BFD and single-hop BFD for BGP ··································································· 86 
Feature change description ···················································································································································· 86 
Command changes ·································································································································································· 86 


Modified feature: Configuring BGP ············································································································································ 87 
Feature change description ···················································································································································· 87 
Command changes ·································································································································································· 87 


Modified command: ipv4-family ·································································································································· 87 
Modified command: ipv6-family ·································································································································· 87 







xv 


Modified feature: Displaying RIPng  ············································································································································ 88 
Feature change description ···················································································································································· 88 
Command changes ·································································································································································· 88 


Modified command: display ripng database············································································································ 88 
Modified command: display ripng route···················································································································· 88 


Modified feature: Displaying OSPFv3 ······································································································································· 89 
Feature change description ···················································································································································· 89 
Command changes ·································································································································································· 89 


Modified command: display ospfv3 ··························································································································· 89 
Modified command: display ospfv3 graceful-restart ······························································································· 89 
Modified command: display ospfv3 lsdb··················································································································· 90 
Modified command: display ospfv3 statistics ··········································································································· 90 


Modified feature: Displaying information about Layer 2 multicast forwarding table  ················································· 91 
Feature change description ···················································································································································· 91 
Command changes ·································································································································································· 91 


Modified command: display l2-multicast ip forwarding ························································································· 91 
Modified command: display l2-multicast mac forwarding ····················································································· 91 


Modified feature: Displaying information about IPv6 Layer 2 multicast forwarding table ········································ 92 
Feature change description ···················································································································································· 92 
Command changes ·································································································································································· 92 


Modified command: display ipv6 l2-multicast ip forwarding ················································································ 92 
Modified command: display ipv6 l2-multicast mac forwarding············································································ 93 


Modified feature: Enabling multicast routing and forwarding  ··························································································· 93 
Feature change description ···················································································································································· 93 
Command changes ·································································································································································· 94 


Modified command: multicast routing ························································································································ 94 
Modified command: longest-match (MRIB view) ······································································································ 94 
Modified command: load-splitting (MRIB view) ········································································································ 95 


Modified feature: Enabling IPv6 multicast routing and forwarding  ·················································································· 95 
Feature change description ···················································································································································· 95 
Command changes ·································································································································································· 95 


Modified command: ipv6 multicast routing ··············································································································· 95 
Modified command: longest-match (IPv6 MRIB view) ····························································································· 96 
Modified command: load-splitting (IPv6 MRIB view) ······························································································· 96 


Modified feature: Setting the maximum number of concurrent 802.1X users on a port  ············································ 97 
Feature change description ···················································································································································· 97 
Command changes ·································································································································································· 97 


Modified command: dot1x max-user ·························································································································· 97 


Modified feature: Setting the maximum number of concurrent MAC authentication users on a port  ···················· 97 
Feature change description ···················································································································································· 97 
Command changes ·································································································································································· 97 


Modified command: mac-authentication max-user··································································································· 97 


Modified feature: Enabling strict mode for ARP active acknowledgement ····································································· 98 
Feature change description ···················································································································································· 98 
Command changes ·································································································································································· 98 


Modified command: arp active-ack enable··············································································································· 98 


Modified feature: Setting the FTP transfer mode····················································································································· 98 
Feature change description ···················································································································································· 98 
Command changes ·································································································································································· 99 







xvi 


Modified command: ascii·············································································································································· 99 
Modified command: binary ·········································································································································· 99 


Modified feature: Value range for the system name  ············································································································· 99 
Feature change description ···················································································································································· 99 
Command changes ·································································································································································· 99 


sysname ············································································································································································· 99 


Modified feature: Value range for the VTY user line  ·········································································································· 100  
Feature change description ··················································································································································100 
Command changes ································································································································································100 


Modified command: display user-interface··············································································································100 
Modified command: free user-interface····················································································································100 
Modified command: send············································································································································100 
Modified command: user-interface ····························································································································101 


Modified feature: Setting the LPU load sharing mode ······································································································· 101  
Feature change description ··················································································································································101 
Command changes ································································································································································101 


Modified command: fabric load-sharing mode ······································································································101 


Modified feature: Specifying the URL for a DHCP snooping database file on a remote device  ·························· 102  
Feature change description ··················································································································································102 
Command changes ································································································································································102 


Modified command: dhcp snooping binding database filename ······································································102 


Modified feature: Specifying the username and password separately for DDNS update requests  ···················· 102  
Feature change description ··················································································································································102 
Command changes ································································································································································102 


New command: password ··········································································································································102 
New command: username ··········································································································································103 
Modified command: url················································································································································104 


Modified feature: Configuring the bandwidth for an interface ······················································································· 104  
Feature change description ··················································································································································104 
Command changes ································································································································································104 


Modified command: bandwidth·································································································································104 


Modified feature: Creating a tunnel interface ······················································································································ 105  
Feature change description ··················································································································································105 
Command changes ································································································································································105 


Modified command: interface tunnel ························································································································105 


Modified feature: Displaying Ethernet OAM configuration  ····························································································· 105  
Feature change description ··················································································································································105 
Command changes ································································································································································105 


Modified command: display oam configuration ····································································································105 


New feature: Configuring the minimum interval for receiving BFD echo packets····················································· 106  
Configuring the minimum interval for receiving BFD echo packets ·············································································106 
Command reference·······························································································································································106 


Modified command: bfd min-echo-receive-interval ································································································106 


New feature: Configuring the minimum interval for transmitting single -hop BFD control packets ······················· 106  
Configuring the minimum interval for transmitting single-hop BFD control packets··················································106 
Command reference·······························································································································································106 


Modified command: bfd min-transmit-interval ·········································································································106 







xvii 


New feature: Configuring the minimum interval for receiving single-hop BFD control packets ···························· 107  
Configuring the minimum interval for receiving single-hop BFD control packets ······················································107 
Command reference·······························································································································································107 


Modified command: bfd min-receive-interval ··········································································································107 


New feature: Configuring the minimum interval for receiving multi-hop BFD control packets ······························ 107  
Configuring the minimum interval for receiving multi-hop BFD control packets ························································107 
Command reference·······························································································································································108 


Modified command: bfd multi-hop min-receive-interval ························································································108 


New feature: Configuring the minimum interval for transmitting multi-hop BFD control packets·························· 108  
Configuring the minimum interval for transmitting multi-hop BFD control packets····················································108 
Command reference·······························································································································································108 


Modified command: bfd multi-hop min-transmit-interval ·······················································································108 


Modified feature: Configuring the d irectory where a log file is saved········································································· 109  
Configuring the directory where a log file is saved ········································································································109 
Command changes ································································································································································109 


Modified command: info-center logfile directory····································································································109 


Modified feature: Configuring an SNMP community········································································································· 109  
Feature change description ··················································································································································109 
Command changes ································································································································································109 


Modified command: snmp-agent community···········································································································109 


Modified feature: Configuring the system contact  ·············································································································· 110  
Feature change description ··················································································································································110 
Command changes ································································································································································110 


Modified command: snmp-agent sys-info contact ··································································································110 


Modified feature: Configuring the system location  ············································································································· 110  
Feature change description ··················································································································································110 
Command changes ································································································································································110 


Modified command: snmp-agent sys-info location ·································································································110 


Modified feature: Displaying the queuing configuration  ·································································································· 111  
Displaying the queuing configuration ································································································································111 
Command changes ································································································································································111 


Modified command: display qos queue sp ·············································································································111 
Modified command: display qos queue wrr ···········································································································111 
Modified command: display qos queue wfq···········································································································111 


Modified feature: Displaying basic MPLS······························································································································ 112  
Feature change description ··················································································································································112 
Command changes ································································································································································112 


Modified command: display mpls forwarding ilm ·································································································112 
Modified command: display mpls forwarding nhlfe······························································································112 
Modified command: display mpls label ···················································································································113 
Modified command: display mpls nid ······················································································································113 


Modified feature: Configuring an incoming label for the egress node of a static LSP  ············································ 113  
Feature change description ··················································································································································113 
Command changes ································································································································································113 


Modified command: static-lsp egress ························································································································113 


Modified feature: Configuring MPLS L3VPN ························································································································ 114  
Feature change description ··················································································································································114 
Command changes ································································································································································114 


Modified command: ipv4-family (VPN instance view) ··························································································114 







xviii 


Modified command: ipv4-family vpnv4····················································································································114 
Modified command: ipv6-family (VPN instance view) ··························································································114 
Modified command: ipv6-family vpnv6····················································································································115 


Modified feature: Configuring a static PW and an LDP PW ··························································································· 115  
Feature change description ··················································································································································115 


Modified command: peer ············································································································································115 


Modified feature: Configuring a backup PW for VPLS······································································································ 116  
Feature change description ··················································································································································116 


Modified command: backup-peer······························································································································116 


Deleted feature: Configuring route recursion························································································································ 117  
Feature change description ··················································································································································117 
Command changes ································································································································································117 


Deleted command: switch-mode route-iterative·······································································································117 


Deleted feature: Setting the LLDPDU transmit delay ············································································································ 117  
Feature change description ··················································································································································117 
Command changes ································································································································································118 


Deleted command: lldp timer tx-delay ······················································································································118 


 







1 


R2111 


This release has the following changes: 


 New feature: Configuring the load sharing mode 


 New feature: Displaying flash memory information  


 New feature: Suppressing switching fabric module removal interrupt signals 


 New feature: Disabling alarm traps for transceiver modules 


 New feature: Backing up the BootWare image  


 New feature: Restoring the BootWare image 


 New feature: Enabling BootWare image validity check  


 New feature: Implementing sequential reboot upgrade for switching fabric modules  


 New feature: Configuring MDCs 


 New feature: Archiving/extracting files and folders 


 New feature: Displaying MPLS NIB information 


 New feature: Enabling SNMP notifications for MPLS 


 New feature: Enabling SNMP notifications for LDP  


 New feature: Configuring MPLS TE 


 New feature: Specifying a preferred tunnel 


 New feature: Configuring the tunnel selection order  


 New feature: Configuring a VPN ID for a VPN instance  


 New feature: Configuring an OSPF sham link  


 New feature: Displaying BGP update group information for VPNv4 address family  


 New feature: Displaying BGP update group information for VPNv6 address family  


 New feature: Enabling SNMP notifications for MPLS L3VPN  


 New feature: Enabling the control word function for a PW class  


 New feature: Configuring a BGP PW 


 New feature: Configuring the VPLS ID for a VSI  


 New feature: Configuring the default PW ID for a VSI  


 New feature: Configuring a BGP auto-discovery LDP PW 


 New feature: Configuring the maximum lifetime for routes  


 New feature: Displaying the RIB 


 New feature: Displaying static routing 


 New feature: Enabling RIP on an interface 


 New feature: Specifying a RIP neighbor 
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 New feature: Setting the maximum length of RIP packets  


 New feature: Configuring RIP network management  


 New feature: Configuring BFD for RIP (single-hop echo detection for a specific destination)  


 New feature: Configuring BFD for RIP (bidirectional control detection)  


 New feature: Enabling OSPF on an interface 


 New feature: Configuring a DSCP value for OSPF packets 


 New feature: Configuring prefix suppression 


 New feature: Configuring prefix prioritization 


 New feature: Configuring OSPF PIC 


 New feature: Configuring enhanced functions for a stub router  


 New feature: Displaying OSPF 


 New feature: Configuring IS-IS network management 


 New feature: Displaying and maintaining IS-IS 


 New feature: Configuring BGP to ignore the ORIGINATOR_ID attribute  


 New feature: Displaying and maintaining BGP  


 New feature: Configuring local PBR 


 New feature: Displaying IPv6 static routes 


 New feature: Displaying OSPFv3 ABR summary route, next hop, and topology information 


 New feature: Assigning a convergence priority to specific IPv6 IS-IS routes 


 New feature: Displaying IPv6 IS-IS topology information 


 New feature: Displaying and configuring IPv6 local PBR 


 New feature: Setting a prefix priority for routes 


 New feature: Enabling IGMP snooping for multiple VLANs 


 New feature: Enabling MLD snooping for multiple VLANs  


 New feature: Specifying IGMP snooping version for multiple VLANs 


 New feature: Specifying MLD snooping version for multiple VLANs  


 New feature: Configuring IGMP report suppression 


 New feature: Configuring MLD report suppression 


 New feature: Displaying Layer 2 multicast group information  


 New feature: Displaying IPv6 Layer 2 multicast group information  


 New feature: Enabling dropping unknown multicast data globally 


 New feature: Enabling dropping unknown IPv6 multicast data globally 


 New feature: Configuring multicast source port filtering on a port 


 New feature: Configuring IPv6 multicast source port filtering on a port 


 New feature: Configuring multicast source port filtering globally 
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 New feature: Configuring IPv6 multicast source port filtering globally 


 New feature: Configuring Layer 3 multicast features for VPN instances  


 New feature: Displaying information about interfaces maintained by MRIB  


 New feature: Displaying information about interfaces maintained by IPv6 MRIB  


 New feature: Displaying and clearing statistics for multicast forwarding events 


 New feature: Displaying and clearing statistics for IPv6 multicast forwarding events 


 New feature: Configuring PIM-SSM 


 New feature: Configuring IPv6 PIM-SSM 


 New feature: Displaying statistics for PIM packets  


 New feature: Displaying statistics for IPv6 PIM packets 


 New feature: Displaying and maintaining crypto engines 


 New feature: Setting the maximum number of concurrent logins using the same local user name 


 New feature: Configuring authorization attributes for users in an ISP domain  


 New feature: Enabling SNMP notifications for RADIUS 


 New feature: Configuring password complexity checking policy for a local user or user group 


 New feature: Specifying the DSCP value in SSH packets 


 New feature: Exiting FIPS mode through automatic reboot  


 New feature: Configuring SNMP notifications for IPsec 


 New feature: Configuring SNMP notifications for IKE 


 New feature: specifying the system time source  


 New feature: CPU usage monitoring  


 New feature: Safe file download from a TFTP server 


 New feature: DSCP for outgoing FTP/TFTP packets 


 New feature: DSCP for outgoing Telnet packets 


 New feature: User line and user line class 


 New feature: Configuring the expected bandwidth of an interface 


 New feature: Forcibly bringing up a fiber port 


 New feature: Configuring PFC on an Ethernet interface 


 New feature: Displaying and clearing the Ethernet statistics 


 New feature: Displaying and maintaining inloopback interfaces 


 New feature: Bulk displaying and maintaining interfaces 


 New feature: Specifying ignored VLANs on a Layer 2 aggregate interface  


 New feature: Configuring MAC authentication delay 


 New feature: Enabling MAC move  


 New feature: Configuring the MAC address table in EVB S-channel aggregate interface view 
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 New feature: Configuring the expected bandwidth for a VLAN interface  


 New feature: Assigning an S-channel aggregate interface of EVB to a VLAN 


 New feature: Private VLAN 


 New feature: Configuring the LLDP bridge mode 


 New feature: Configuring the token bucket size for sending LLDPDUs 


 New feature: Setting the interval for fast LLDPDU transmission 


 New feature: Configuring LLDP in Layer 2 aggregate interface view 


 New feature: configuring DCBX 


 New feature: Fast switching the root of a TRILL d istribution tree 


 New feature: TRILL extension port 


 New feature: Configuring the system ID and nickname for an RB 


 New feature: Configuring a TRILL access port with the alone attribute  


 New feature: Configuring the link cost for a TRILL port  


 New feature: Configuring the maximum length of an LSP originated by an RB  


 New feature: Configuring the maximum length of an LSP that can be received by an RB  


 New feature: Setting the SPF calculation interval for TRILL  


 New feature: Configuring the maximum number of TRILL unicast equal-cost routes 


 New feature: Support of TRILL distribution trees for multicast ECMP  


 New feature: Configure SNMP for TRILL  


 New feature: Displaying the TRILL unicast routing table for the specified RB 


 New feature: Displaying MAC address check entries on the DHCP relay agent 


 New feature: Setting the DSCP value for DHCP packets sent by the DHCP client 


 New feature: Setting the maximum number of DHCP snooping entries that an interface can learn  


 New feature: Setting the DSCP value for outgoing DNS packets  


 New feature: Setting the DSCP value for outgoing IPv6 DNS packets 


 New feature: Setting the DSCP value for outgoing DDNS packets 


 New feature: Configuring a customer-side port 


 New feature: Configuring DHCPv6 snooping 


 New feature: Specifying the MPLS TE tunnel mode  


 New feature: Assigning the security-audit user role to users 


 New feature: Assigning the mdc-admin and mdc-operator user roles to users 


 New feature: Specifying the source address for an IPv4 VRRP group  


 New feature: Configuring a DSCP value for VRRP packets 


 New feature: Enabling SNMP notifications for VRRP globally 


 New feature: Creating a track entry and associating it with CFD 
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 New feature: RMON 


 New feature: Configuring the traffic class feature for ping ipv6 


 New feature: Configuring the ToS feature for tracert  


 New feature: Configuring the traffic class feature for tracert ipv6 


 New feature: Configuring a DSCP value for NTP packets 


 New feature: Saving diagnostic logs to the diagnostic log file  


 New feature: Saving security logs into the security log file  


 New feature: Setting the size of the trace log file 


 New feature: Configuring the format for logs output to a log host  


 New feature: Configuring a process to generate or not generate core files for exceptions 


 New feature: Configuring an SNMP context 


 New feature: Displaying SNMP MIB node information 


 New feature: Specifying the UDP port for receiving SNMP packets 


 New feature: Enabling SNMP notification logging 


 New feature: Configuring NQA templates 


 New feature: Configuring the NQA server 


 New feature: Configuring NQA operation types 


 New feature: Applying an operation to a specific VPN 


 New feature: Sending traps to the NMS under specific conditions  


 New feature: Configuring a reaction entry for monitoring packet round-trip time 


 New feature: Configuring a reaction entry for monitoring one-way jitter in an NQA operation 


 New feature: Configuring a reaction entry for monitoring the one-way delay 


 New feature: Configuring a reaction entry for monitoring the MOS value in a voice operation 


 New feature: Sending traps when the probe duration exceeds the threshold 


 New feature: Sending traps when the probe fail exceeds the threshold  


 New feature: FCoE 


 New feature: EVB 


 New feature: Displaying QoS policies by slot number and IRF member ID 


 New feature: Configuring a queue scheduling profile 


 New feature: Clearing queue-based outbound traffic statistics for an interface 


 New feature: Configuring queuing on a Layer 3 Ethernet interface 


 Modified feature: Displaying brief information about interfaces only in down state 


 Modified feature: Configuring the speed for an Ethernet interface 


 Modified feature: Configuring storm suppression  


 Modified feature: Configuring the edge port role and the root guard function  
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 Modified feature: Configuring the description for a VLAN 


 Modified feature: Configuring the number of LLDPDUs for fast LLDPDU transmission  


 Modified feature: Configuring the LLDP operating mode for nearest non-TPMR bridge agents 


 Modified feature: Configuring transmission intervals for LLDP Trap and LLDP-MED Trap packets 


 Modified feature: Configuring service loopback group  


 Modified feature: Configuring the maximum number of ECMP routes  


 Modified feature: Configuring the OSPF LSA generation interval  


 Modified feature: Configuring multi-hop BFD and single-hop BFD for BGP 


 Modified feature: Configuring BGP 


 Modified feature: Displaying RIPng 


 Modified feature: Displaying OSPFv3 


 Modified feature: Displaying information about Layer 2 multicast forwarding table 


 Modified feature: Displaying information about IPv6 Layer 2 multicast forwarding table 


 Modified feature: Enabling multicast routing and forwarding  


 Modified feature: Enabling IPv6 multicast routing and forwarding 


 Modified feature: Setting the maximum number of concurrent 802.1X users on a port 


 Modified feature: Enabling strict mode for ARP active acknowledgement  


 Modified feature: Setting the FTP transfer mode 


 Modified feature: Value range for the system name  


 Modified feature: Value range for the VTY user line 


 Modified feature: Setting the LPU load sharing mode 


 Modified feature: Specifying the URL for a DHCP snooping database file on a remote device  


 Modified feature: Specifying the username and password separately for DDNS update requests 


 Modified feature: Configuring the bandwidth for an interface 


 Modified feature: Creating a tunnel interface  


 Modified feature: Displaying Ethernet OAM configuration  


 New feature: Configuring the minimum interval for receiving BFD echo packets  


 New feature: Configuring the minimum interval for receiving single-hop BFD control packets 


 New feature: Configuring the minimum interval for receiving multi-hop BFD control packets 


 New feature: Configuring the minimum interval for transmitting multi-hop BFD control packets 


 Modified feature: Configuring the directory where a log file is saved 


 Modified feature: Configuring an SNMP community 


 Modified feature: Configuring the system contact 


 Modified feature: Configuring the system location 


 Modified feature: Displaying the queuing configuration  
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 Modified feature: Displaying basic MPLS 


 Modified feature: Configuring an incoming label for the egress node of a static LSP  


 Modified feature: Configuring MPLS L3VPN 


 Modified feature: Configuring a static PW and an LDP PW 


 Modified feature: Configuring a backup PW for VPLS 


 Deleted feature: Configuring route recursion 


 Deleted feature: Setting the LLDPDU transmit delay 


New feature: Configuring the load sharing mode 


Configuring the load sharing mode 


For more information about configuring the load sharing mode, see the IP forwarding basics 


configuration in HP 10500 Switch Series Layer 3—IP Services Configuration Guide-R211x. 


Command reference 


New command: ip load-sharing mode. 


For more information about this command, see HP 10500 Switch Series Layer 3—IP  Services Command 


Reference-R211x. 


New feature: Displaying flash memory information 


Displaying flash memory information 


For more information about displaying flash memory information, see the device management in HP 


10500 Switch Series Fundamentals Configuration Guide-R211x. 


Command reference 


Modified command: display device. 


The flash keyword was added. For more information about this command, see HP 10500 Switch Series 


Fundamentals Command Reference-R211x. 
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New feature: Suppressing switching fabric module removal 


interrupt signals 


Suppressing switching fabric module removal interrupt signals 


For more information about suppressing switching fabric module removal interrupt signals, see the device 


management in HP 10500 Switch Series Fundamentals Configuration Guide-R211x. 


Command reference 


New command: switch-fabric removal-signal-suppression. 


For more information about this command, see HP 10500 Switch Series Fundamentals Command 


Reference-R211x. 


New feature: Disabling alarm traps for transceiver modules 


Disabling alarm traps for transceiver modules 


For more information about disabling alarm traps for transceiver modules, see the device management 


in HP 10500 Switch Series Fundamentals Configuration Guide-R211x. 


Command reference 


New command: transceiver phony-alarm-disable. 


For more information about this command, see HP 10500 Switch Series Fundamentals Command 


Reference-R211x. 


New feature: Backing up the BootWare image 


Backing up the BootWare image 


For more information about backing up the BootWare image, see software upgrade configuration in HP 


10500 Switch Series Fundamentals Configuration Guide-R211x. 


Command reference 


New command: bootrom backup. 


For more information about this command, see HP 10500 Switch Series Fundamentals Command 


Reference-R211x. 
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New feature: Restoring the BootWare image 


Restoring the BootWare image 


For more information about restoring the BootWare image, see the software upgrade configuration in HP 


10500 Switch Series Fundamentals Configuration Guide-R211x. 


Command reference 


New command: bootrom restore. 


For more information about this command, see HP 10500 Switch Series Fundamentals Command 


Reference-R211x. 


New feature: Enabling BootWare image validity check 


Enabling BootWare image validity check 


For more information about BootWare image validity check, see the software upgrade configuration in 


HP 10500 Switch Series Fundamentals Configuration Guide-R211x. 


Command reference 


New command: bootrom-update security-check enable. 


For more information about this command, see HP 10500 Switch Series Fundamentals Command 


Reference-R211x. 


New feature: Implementing sequential reboot upgrade for 


switching fabric modules 


Implementing sequential reboot upgrade for switching fabric modules 


For more information about implementing sequential reboot upgrade for switching fabric modules, see 


the ISSU configuration in HP 10500 Switch Series Fundamentals Configuration Guide-R211x. 


Command reference 


New command: None. 
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New feature: Configuring MDCs 


Configuring MDCs 


For more information about configuring MDCs, see the MDC configuration in HP 10500 Switch Series 


Fundamentals Configuration Guide-R211x. 


Command reference 


MDC commands were added. For more information about MDC commands, see HP 10500 Switch 


Series Fundamentals Command Reference-R211x. 


New feature: Archiving/extracting files and folders 


Archiving/extracting files and folders 


For more information about archiving/extracting files and folders, see the file system management in HP 


10500 Switch Series Fundamentals Configuration Guide-R211x. 


Command reference 


New commands: 


 tar create 


 tar extract 


 tar list  


For more information about these commands, see HP 10500 Switch Series Fundamentals Command 


Reference-R211x. 


New feature: Displaying MPLS NIB information 


Displaying MPLS NIB information 


For more information about displaying MPLS NIB information, see the basic MPLS configuration in HP 


10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New command: display mpls nib. 


For more information about this command, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 
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New feature: Enabling SNMP notifications for MPLS 


Enabling SNMP notifications for MPLS 


For more information about enabling SNMP notifications for MPLS, see the basic MPLS configuration in 


HP 10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New command: snmp-agent trap enable mpls. 


For more information about this command, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 


New feature: Configuring outgoing interfaces for the ingress 


node and the transit node of a static LSP 


Configuring outgoing interfaces for the ingress node and the transit 


node of a static LSP 


For more information about configuring outgoing interfaces for the ingress node and the transit node of 


a static LSP, see the static LSP configuration in HP 10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


Option outgoing-interface interface-type interface-number was added to the following commands: 


 static-lsp ingress 


 static-lsp transit  


For more information about these commands, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 


New feature: Enabling SNMP notifications for LDP 


Enabling SNMP notifications for LDP 


For more information about enabling SNMP notifications for LDP, see the LDP configuration in HP 10500 


Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New command: snmp-agent trap enable ldp. 
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For more information about this command, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 


New feature: Configuring MPLS TE 


Configuring MPLS TE 


For more information about configuring MPLS TE, see the MPLS TE configuration, the static CRLSP 


configuration, and the RSVP configuration in HP 10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


MPLS TE commands were added. For more information about the MPLS TE commands, see HP 10500 


Switch Series MPLS Command Reference-R211x. 


New feature: Specifying a preferred tunnel 


Specifying a preferred tunnel 


For more information about specifying a preferred tunnel, see the tunnel policy configuration in HP 


10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New command: preferred-path tunnel number. 


For more information about this command, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 


New feature: Configuring the tunnel selection order 


Configuring the tunnel selection order 


For more information about configuring the tunnel selection order, see the tunnel policy configuration in 


HP 10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


The cr-lsp keyword was added to the select-seq { cr-lsp | lsp } * load-balance-number number 


command. 


For more information about this command, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 
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New feature: Configuring a VPN ID for a VPN instance 


Configuring a VPN ID for a VPN instance 


For more information about configuring a VPN ID for a VPN instance, see the MPLS L3VPN configuration 


in HP 10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New command: vpn-id. 


For more information about this command, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 


New feature: Configuring an OSPF sham link 


Configuring an OSPF sham link 


For more information about configuring an OSPF sham link, see the MPLS L3VPN configuration in HP 


10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New commands: 


 sham-link 


 display ospf sham-link 


For more information about these commands, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 


New feature: Displaying BGP update group information for 


VPNv4 address family 


Displaying BGP update group information for VPNv4 address family 


For more information about d isplaying BGP update group information for VPNv4 address family, see the 


MPLS L3VPN configuration in HP 10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New command: display bgp update-group vpnv4. 


For more information about this command, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 
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New feature: Displaying BGP update group information for 


VPNv6 address family 


Displaying BGP update group information for VPNv6 address family 


For more information about d isplaying BGP update group information for VPNv6 address family, see the 


MPLS L3VPN configuration in HP 10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New command: display bgp update-group vpnv6. 


For more information about this command, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 


New feature: Enabling SNMP notifications for MPLS L3VPN 


Enabling SNMP notifications for MPLS L3VPN 


For more information about enabling SNMP notifications for MPLS L3VPN, see the LDP configuration in 


HP 10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New command: snmp-agent trap enable l3vpn. 


For more information about this command, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 


New feature: Enabling the control word function for a PW class 


Enabling the control word function for a PW class 


For more information about enabling the control word function for a PW class, see the MPLS L2VPN 


configuration in HP 10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New command: control-word enable. 


For more information about this command, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 
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New feature: Configuring a BGP PW 


Configuring a BGP PW 


For more information about configuring a BGP PW, see the MPLS L2VPN configuration and the VPLS 


configuration in HP 10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New commands: 


 ac interface (auto-discovery cross-connect view)  


 address-family l2vpn 


 auto-discovery 


 connection remote-site-id 


 mtu (auto-discovery cross-connect group view) 


 peer signaling 


 policy vpn-target 


 pw-class (auto-discovery cross-connect group view/auto-discovery VSI view)  


 route-distinguisher 


 rr-filter 


 site 


 tunnel-policy (auto-discovery cross-connect view/auto-discovery VSI view)  


 vpn-target  


 refresh bgp l2vpn 


 reset bgp l2vpn 


 display bgp group l2vpn 


 display bgp l2vpn signaling 


 display bgp peer l2vpn 


 display bgp update-group l2vpn 


 display l2vpn bgp 


The protocol and bgp keywords were added to the display l2vpn pw command. 


For more information about these commands, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 
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New feature: Configuring the VPLS ID for a VSI 


Configuring the VPLS ID for a VSI 


For more information about configuring the VPLS ID for a VSI, see the VPLS configuration in HP 10500 


Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New command: vpls-id. 


For more information about this command, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 


New feature: Configuring the default PW ID for a VSI 


Configuring the default PW ID for a VSI 


For more information about configuring the default PW ID for a VSI, see the VPLS configuration in HP 


10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New command: default-pw-id. 


For more information about this command, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 


New feature: Configuring a BGP auto-discovery LDP PW 


Configuring a BGP auto-discovery LDP PW 


For more information about configuring a BGP auto -discovery LDP PW, see the VPLS configuration in HP 


10500 Switch Series MPLS Configuration Guide-R211x. 


Command reference 


New commands: 


 peer auto-discovery 


 signaling-protocol 


 display bgp l2vpn auto-discovery 


 display l2vpn auto-discovery 


 display l2vpn ldp 
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For more information about these commands, see HP 10500 Switch Series MPLS Command 


Reference-R211x. 


New feature: Configuring the maximum lifetime for routes 


Configuring the maximum lifetime for routes 


For more information about configuring the maximum lifetime for routes, see the basic IP routing 


configuration in HP 10500 Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New commands: 


 address-family ipv4  


 address-family ipv6  


 fib lifetime 


 protocol lifetime 


 rib 


For more information about these commands, see HP 10500 Switch Series Layer 3— IP Routing 


Command Reference-R211x. 


New feature: Displaying the RIB 


Displaying the RIB 


A routing information base (RIB) contains the global routing information and related information, 


including route recursion, route redistribution, and route extension information. Multiple commands for 


displaying the RIB were added in this release version.  


For more information about displaying the RIB, see the basic IP routing configuration in HP 10500 Switch 


Series Layer 3— IP Routing Configuration Guide-R211x. 


Command reference 


New commands: 


 display ipv6 rib attribute  


 display ipv6 rib graceful-restart  


 display ipv6 rib nib 


 display ipv6 route-direct nib 


 display rib attribute  


 display rib graceful-restart 
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 display rib nib 


 display route-direct nib 


For more information about these commands, see HP 10500 Switch Series Layer 3— IP Routing 


Command Reference-R211x. 


New feature: Displaying static routing 


Displaying static routing 


This release supports displaying static route next hop information and static routing table information. 


For more information about displaying static rout ing, see the static routing configuration in HP 10500 


Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New commands: 


 display route-static nib 


 display route-static routing-table 


For more information about these commands, see HP 10500 Switch Series Layer 3— IP Routing 


Command Reference-R211x. 


New feature: Enabling RIP on an interface 


Enabling RIP on an interface 


For more information about enabling RIP on an interface, see the RIP configuration in HP 10500 Switch 


Series Layer 3— IP Routing Configuration Guide-R211x. 


Command reference 


New command: rip enable. 


For more information about this command, see HP 10500 Switch Series Layer 3—IP Routing Command 


Reference-R211x. 


New feature: Specifying a RIP neighbor 


Specifying a RIP neighbor 


For more information about specifying a RIP neighbor, see the RIP configuration in HP 10500 Switch 


Series Layer 3— IP Routing Configuration Guide-R211x. 
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Command reference 


New command: peer. 


For more information about this command, see HP 10500 Switch Series Layer 3—IP Routing Command 


Reference-R211x. 


New feature: Setting the maximum length of RIP packets 


Setting the maximum length of RIP packets 


For more information about setting the maximum length of RIP packets, see the RIP configuration in HP 


10500 Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New command: rip max-packet-length. 


For more information about this command, see HP 10500 Switch Series Layer 3—IP Routing Command 


Reference-R211x. 


New feature: Configuring RIP network management 


Configuring RIP network management 


For more information about configuring RIP network management, see the RIP configuration in HP 10500 


Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New command: rip mib-binding. 


For more information about this command, see HP 10500 Switch Series Layer 3—IP Routing Command 


Reference-R211x. 


New feature: Configuring BFD for RIP (single-hop echo 


detection for a specific destination) 


Configuring BFD for RIP (single-hop echo detection for a specific 


destination) 


For more information about configuring single-hop echo detection for a specific destination, see the RIP 


configuration in HP 10500 Switch Series Layer 3—IP Routing Configuration Guide-R211x. 
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Command reference 


New command: rip bfd enable destination. 


For more information about this command, see HP 10500 Switch Series Layer 3—IP Routing Command 


Reference-R211x. 


New feature: Configuring BFD for RIP (bidirectional control 


detection) 


Configuring BFD for RIP (bidirectional control detection) 


For more information about configuring bidirectional control detection, see the RIP configuration in HP 


10500 Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


N/A 


New feature: Enabling OSPF on an interface 


Enabling OSPF on an interface 


For more information about enabling OSPF on an interface, see the OSPF configuration in HP 10500 


Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New command: ospf area. 


For more information about this command, see HP 10500 Switch Series Layer 3—IP Routing Command 


Reference-R211x. 


New feature: Configuring a DSCP value for OSPF packets 


Configuring a DSCP value for OSPF packets 


For more information about configuring a DSCP value for OSPF packets, see the OSPF configuration in 


HP 10500 Switch Series Layer 3— IP Routing Configuration Guide-R211x. 


Command reference 


New command: dscp. 
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For more information about this command, see HP 10500 Switch Series Layer 3—IP Routing Command 


Reference-R211x. 


New feature: Configuring prefix suppression 


Configuring prefix suppression 


For more information about configuring prefix suppression, see the OSPF configuration in HP 10500 


Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New commands: 


 prefix-suppression 


 ospf prefix-suppression 


For more information about these commands, see HP 10500 Switch Series Layer 3— IP Routing 


Command Reference-R211x. 


New feature: Configuring prefix prioritization 


Configuring prefix prioritization 


For more information about configuring prefix prioritization, see the OSPF configuration in HP 10500 


Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New command: prefix-priority route-policy. 


For more information about this command, see HP 10500 Switch Series Layer 3—IP Routing Command 


Reference-R211x. 


New feature: Configuring OSPF PIC 


Configuring OSPF PIC 


For more information about configuring OSPF PIC, see the OSPF configuration in HP 10500 Switch 


Series Layer 3— IP Routing Configuration Guide-R211x. 


Command reference 


New command:pic 
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For more information about these commands, see HP 10500 Switch Series Layer 3— IP Routing 


Command Reference-R211x. 


New feature: Configuring enhanced functions for a stub router 


Configuring enhanced functions for a stub router 


For more information about configuring enhanced functions for a stub router, see the OSPF configuration 


in HP 10500 Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


Modified command: The external-lsa, include-stub, on-startup, and summary-lsa keywords were 


added to the stub-router command. 


For more information about this command, see HP 10500 Switch Series Layer 3—IP Routing Command 


Reference-R211x. 


New feature: Displaying OSPF 


Displaying OSPF 


This release supports displaying OSPF next hop information, OSPF topology information, OSPF statistics, 


OSPF FRR backup next hop information, and OSPF route calculation log information. 


For more information about displaying OSPF, see the OSPF configuration in HP 10500 Switch Series 


Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New commands: 


 display ospf nexthop 


 display ospf spf-tree 


 display ospf statistics 


 display ospf fast-reroute lfa-candidate 


 display ospf event-log spf 


Modified commands: 


 The standby slot and standby chassis keywords were added to the display ospf command. 


 The standby chassis keyword was added to the display ospf lsdb command. 


 The standby slot and standby chassis keywords were added to the display ospf peer command. 


 The standby slot and standby chassis keywords were added to the  display ospf peer statistics 


command. 
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 The standby slot and standby chassis keywords were added to the display ospf vlink command. 


 The standby slot and standby chassis keywords were added to the display ospf interface  


command.  


For more information about these commands, see HP 10500 Switch Series Layer 3— IP Routing 


Command Reference-R211x. 


New feature: Configuring IS-IS network management 


Configuring IS-IS network management 


For more information about configuring IS-IS network management, see the IS-IS configuration in HP 


10500 Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New command: isis mib-binding. 


For more information about this command, see HP 10500 Switch Series Layer 3—IP Routing Command 


Reference-R211x. 


New feature: Displaying and maintaining IS-IS 


Displaying and maintaining IS-IS 


This release supports displaying IS-IS IPv4 topology information, OSI connection information, OSI 


connection statistics, and IS-IS GR log information. This release also supports clearing OSI connection 


statistics and IS-IS GR log information. 


For more information about d isplaying and clearing IS-IS, see the IS-IS configuration in HP 10500 Switch 


Series Layer 3— IP Routing Configuration Guide-R211x. 


Command reference 


New commands: 


 display isis spf-tree 


 display osi 


 display osi statistics 


 display isis graceful-restart event-log 


 reset osi statistics 


 reset isis graceful-restart event-log 


Modified commands: The standby slot and standby chassis keywords were added to the display isis 


brief, display isis interface, display isis lsdb, and display isis peer commands. 







24 


For more information about these commands, see HP 10500 Switch Series Layer 3— IP Routing 


Command Reference-R211x. 


New feature: Configuring BGP to ignore the ORIGINATOR_ID 


attribute 


Configuring BGP to ignore the ORIGINATOR_ID attribute 


For more information about configuring BGP to ignore the ORIGINATOR_ID attribute, see the BGP 


configuration in HP 10500 Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New command: peer ignore-originatorid 


For more information about the command, see HP 10500 Switch Series Layer 3—IP Routing Command 


Reference-R211x. 


New feature: Displaying and maintaining BGP 


Displaying and maintaining BGP 


For more information about displaying BGP update group information for IPv4 unicast address family 


and IPv6 unicast address family, see the BGP configuration in HP 10500 Switch Series Layer 3— IP 


Routing Configuration Guide-R211x. 


Command reference 


New commands: 


 display bgp update-group ipv4 


 display bgp update-group ipv6 


For more information about these commands, see HP 10500 Switch Series Layer 3— IP Routing 


Command Reference-R211x. 


New feature: Configuring local PBR 


Configuring local PBR 


For more information about configuring local PBR, see the Policy-based routing configuration in HP 


10500 Switch Series Layer 3—IP Routing Configuration Guide-R211x. 
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Command reference 


New commands: 


 ip local policy-based-route 


 display ip policy-based-route local 


For more information about these commands, see HP 10500 Switch Series Layer 3— IP Routing 


Command Reference-R211x. 


New feature: Displaying IPv6 static routes 


Displaying IPv6 static routes 


For more information about displaying IPv6 static routes, see the IPv6 static routing configuration in HP 


10500 Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New commands: 


 display ipv6 route-static nib 


 display ipv6 route-static routing-table 


For more information about the commands, see the IPv6 static routing commands in HP 10500 Switch 


Series Layer 3— IP Routing Command Reference-R211x. 


New feature: Configuring the LSU transmission interval and the 


maximum number of LSU packets that can be sent at each 


interval 


Configuring the LSU transmission interval and the maximum number of 


LSU packets that can be sent at each interval 


For more information about configuring the LSU transmission interval and the maximum number of LSU 


packets that can be sent at each interval, see the OSPFv3 configuration in HP 10500 Switch Series Layer 


3—IP Routing Configuration Guide-R211x. 


Command reference 


New command: transmit-pacing interval. 


For more information about the command, see the OSPFv3 commands in HP 10500 Switch Series Layer 


3—IP Routing Command Reference-R211x. 
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New feature: Displaying OSPFv3 ABR summary route, next 


hop, and topology information 


Displaying OSPFv3 ABR summary route, next hop, and topology 


information 


For more information about d isplaying OSPFv3 ABR summary route, next hop, and topology information, 


see the OSPFv3 configuration in HP 10500 Switch Series Layer 3—IP Routing Configuration 


Guide-R211x. 


Command reference 


New commands: 


 display ospfv3 abr-summary 


 display ospfv3 nexthop 


 display ospfv3 spf-tree 


For more information about the commands, see the OSPFv3 commands in HP 10500 Switch Series Layer 


3—IP Routing Command Reference-R211x. 


New feature: Assigning a convergence priority to specific IPv6 


IS-IS routes 


Assigning a convergence priority to specific IPv6 IS -IS routes 


For more information about assigning a convergence priority to specific IPv6 IS-IS routes, see the IPv6 


IS-IS configuration in HP 10500 Switch Series Layer 3— IP Routing Configuration Guide-R211x. 


Command reference 


New command: ipv6 priority. 


For more information about the command, see the IPv6 IS-IS commands in HP 10500 Switch Series Layer 


3—IP Routing Command Reference-R211x. 


New feature: Displaying IPv6 IS-IS topology information 


Displaying IPv6 IS-IS topology information 


For more information about displaying IPv6 IS-IS topology information, see the IPv6 IS-IS configuration in 


HP 10500 Switch Series Layer 3— IP Routing Configuration Guide-R211x. 
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Command reference 


New command: display isis spf-tree ipv6. 


For more information about the command, see the IPv6 IS-IS commands in HP 10500 Switch Series Layer 


3—IP Routing Command Reference-R211x. 


New feature: Displaying and configuring IPv6 local PBR 


Displaying and configuring IPv6 local PBR 


For more information about displaying and configuring IPv6 local PBR, see the IPv6 policy-based routing 


configuration in HP 10500 Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New commands: 


 ipv6 local policy-based-route 


 display ipv6 policy-based-route local 


For more information about the commands, see the IPv6 policy-based routing commands in HP 10500 


Switch Series Layer 3—IP Routing Command Reference-R211x. 


New feature: Setting a prefix priority for routes 


Setting a prefix priority for routes 


For more information about setting a prefix priority for routes, see the routing policy configuration in HP 


10500 Switch Series Layer 3—IP Routing Configuration Guide-R211x. 


Command reference 


New command: apply prefix-priority. 


For more information about the command, see the routing policy commands in HP 10500 Switch Series 


Layer 3—IP Routing Command Reference-R211x. 


New feature: Enabling IGMP snooping for multiple VLANs 


Enabling IGMP snooping for multiple VLANs 


For more information about enabling IGMP snooping for multiple VLANs, see the IGMP snooping 


configuration in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 
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Command reference 


New command: enable (IGMP-snooping view). 


For more information about this command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Enabling MLD snooping for multiple VLANs 


Enabling MLD snooping for multiple VLANs 


For more information about enabling MLD snooping for multiple VLANs, see the MLD snooping 


configuration in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New command: enable (MLD-snooping view). 


For more information about this command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Specifying IGMP snooping version for multiple 


VLANs 


Specifying IGMP snooping versions for multiple VLANs 


For more information about specifying IGMP snooping version  for multiple VLANs, see the IGMP 


snooping configuration in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New command: version (IGMP-snooping view). 


For more information about this command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Specifying MLD snooping version for multiple 


VLANs 


Specifying MLD snooping version for multiple VLANs 


For more information about specifying MLD snooping version for multiple VLANs, see the MLD snooping 


configuration in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 
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Command reference 


New command: version (MLD-snooping view). 


For more information about this command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Configuring IGMP report suppression 


Configuring IGMP report suppression 


For more information about configuring IGMP report suppression, see the IGMP snooping configuration  


in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New command: report-aggregation (IGMP-snooping view). 


For more information about this command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Configuring MLD report suppression 


Configuring MLD report suppression 


For more information about configuring MLD report suppression, see the MLD snooping configuration  in 


HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New command: report-aggregation (MLD-snooping view). 


For more information about this command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Displaying Layer 2 multicast group information 


Displaying Layer 2 multicast group information 


For more information about d isplaying Layer 2 multicast group information, see the IGMP snooping 


configuration in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New commands: 







30 


 display l2-multicast ip 


 display l2-multicast mac 


For more information about the commands, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Displaying IPv6 Layer 2 multicast group 


information 


Displaying IPv6 Layer 2 multicast group information 


For more information about displaying IPv6 Layer 2 multicast group information, see the MLD snooping 


configuration in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New commands: 


 display ipv6 l2-multicast ip 


 display ipv6 l2-multicast mac 


For more information about the commands, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Enabling dropping unknown multicast data 


globally 


Enabling dropping unknown multicast data globally 


For more information about enabling dropping unknown multicast data globally, see the IGMP snooping 


configuration in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New command: drop-unknown (IGMP-snooping view). 


For more information about the command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 
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New feature: Enabling dropping unknown IPv6 multicast data 


globally 


Enabling dropping unknown IPv6 multicast data globally 


For more information about enabling dropping unknown IPv6 multicast data globally, see the MLD 


snooping configuration in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New command: drop-unknown (MLD-snooping view). 


For more information about the command, see HP 10500 Switch Series IP Multicast  Command 


Reference-R211x. 


New feature: Configuring multicast source port filtering on a 


port 


Configuring multicast source port filtering on a port 


For more information about configuring multicast source port filtering on a port, see the IGMP snooping 


configuration in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New command: igmp-snooping source -deny. 


For more information about the command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Configuring IPv6 multicast source port filtering on 


a port 


Configuring IPv6 multicast source port filtering on a port 


For more information about configuring IPv6 multicast source port filtering on a port, see the MLD 


snooping configuration in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New command: mld-snooping source-deny. 
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For more information about the command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Configuring multicast source port filtering 


globally 


Configuring multicast source port filtering globally 


For more information about configuring multicast source port filtering globally, see the IGMP snooping 


configuration in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New command: source-deny (IGMP-snooping view). 


For more information about the command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Configuring IPv6 multicast source port filtering 


globally 


Configuring IPv6 multicast source port filtering globally 


For more information about configuring IPv6 multicast source port filtering globally, see the MLD 


snooping configuration in HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New command: source-deny (MLD-snooping view). 


For more information about the command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Configuring Layer 3 multicast features for VPN 


instances 


Configuring Layer 3 multicast features for VPN instances 


This release added the following Layer 3 multicast features:  


 Multicast routing and forwarding in VPN instances  


 IGMP in VPN instances 


 MLD in VPN instances 
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 PIM in VPN instances 


 IPv6 PIM in VPN instances 


For more information about these features, see HP 10500 Switch Series IP Multicast Configuration 


Guide-R211x. 


Command reference 


Some multicast routing and forwarding commands, IGMP commands, MLD commands, PIM commands, 


and IPv6 PIM commands were modified to implement Layer 3 multicast features in VPN instances: 


 The vpn-instance keyword was added to the commands.  


 VPN instance MRIB view, VPN instance IPv6 MRIB view, VPN instance PIM view, and VPN instance 


IPv6 PIM view were added. You can configure Layer 3 multicast features in these views. 


For more information about these commands, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Displaying information about interfaces 


maintained by MRIB 


Displaying information about interfaces maintained by MRIB 


For more information about displaying information about interfaces mainta ined by MRIB, see the 


multicast routing and forwarding configuration in HP 10500 Switch Series IP Multicast Configuration 


Guide-R211x. 


Command reference 


New command: display mrib interface. 


For more information about this command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Displaying information about interfaces 


maintained by IPv6 MRIB 


Displaying information about interfaces maintained by IPv6 MRIB 


For more information about displaying information about interfaces maintained by IPv6 MRIB, see the 


IPv6 multicast routing and forwarding configuration in HP 10500 Switch Series IP  Multicast 


Configuration Guide-R211x. 
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Command reference 


New command: display ipv6 mrib interface. 


For more information about this command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Displaying and clearing statistics for multicast 


forwarding events 


Displaying and clearing statistics for multicast forwarding events 


For more information about displaying and clearing statistics for multicast forwarding events, see the 


multicast routing and forwarding configuration in HP 10500 Switch Series IP Multicast Configuration 


Guide-R211x. 


Command reference 


New commands: 


 display multicast forwarding event 


 reset multicast forwarding event 


For more information about the commands, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Displaying and clearing statistics for IPv6 


multicast forwarding events 


Displaying and clearing statistics for IPv6 multicast forwarding events 


For more information about d isplaying and clearing statistics for IPv6 multicast forwarding events, see 


the IPv6 multicast routing and forwarding configuration in HP 10500 Switch Series IP  Multicast 


Configuration Guide-R211x. 


Command reference 


New commands: 


 display ipv6 multicast forwarding event 


 reset ipv6 multicast forwarding event  


For more information about the commands, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 







35 


New feature: Configuring PIM-SSM 


Configuring PIM-SSM 


For more information about configuring PIM-SSM, see HP 10500 Switch Series IP Multicast Configuration 


Guide-R211x. 


Command reference 


New command: ssm-policy (PIM view). 


For more information about this command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Configuring IPv6 PIM-SSM 


Configuring IPv6 PIM-SSM 


For more information about configuring IPv6 PIM-SSM, see HP 10500 Switch Series IP Multicast 


Configuration Guide-R211x. 


Command reference 


New command: ssm-policy (IPv6 PIM view). 


For more information about this command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Displaying statistics for PIM packets 


Displaying statistics for PIM packets 


For more information about displaying statistics for PIM packets, see the PIM configuration in HP 10500 


Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New command: display pim statistics. 


For more information about this command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 
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New feature: Displaying statistics for IPv6 PIM packets 


Displaying statistics for IPv6 PIM packets 


For more information about displaying statistics for IPv6 PIM packets, see the IPv6 PIM configuration in 


HP 10500 Switch Series IP Multicast Configuration Guide-R211x. 


Command reference 


New command: display ipv6 pim statistics. 


For more information about this command, see HP 10500 Switch Series IP Multicast Command 


Reference-R211x. 


New feature: Configuring a global static IPv4/IPv6 source 


guard binding entry 


Configuring a global static IPv4/IPv6 source guard binding entry 


For more information about configuring a global static IPv4/IPv6 source guard binding entry, see the IP 


source guard configuration in HP 10500 Switch Series Security Configuration Guide-R211x. 


Command reference 


New commands: 


 ip source binding (system view) 


 ipv6 source binding (system view) 


For more information about these commands, see the IP source guard commands in HP 10500 Switch 


Series Security Command Reference-R211x. 


New feature: Configuring enhanced ARP packet rate limit 


features 


Configuring enhanced ARP packet rate limit features 


The following new features were added to this release:  


 Enabling sending notifications for ARP packet rate limit.  


 Enabling logging for ARP packet rate limit.  


 Setting the notification and log message sending interval.  
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For more information about configuring enhanced ARP packet rate limit features, see the ARP attack 


protection configuration in HP 10500 Switch Series Security Configuration Guide-R211x. 


Command reference 


New commands: 


 arp rate-limit log enable  


 arp rate-limit log interval 


 snmp-agent trap enable arp 


For more information about these commands, see the ARP attack protection commands in HP 10500 


Switch Series Security Command Reference-R211x. 


New feature: Displaying and maintaining crypto engines 


Displaying and maintaining crypto engines 


For more information about displaying and maintaining crypto engines, see the crypto engine 


configuration in HP 10500 Switch Series Security Configuration Guide-R211x. 


Command reference 


For more information about the crypto engine commands, see HP 10500 Switch Series Security 


Command Reference-R211x. 


New feature: Setting the maximum number of concurrent 


logins using the same local user name 


Setting the maximum number of concurrent logins using the same local 


user name 


For more information about setting the maximum number of concurrent logins using the same local user 


name, see the AAA configuration in HP 10500 Switch Series Security Configuration Guide-R211x. 


Command reference 


New command: access-limit. 


For more information about this command, see HP 10500 Switch Series Security Command 


Reference-R211x. 
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New feature: Configuring authorization attributes for users in 


an ISP domain 


Configuring authorization attributes for users in an ISP domain 


For more information about configuring authorization attributes for users in an ISP domain, see the AAA 


configuration in HP 10500 Switch Series Security Configuration Guide-R211x. 


Command reference 


New command: authorizat ion-attribute (ISP domain view). 


For more information about this command, see HP 10500 Switch Series Security Command 


Reference-R211x.. 


New feature: Enabling SNMP notifications for RADIUS 


Enabling SNMP notifications for RADIUS 


For more information about enabling SNMP notifications for RADIUS, see the AAA configuration in HP 


10500 Switch Series Security Configuration Guide-R211x. 


Command reference 


New command: snmp-agent trap enable radius. 


For more information about this command, see HP 10500 Switch Series Security Command 


Reference-R211x.. 


New feature: Configuring the device to use one TCP connection 


for all users to exchange packets with the HWTACACS server 


Configuring the device to use one TCP connection for all users to 


exchange packets with the HWTACACS server 


For more information about configuring this feature, see the AAA configuration in HP 10500 Switch 


Series Security Configuration Guide-R211x. 


Command reference 


In this release, the single-connection keyword was added to the following commands:  


 primary accounting 
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 primary authentication 


 primary authorization 


 secondary accounting 


 secondary authentication 


 secondary authentication 


For more information about these commands, see HP 10500 Switch Series Security Command 


Reference-R211x.. 


New feature: Configuring password complexity checking 


policy for a local user or user group 


Configuring password complexity checking policy for a local user or 


user group 


For more information about configuring this feature, see the password control configuration in HP 10500 


Switch Series Security Configuration Guide-R211x. 


Command reference 


In this release, the password-control complexity command can be executed in local user view and user 


group view. 


For more information about this command, see HP 10500 Switch Series Security Command 


Reference-R211x.. 


New feature: Specifying the maximum number of consecutive 


failed login attempts for a local user or user group and the 


action to be taken for login failures 


Specifying the maximum number of consecutive failed login attempts 


for a local user or user group and the action to be taken for login 


failures 


For more information about configuring this feature, see the password control configuration in HP 10500 


Switch Series Security Configuration Guide-R211x. 


Command reference 


In this release, the password-control login-attempt command can be executed in local user view and 


user group view. 
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For more information about this command, see HP 10500 Switch Series Security Command 


Reference-R211x.. 


New feature: Specifying the DSCP value in SSH packets 


Specifying the DSCP value in SSH packets 


For more information about specifying the DSCP value in SSH packets, see HP 10500 Switch Series 


Security Configuration Guide-R211x. 


Command reference 


New commands: 


 ssh server dscp 


 ssh server ipv6 dscp 


The dscp dscp-value option was added to the following commands:  


 ssh2 


 ssh2 ipv6 


 sftp 


 sftp ipv6  


For more information about these commands, see HP 10500 Switch Series Security Command 


Reference-R211x.. 


New feature: Exiting FIPS mode through automatic reboot 


Exiting FIPS mode through automatic reboot 


For more information about exiting FIPS mode through automatic reboot, see the FIPS configuration in HP 


10500 Switch Series Security Configuration Guide-R211x. 


Command reference 


N/A 


New feature: Configuring SNMP notifications for IPsec 


Configuring SNMP notifications for IPsec 


For more information about configuring SNMP notifications for IPsec, see the IPsec configuration in HP 


10500 Switch Series Security Configuration Guide-R211x. 
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Command reference 


For more information about the command, see the HP 10500 Switch Series Security Command 


Reference-R211x.. 


New feature: Configuring SNMP notifications for IKE 


Configuring SNMP notifications for IKE 


For more information about configuring SNMP notifications for IKE, see the IKE configuration in HP 


10500 Switch Series Security Configuration Guide-R211x. 


Command reference 


For more information about the command, see the HP 10500 Switch Series Security Command 


Reference-R211x. 


New feature: specifying the system time source 


Specifying the system time source 


For more information, see the device management in HP 10500 Switch Series Fundamentals 


Configuration Guide-R211x. 


Command reference 


New command: clock protocol. 


For more information, see HP 10500 Switch Series Fundamentals Command Reference-R211x. 


New feature: CPU usage monitoring 


Configuring CPU usage monitoring 


For more information, see the device management in HP 10500 Switch Series Fundamentals 


Configuration Guide-R211x. 


Command reference 


New commands: 


 display cpu-usage configuration  


 monitor cpu-usage enable 


 monitor cpu-usage interval 
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For more information about these commands, see HP 10500 Switch Series Fundamentals Command 


Reference-R211x. 


New feature: Safe file download from a TFTP server 


Downloading files from a TFTP server safely 


This feature saves the downloaded file to memory first, and writes the file to the destination folder only 


after it has saved the file to memory successfully. If the destination folder already has a file that use the 


same name, the downloaded file overwrites the existing file. If the download or save -to-memory 


operation fails, the existing file in the destination folder is not overwritten. 


For more information, see  the TFTP configuration in HP 10500 Switch Series Fundamentals 


Configuration Guide-R211x. 


Command reference 


Added the sget keyword to the following commands:  


 tftp 


 tftp ipv6  


For more information, see HP 10500 Switch Series Fundamentals Command Reference-R211x. 


New feature: DSCP for outgoing FTP/TFTP packets 


Setting DSCP values for outgoing FTP/TFTP packets 


For more information, see the TFTP configuration in HP 10500 Switch Series Fundamentals 


Configuration Guide-R211x. 


Command reference 


New commands:  


 ftp server dscp 


 ftp server ipv6 dscp 


Added the dscp dscp-value option to the following commands:  


 ftp 


 ftp ipv6  


 tftp 


 tftp ipv6  


For more information, see HP 10500 Switch Series Fundamentals Command Reference-R211x. 
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New feature: DSCP for outgoing Telnet packets 


Setting the DSCP value for outgoing Telnet packets 


For more information, see the CLI login configuration in HP 10500 Switch Series Fundamentals 


Configuration Guide-R211x. 


Command reference 


New commands:  


 telnet server dscp 


 telnet server ipv6 dscp 


Added the dscp dscp-value option to the following commands:  


 telnet 


 telnet ipv6 


For more information, see HP 10500 Switch Series Fundamentals Command Reference-R211x. 


New feature: User line and user line class 


Configuring user lines and user line classes 


For more information, see the CLI login configuration in HP 10500 Switch Series Fundamentals 


Configuration Guide-R211x. 


Command reference 


New commands: 


 display line  


 free line 


 line  


 line class 


 user-interface class 


For more information, see HP 10500 Switch Series Fundamentals Command Reference-R211x. 
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New feature: Configuring the expected bandwidth of an 


interface 


Configuring the expected bandwidth of an interface 


You can use the bandwidth command to configure the expected bandwidth of an interface in Ethernet 


interface view, aggregate interface view, and loopback interface view. 


For more information about configuring the expected bandwidth of an interface, see the Ethernet 


interface configuration, the loopback, null, and inloopback interface configuration, and the Ethernet link 


aggregation configuration in HP 10500 Switch Series Layer 2—LAN Switching Configuration 


Guide-R211x. 


Command reference 


New command: bandwidth. 


For more information about this command, see the Ethernet interface commands, the loopback, null, and 


inloopback interface commands, and the Ethernet link aggregation commands in HP 10500 Switch 


Series Layer 2—LAN Switching Command Reference-R211x. 


New feature: Forcibly bringing up a fiber port 


Forcibly bringing up a fiber port 


For more information about forcibly bringing up a fiber port, see the Ethernet interface configuration in 


HP 10500 Switch Series Layer 2—LAN Switching Configuration Guide-R211x. 


Command reference 


New command: port up-mode. 


For more information about this command, see HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 


New feature: Configuring PFC on an Ethernet interface 


Configuring PFC on an Ethernet interface 


For more information about configuring PFC on an Ethernet interface, see the Ethernet interface 


configuration in HP 10500 Switch Series Layer 2—LAN Switching Configuration Guide-R211x. 







45 


Command reference 


New commands: 


 priority-flow-control { auto | enable } 


 priority-flow-control no-drop dot1p dot1p-list 


For more information about these commands, see HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 


New feature: Displaying and clearing the Ethernet statistics 


Displaying and clearing the Ethernet statistics 


For more information about displaying and clearing the Ethernet statistics, see the Ethernet interface 


configuration in HP 10500 Switch Series Layer 2—LAN Switching Configuration Guide-R211x. 


Command reference 


New commands: 


 display ethernet statistics 


 reset ethernet statistics 


For more information about these commands, see HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 


New feature: Displaying and maintaining inloopback 


interfaces 


Displaying and maintaining inloopback interfaces 


For more information about displaying and mainta ining inloopback interfaces, see the loopback, null, 


and inloopback interface configuration in HP 10500 Switch Series Layer 2 — LAN Switching 


Configuration Guide-R211x. 


Command reference 


New command: display interface [ inloopback [ 0 ] ] [ brief [ description ] ] 


For more information about this command, see the loopback, null, and inloopback interface commands 


in HP 10500 Switch Series Layer 2—LAN Switching Command Reference-R211x. 
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New feature: Bulk displaying and maintaining interfaces 


Bulk displaying and maintaining interfaces 


For more information about bulk displaying and mainta ining interfaces, see the bulk interface 


configuration in HP 10500 Switch Series Layer 2—LAN Switching Configuration Guide-R211x. 


Command reference 


New command: display interface range [ name name ] 


For more information about this command, see HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 


New feature: Specifying ignored VLANs on a Layer 2 


aggregate interface 


Specifying ignored VLANs on a Layer 2 aggregate interface 


For more information about specifying ignored VLANs on a Layer 2 aggregate interface, see the Ethernet 


link aggregation configuration in HP 10500 Switch Series Layer 2—LAN Switching Configuration 


Guide-R211x. 


Command reference 


New command: link-aggregation ignore vlan. 


For more information about this command, see the Ethernet link aggregation commands in  HP 10500 


Switch Series Layer 2—LAN Switching Command Reference-R211x. 


New feature: Configuring MAC authentication delay 


Configuring MAC authentication delay 


For more information about configuring MAC authentication delay, see the MAC authentication 


configuration in HP 10500 Switch Series Security Configuration Guide-R211x. 


Command reference 


New command: mac-authentication timer auth-delay  time . 


For more information about this command, see HP 10500 Switch Series Security Command 


Reference-R211x. 







47 


New feature: Enabling MAC move 


Enabling MAC move 


For more information about enabling MAC move, see the port security configuration in HP 10500 Switch 


Series Security Configuration Guide-R211x. 


Command reference 


New command: port-security mac-move permit. 


For more information about this command, see HP 10500 Switch Series Security Command 


Reference-R211x. 


New feature: Configuring the MAC address table in EVB 


S-channel aggregate interface view 


Configuring the MAC address table in EVB S-channel aggregate 


interface view 


The following MAC address related functions are available in EVB S-channel aggregate interface view: 


 Configuring static and dynamic MAC address entries.  


 Disabling MAC address learning on an interface. 


 Enabling MAC Information on an interface. 


For more information about configuring the MAC address table in EVB S-channel aggregate interface 


view, see the MAC address table configuration in HP 10500 Switch Series Layer 2—LAN Switching 


Configuration Guide-R211x. 


Command reference 


The S-channel aggregate interface view was added to the following commands:  


 mac-address ( interface view) 


 mac-address mac-learning enable  


 mac-address information enable (interface view) 


For more information about these commands, see HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 
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New feature: Deleting unicast MAC address entries based on 


the RBs through which packets leave the TRILL network 


Deleting unicast MAC address entries based on the RBs through which 


packets leave the TRILL network 


This release allows you to single out certain RBs through which the packets leave the TRILL network and 


delete the corresponding unicast MAC address entries.  


Command reference 


New commands: 


 undo mac-address nickname nickname 


 undo mac-address mac-address nickname nickname vlan vlan-id 


For more information about these commands, see HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 


New feature: Configuring the expected bandwidth for a VLAN 


interface 


Configuring the expected bandwidth for a VLAN interface 


For more information about configuring the expected bandwidth for a VLAN interface, see the VLAN 


configuration in HP 10500 Switch Series Layer 2—LAN Switching Configuration Guide-R211x. 


Command reference 


New command: bandwidth. 


For more information about this command, see the VLAN commands in HP 10500 Switch Series Layer 


2—LAN Switching Command Reference-R211x. 


New feature: Assigning an S-channel aggregate interface of 


EVB to a VLAN 


Assigning an S-channel aggregate interface of EVB to a VLAN 


For more information about assigning an S-channel aggregate interface of EVB to a VLAN, see the 


VLAN configuration in HP 10500 Switch Series Layer 2—LAN Switching Configuration Guide-R211x. 
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Command reference 


The S-channel aggregate interface view was added to the following commands:  


 port access vlan 


 port hybrid pvid 


 port hybrid vlan 


 port link-type  


 port trunk permit vlan 


 port trunk pvid 


For more information about these commands, see HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 


New feature: Private VLAN 


Configuring a private VLAN 


For more information about configuring a private VLAN, see the VLAN configuration in HP 10500 Switch 


Series Layer 2—LAN Switching Configuration Guide-R211x. 


Command reference 


For more information about the private VLAN configuration commands, see HP 10500 Switch Series 


Layer 2—LAN Switching Command Reference-R211x. 


New feature: Configuring the LLDP bridge mode 


Configuring the LLDP bridge mode 


For more information about configuring the LLDP bridge mode, see the LLDP configuration in HP 10500 


Switch Series Layer 2—LAN Switching Configuration Guide-R211x. 


Command reference 


New command: lldp mode. 


For more information about this command, see HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 







50 


New feature: Configuring the token bucket size for sending 


LLDPDUs 


Configuring the token bucket size for sending LLDPDUs 


For more information about configuring the token bucket size for sending LLDPDUs, see the LLDP 


configuration in HP 10500 Switch Series Layer 2—LAN Switching Configuration Guide-R211x. 


Command reference 


New command: lldp max-credit. 


For more information about this command, see in HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 


New feature: Setting the interval for fast LLDPDU transmission 


Setting the interval for fast LLDPDU transmission 


For more information about setting the interval for fast LLDPDU transmission, see the LLDP configuration 


in HP 10500 Switch Series Layer 2—LAN Switching Configuration Guide-R211x. 


Command reference 


New command: lldp timer fast-interval. 


For more information about this command, see HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 


New feature: Configuring LLDP in Layer 2 aggregate interface 


view 


Configuring LLDP in Layer 2 aggregate interface view 


For more information about configuring LLDP in Layer 2 aggregate interface view, see the LLDP 


configuration in HP 10500 Switch Series Layer 2—LAN Switching Configuration Guide-R211x. 


Command reference 


Layer 2 aggregate interface view was added to the following commands:  


 lldp admin-status 


 lldp check-change-interval 
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 lldp enable 


 lldp encapsulation snap 


 lldp management-address-format string 


 lldp notification remote-change enable  


 lldp tlv-enable  


For more information about these commands, see HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 


New feature: Configuring LLDP to support nearest customer 


bridge agents and nearest non-TPMR bridge agent 


Configuring LLDP to support nearest customer bridge agents and 


nearest non-TPMR bridge agent 


For more information about configuring LLDP to support nearest customer bridge agents and nearest 


non-TPMR bridge agent, see the LLDP configuration in HP 10500 Switch Series Layer 2—LAN Switching 


Configuration Guide-R211x. 


Command reference 


The agent { nearest-bridge | nearest-customer | nearest-nontpmr } parameter was added to the 


following commands: 


 display lldp neighbor-information 


 display lldp statistics 


 display lldp status 


 display lldp tlv-config 


The agent { nearest-customer | nearest-nontpmr } parameter was added to the following commands:  


 lldp admin-status 


 lldp check-change-interval 


 lldp encapsulation snap 


 lldp management-address-format string 


 lldp notification remote-change enable  


 lldp tlv-enable  


For more information about these commands, see HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 
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New feature: configuring DCBX 


Configuring DCBX 


For more information about configuring DCBX, see the LLDP configuration in  HP 10500 Switch Series 


Layer 2—LAN Switching Configuration Guide-R211x. 


Command reference 


Modified command: The dcbx argument was added to the lldp tlv-enable command. 


For more information about the command, see HP 10500 Switch Series Layer 2—LAN Switching 


Command Reference-R211x. 


New feature: Fast switching the root of a TRILL distribution tree 


Fast switching the root of a TRILL distribution tree 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 


Command reference 


None. 


New feature: TRILL extension port 


Configuring TRILL extension ports 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 


Command reference 


New command: switch-mode port-extender. 


For more information about this command, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 
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New feature: Configuring the system ID and nickname for an 


RB 


Configuring the system ID and nickname for an RB 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 


Command reference 


New commands: 


 system-id 


 nickname 


For more information about these commands, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 


New feature: Configuring a TRILL access port with the alone 


attribute 


Configuring a TRILL access port with the alone attribute 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 


Command reference 


Modified command: The alone key word was added to the trill link-type command. 


For more information about this command, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 


New feature: Configuring the link cost for a TRILL port 


Configuring the link cost for a TRILL port 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 


Command reference 


New commands: 


 auto-cost enable  


 trill cost  
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For more information about these commands, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 


New feature: Configuring the announcing VLANs and 


designated VLANs for exchanging TRILL frames 


Configuring the announcing VLANs and designated VLANs for 


exchanging TRILL frames 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 


Command reference 


New commands: 


 trill announcing-vlan 


 trill designated-vlan 


For more information about these commands, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 


New feature: Configuring the maximum length of an LSP 


originated by an RB 


Configuring the maximum length of an LSP originated by an RB 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 


Command reference 


New command: lsp-length originate. 


For more information about this command, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 


New feature: Configuring the maximum length of an LSP that 


can be received by an RB 


Configuring the maximum length of an LSP that can be received by an 


RB 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 
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Command reference 


New command: lsp-length receive. 


For more information about this command, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 


New feature: Setting the Overload bit of LSPs and setting the 


lifetime for the set Overload bit 


Setting the Overload bit of LSPs and setting the lifetime for the set 


Overload bit 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 


Command reference 


New command: set-overload. 


For more information about this command, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 


New feature: Setting the SPF calculation interval for TRILL 


Setting the SPF calculation interval for TRILL 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 


Command reference 


New command: timer spf. 


For more information about this command, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 


New feature: Configuring the maximum number of TRILL 


unicast equal-cost routes 


Configuring the maximum number of TRILL unicast equal-cost routes 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 
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Command reference 


New command: max-unicast-load-balancing. 


For more information about this command, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 


New feature: Support of TRILL distribution trees for multicast 


ECMP 


Configuring multicast ECMP 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 


Command reference 


New command: multicast-ecmp enable. 


For more information about this command, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 


New feature: Configure SNMP for TRILL 


Configuring SNMP for TRILL 


For more information about this feature, see HP 10500 Switch Series TRILL Configuration Guide-R211x. 


Command reference 


New commands: 


 snmp context-name 


 snmp-agent trap enable trill 


For more information about these commands, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 


New feature: Displaying the TRILL unicast routing table for the 


specified RB 


Displaying the TRILL unicast routing table for the specified RB 


This feature was introduced in this release. 
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Command reference 


Modified command: The nickname nickname option was added to the display trill unicast-route 


command. 


For more information about this command, see HP 10500 Switch Series TRILL Command 


Reference-R211x. 


New feature: Enabling ARP logging 


Enabling ARP logging 


For more information about enabling ARP logging, see the ARP configuration in HP 10500 Switch Series 


Layer 3—IP Services Configuration Guide-R211x. 


Command reference 


New command: arp check log enable. 


For more information about this command, see the ARP commands in HP 10500 Switch Series Layer 


3—IP Services Command Reference-R211x. 


New feature: Setting the maximum number of dynamic ARP 


entries for a device 


Setting the maximum number of dynamic ARP entries for a device 


For more information about setting the maximum number of dynamic ARP entries for a device, see the 


ARP configuration in HP 10500 Switch Series Layer 3— IP Services Configuration Guide-R211x. 


Command reference 


New command: arp max-learning-number. 


For more information about this command, see the ARP commands in HP 10500 Switch Series Layer 


3—IP Services Command Reference-R211x. 


New feature: Enabling IP conflict notification 


Enabling IP conflict notification 


For more information about enabling IP conflict notification, see the ARP configuration in HP 10500 


Switch Series Layer 3—IP Services Configuration Guide-R211x. 
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Command reference 


New command: arp ip-conflict log prompt. 


For more information about this command, see the ARP commands in HP 10500 Switch Series Layer 


3—IP Services Command Reference-R211x. 


New feature: Setting the DSCP value for DHCP packets sent by 


the DHCP server or the DHCP relay agent 


Setting the DSCP value for DHCP packets sent by the DHCP server or 


the DHCP relay agent 


For more information about setting the DSCP value for DHCP packets sent by the DHCP server or the 


DHCP relay agent, see the DHCP server configuration and the DHCP relay agent configuration in HP 


10500 Switch Series Layer 3—IP Services Configuration Guide-R211x. 


Command reference 


New command: dhcp dscp.  


For more information about the new command, see the DHCP commands in HP 10500 Switch Series 


Layer 3—IP Services Command Reference-R211x. 


New feature: Configuring the aging time for MAC address 


check entries on the DHCP relay agent 


Configuring the aging time for MAC address check entries on the 


DHCP relay agent 


For more information about configuring the aging time for MAC address check entries on the DHCP relay 


agent, see the DHCP relay agent configuration in HP 10500 Switch Series Layer 3—IP Services 


Configuration Guide-R211x. 


Command reference 


New command: dhcp relay check mac-address aging-time. 


For more information about the new command, see the DHCP commands in HP 10500 Switch Series 


Layer 3—IP Services Command Reference-R211x. 
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New feature: Displaying MAC address check entries on the 


DHCP relay agent 


Displaying MAC address check entries on the DHCP relay agent 


For more information about displaying MAC address check entries on the DHCP relay agent, see the 


DHCP relay agent configuration in HP 10500 Switch Series Layer 3—IP Services Configuration 


Guide-R211x. 


Command reference 


New command: display dhcp relay check mac-address. 


For more information about the new command, see the DHCP commands in HP 10500 Switch Series 


Layer 3—IP Services Command Reference-R211x. 


New feature: Setting the DSCP value for DHCP packets sent by 


the DHCP client 


Setting the DSCP value for DHCP packets sent by the DHCP client 


For more information about setting the DSCP value for DHCP packets sent by the DHCP client, see the 


DHCP client configuration in HP 10500 Switch Series Layer 3—IP Services Configuration Guide-R211x. 


Command reference 


New command: dhcp client dscp. 


For more information about the new command, see the DHCP commands in HP 10500 Switch Series 


Layer 3—IP Services Command Reference-R211x. 


New feature: Setting the maximum number of DHCP snooping 


entries that an interface can learn 


Setting the maximum number of DHCP snooping entries that an 


interface can learn 


For more information about setting the maximum number of DHCP snooping entries that an interface can 


learn, see the DHCP snooping configuration in HP 10500 Switch Series Layer 3— IP Services 


Configuration Guide-R211x. 
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Command reference 


New command: dhcp snooping max-learning-num. 


For more information about the new command, see the DHCP commands in HP 10500 Switch Series 


Layer 3—IP Services Command Reference-R211x. 


New feature: Setting the DSCP value for outgoing DNS packets 


Setting the DSCP value for outgoing DNS packets 


For more information about setting the DSCP value for outgoing DNS packets, see the DNS configuration 


in HP 10500 Switch Series Layer 3—IP Services Configuration Guide-R211x. 


Command reference 


New command: dns dscp. 


For more information about the new command, see the DNS commands in HP 10500 Switch Series Layer 


3—IP Services Command Reference-R211x. 


New feature: Setting the DSCP value for outgoing IPv6 DNS 


packets 


Setting the DSCP value for outgoing IPv6 DNS packets 


For more information about setting the DSCP value for outgoing IPv6 DNS packets, see the DNS 


configuration in HP 10500 Switch Series Layer 3—IP Services Configuration Guide-R211x. 


Command reference 


New command: ipv6 dns dscp. 


For more information about the new command, see the DNS commands in HP 10500 Switch Series Layer 


3—IP Services Command Reference-R211x. 


New feature: Setting the DSCP value for outgoing DDNS 


packets 


Setting the DSCP value for outgoing DDNS packets 


For more information about setting the DSCP value for outgoing DDNS packets, see the DDNS 


configuration in HP 10500 Switch Series Layer 3—IP Services Configuration Guide-R211x. 
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Command reference 


New command: ddns dscp. 


For more information about the new command, see the DDNS commands in HP 10500 Switch Series 


Layer 3—IP Services Command Reference-R211x. 


New feature: Configuring the rate limit for ICMP error 


messages 


Configuring the rate limit for ICMP error messages 


For more information about configuring the rate limit for ICMP error messages, see the IP performance 


optimization configuration in HP 10500 Switch Series Layer 3— IP Services Configuration Guide-R211x. 


Command reference 


New command: ip icmp error-interval. 


For more information about this command, see the IP performance optimization commands in HP 10500 


Switch Series Layer 3—IP Services Command Reference-R211x. 


New feature: Specifying the source address for outgoing ICMP 


packets 


Specifying the source address for outgoing ICMP packets 


For more information about specifying the source address for outgoing ICMP packets, see the IP 


performance optimization configuration in HP 10500 Switch Series Layer 3—IP Services Configuration 


Guide-R211x. 


Command reference 


New command: ip icmp source. 


For more information about this command, see the IP performance optimization commands in HP 10500 


Switch Series Layer 3—IP Services Command Reference-R211x. 


New feature: Configuring the temporary address function 


Configuring the temporary address function 


For more information about configuring the temporary address function, see the basic IPv6 settings in HP 


10500 Switch Series Layer 3—IP Services Configuration Guide-R211x. 
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Command reference 


New command: ipv6 temporary-address. 


For more information about this command, see the IPv6 basics commands in HP 10500 Switch Series 


Layer 3—IP Services Command Reference-R211x. 


New feature: Configuring the rate limit for outgoing ICMPv6 


error messages 


Configuring the rate limit for outgoing ICMPv6 error messages 


For more information about configuring the rate limit for outgoing ICMPv6 error messages, see the basic 


IPv6 settings in HP 10500 Switch Series Layer 3—IP Services Configuration Guide-R211x. 


Command reference 


New command: ipv6 icmpv6 error-interval. 


For more information about this command, see the IPv6 basics commands in HP 10500 Switch Series 


Layer 3—IP Services Command Reference-R211x. 


New feature: Specifying the source address for outgoing 


ICMPv6 packets 


Specifying the source address for outgoing ICMPv6 packets 


For more information about specifying the source address for outgoing ICMPv6 packets, see the basic 


IPv6 settings in HP 10500 Switch Series Layer 3—IP Services Configuration Guide-R211x. 


Command reference 


New command: ipv6 icmpv6 source. 


For more information about this command, see the IPv6 basics commands in HP 10500 Switch Series 


Layer 3—IP Services Command Reference-R211x. 


New feature: Configuring a customer-side port 


Configuring a customer-side port 


For more information about configuring a customer-side port, see the basic IPv6 settings in HP 10500 


Switch Series Layer 3—IP Services Configuration Guide-R211x. 
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Command reference 


New commands: 


 ipv6 nd mode uni 


 undo ipv6 nd mode  


For more information about these commands, see the IPv6 basics commands in HP 10500 Switch Series 


Layer 3—IP Services Command Reference-R211x. 


New feature: Setting the DSCP value for DHCPv6 packets sent 


by the DHCPv6 server and by the DHCPv6 relay agent 


Setting the DSCP value for DHCPv6 packets sent by the DHCPv6 server 


and by the DHCPv6 relay agent 


For more information about setting the DSCP value for DHCPv6 packets sent by the DHCPv6 server  and 


the DHCPv6 relay agent, see the DHCPv6 server configuration and the DHCPv6 relay agent 


configuration in HP 10500 Switch Series Layer 3—IP Services Configuration Guide-R211x. 


Command reference 


New command: ipv6 dhcp dscp. 


For more information about the new command, see the DHCPv6 commands in HP 10500 Switch Series 


Layer 3—IP Services Command Reference-R211x. 


New feature: Configuring DHCPv6 snooping 


Configuring DHCPv6 snooping 


For more information about configuring DHCPv6 snooping, see the DHCPv6 snooping configuration in 


HP 10500 Switch Series Layer 3— IP Services Configuration Guide-R211x. 


Command reference 


For more information about the DHCPv6 snooping configuration commands, see the DHCPv6 


commands in HP 10500 Switch Series Layer 3— IP Services Command Reference-R211x. 
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New feature: Specifying the MPLS TE tunnel mode 


Specifying the MPLS TE tunnel mode 


For more information about specifying the MPLS TE tunnel mode, see the tunneling configuration in HP 


10500 Switch Series Layer 3—IP Services Configuration Guide-R211x. 


Command reference 


The mpls-te keyword was added to the interface tunnel command. 


For more information about this command, see HP 10500 Switch Series Layer 3—IP  Services Command 


Reference-R211x. 


New feature: Assigning the security-audit user role to users 


Assigning the security-audit user role to users 


For more information about the security-audit user role assignment, see the RBAC configuration in HP 


10500 Switch Series Fundamentals Configuration Guide-R211x. 


Command reference 


You can specify the security-audit user role in the following command or option:  


 The user-role role-name command. 


 The user-role role-name option of the authorization-attribute command in local user view. 


For more information about these commands, see the device login commands in HP 10500 Switch Series 


Fundamentals Command Reference-R211x and the AAA commands in HP 10500 Switch Series Security 


Command Reference-R211x. 


New feature: Assigning the mdc-admin and mdc-operator user 


roles to users 


Assigning the mdc-admin and mdc-operator user roles to users 


For more information about the mdc-admin and mdc-operator user role assignment, see the RBAC 


configuration in HP 10500 Switch Series Fundamentals Configuration Guide-R211x. 


Command reference 


You can specify the mdc-admin or mdc-operator user role in the following command or option:  


 The user-role role-name command. 
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 The user-role role-name option of the authorization-attribute command in local user view. 


For more information about these commands, see the device login commands in HP 10500 Switch Series 


Fundamentals Command Reference-R211x and the AAA commands in HP 10500 Switch Series Security 


Command Reference-R211x. 


New feature: Specifying the source address for an IPv4 VRRP 


group 


Specifying the source address for an IPv4 VRRP group 


For more information about specifying the source address for an IPv4 VRRP group, see the VRRP 


configuration in HP 10500 Switch Series High Availability Configuration Guide-R211x. 


Command reference 


New command: vrrp vrid source -interface. 


For more information about the command, see the VRRP commands in HP 10500 Switch Series High 


Availability Command Reference-R211x. 


New feature: Configuring a DSCP value for VRRP packets 


Configuring a DSCP value for VRRP packets 


For more information about configuring a DSCP value for VRRP packets, see the VRRP configuration in HP 


10500 Switch Series High Availability Configuration Guide-R211x. 


Command reference 


New commands: 


 vrrp dscp 


 vrrp ipv6 dscp 


For more information about the command, see the VRRP commands in HP 10500 Switch Series High 


Availability Command Reference-R211x. 


New feature: Enabling SNMP notifications for VRRP globally 


Enabling SNMP notifications for VRRP globally 


For more information about enabling SNMP notifications for VRRP globally, see the VRRP configuration 


in HP 10500 Switch Series High Availability Configuration Guide-R211x. 
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Command reference 


New command: snmp-agent trap enable vrrp. 


For more information about the command, see the VRRP commands in HP 10500 Switch Series High 


Availability Command Reference-R211x. 


New feature: Creating a track entry and associating it with CFD 


Creating a track entry and associating it with CFD 


For more information about creating a track entry and associating it with CFD, see the Track 


configuration in HP 10500 Switch Series High Availability Configuration Guide-R211x. 


Command reference 


New command: track cfd. 


For more information about the command, see HP 10500 Switch Series High Availability Command 


Reference-R211x. 


New feature: RMON 


Configuring RMON 


For more information about configuring RMON, see the RMON configuration in HP 10500 Switch Series 


Network Management and Monitoring Configuration Guide-R211x. 


Command reference 


For more information about RMON commands, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Configuring the traffic class feature for ping ipv6 


Configuring the traffic class feature for ping ipv6 


For more information about configuring the traffic class feature for ping ipv6, see the system maintenance 


and debugging configuration in HP 10500 Switch Series Network Management and Monitoring 


Configuration Guide-R211x. 


Command reference 


The -tc traffic-class option is added to the ping ipv6 command. 
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For more information about this command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Configuring the ToS feature for tracert 


Configuring the ToS feature for tracert 


For more information about configuring the ToS feature for tracert, see the system maintenance and 


debugging configuration in HP 10500 Switch Series Network Management and Monitoring 


Configuration Guide-R211x. 


Command reference 


The -t tos option is added to the tracert command. 


For more information about this command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Configuring the traffic class feature for tracert 


ipv6 


Configuring the traffic class feature for tracert ipv6 


For more information about configuring the traffic class feature for tracert ipv6, see the system 


maintenance and debugging configuration in HP 10500 Switch Series Network Management and 


Monitoring Configuration Guide-R211x. 


Command reference 


The -tc traffic-class option is added to the tracert ipv6 command. 


For more information about this command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Configuring a DSCP value for NTP packets 


Configuring a DSCP value for NTP packets 


For more information about configuring a DSCP value for NTP packets, see the NTP configuration in HP 


10500 Switch Series Network Management and Monitoring Configuration Guide-R211x. 


Command reference 


New commands: 
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 ntp-server dscp 


 ntp-server ipv6 dscp 


For more information about the two commands, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Saving diagnostic logs to the diagnostic log file 


Saving diagnostic logs to the diagnostic log file 


For more information about saving diagnostic logs to the diagnostic log file, see the information center 


configuration in HP 10500 Switch Series Network Management and Monitoring Configuration 


Guide-R211x. 


Command reference 


New commands: 


 info-center diagnostic-logfile enable 


 info-center diagnostic-logfile frequency 


 info-center diagnostic-logfile quota 


 info-center diagnostic-logfile directory 


 diagnostic-logfile save  


For more information about these commands, see the information center commands in HP 10500 Switch 


Series Network Management and Monitoring Command Reference-R211x. 


New feature: Saving security logs into the security log file 


Saving security logs into the security log file 


For more information about saving security logs into the security log file, see the information center 


configuration in HP 10500 Switch Series Network Management and Monitoring Configuration 


Guide-R211x. 


Command reference 


New commands: 


 info-center security-logfile alarm-threshold 


 info-center security-logfile enable 


 info-center security-logfile frequency 


 info-center security-logfile size-quota 


 info-center security-logfile directory 
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 security-logfile save 


For more information about these commands, see the information center commands in HP 10500 Switch 


Series Network Management and Monitoring Command Reference-R211x. 


New feature: Setting the size of the trace log file 


Setting the size of the trace log file 


For more information about setting the size of the trace log file, see the information center configuration 


in HP 10500 Switch Series Network Management and Monitoring Configuration Guide-R211x. 


Command reference 


New command: info-center trace-logfile quota 


For more information about the command, see the information center commands in  HP 10500 Switch 


Series Network Management and Monitoring Command Reference-R211x. 


New feature: Configuring the format for logs output to a log 


host 


Configuring the format for logs output to a log host 


For more information about configuring the format for logs output to a log host, see the information center 


configuration in HP 10500 Switch Series Network Management and Monitoring Configuration 


Guide-R211x. 


Command reference 


New command: info-center format 


For more information about this command, see the information center commands in  HP 10500 Switch 


Series Network Management and Monitoring Command Reference-R211x. 


New feature: Configuring a process to generate or not 


generate core files for exceptions 


Configuring a process to generate or not generate core files for 


exceptions 


For more information about configuring a process to generate or not generate core files for exceptions, 


see the process monitoring and maintenance configuration in HP 10500 Switch Series Network 


Management and Monitoring Configuration Guide-R211x. 







70 


Command reference 


New commands: 


 display exception context 


 display exception filepath 


 exception filepath 


 process core  


 reset exception context 


For more information about these commands, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Configuring an SNMP context 


Configuring an SNMP context 


For more information about configuring an SNMP context, see the SNMP configuration in HP 10500 


Switch Series Network Management and Monitoring Configuration Guide-R211x. 


Command reference 


New commands: 


 display snmp-agent context 


 snmp-agent community-map 


 snmp-agent context 


For more information about these commands, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Displaying SNMP MIB node information 


Displaying SNMP MIB node information 


For more information about displaying SNMP MIB node information, see the SNMP configuration in HP 


10500 Switch Series Network Management and Monitoring Configuration Guide -R211x. 


Command reference 


New command: display snmp-agent mib-node 


For more information about the command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 
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New feature: Specifying the UDP port for receiving SNMP 


packets 


Specifying the UDP port for receiving SNMP packets 


For more information about specifying the UDP port for receiving SNMP packets, see the SNMP 


configuration in HP 10500 Switch Series Network Management and Monitoring Configuration 


Guide-R211x. 


Command reference 


New command: snmp-agent port 


For more information about the command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Enabling SNMP notification logging 


Enabling SNMP notification logging 


For more information about enabling SNMP notification logging, see the SNMP configuration in HP 


10500 Switch Series Network Management and Monitoring Configuration Guide-R211x. 


Command reference 


New command: snmp-agent trap log 


For more information about the command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Configuring NQA templates 


Configuring NQA templates 


For more information about configuring NQA templates, see the NQA configuration in HP 10500 Switch 


Series Network Management and Monitoring Configuration Guide-R211x. 


Command reference 


For more information about NQA template configuration commands, see the NQA commands in HP 


10500 Switch Series Network Management and Monitoring Command Reference-R211x. 
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New feature: Configuring the NQA server 


Configuring the NQA server 


For more information about configuring the NQA server, see the NQA configuration in HP 10500 Switch 


Series Network Management and Monitoring Configuration Guide-R211x. 


Command reference 


For more information about NQA server configuration commands, see the NQA commands in HP 


10500 Switch Series Network Management and Monitoring Command Reference-R211x. 


New feature: Configuring NQA operation types 


Configuring NQA operation types 


NQA provides the following types of operations:  


 DHCP 


 DNS 


 FTP 


 HTTP 


 UDP-jitter 


 SNMP 


 TCP 


 Voice 


 Path-jitter 


 DLSw 


For more information about configuring the NQA configuration types, see the NQA configuration in HP 


10500 Switch Series Network Management and Monitoring Configuration Guide -R211x. 


Command reference 


For more information about NQA operation type configuration commands, see the NQA commands in 


HP 10500 Switch Series Network Management and Monitoring Command Reference -R211x. 
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New feature: Applying an operation to a specific VPN 


Applying an operation to a specific VPN 


For more information about applying an operation to a specific VPN, see the NQA configuration in HP 


10500 Switch Series Network Management and Monitoring Configuration Guide -R211x. 


Command reference 


New command: vpn-instance. 


For more information about this command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Sending traps to the NMS under specific 


conditions 


Sending traps to the NMS under specific conditions 


For more information about sending traps to the NMS under specific cond itions, see the NQA 


configuration in HP 10500 Switch Series Network Management and Monitoring Configuration 


Guide-R211x. 


Command reference 


New command: reaction trap. 


For more information about this command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Configuring a reaction entry for monitoring 


packet round-trip time 


Configuring a reaction entry for monitoring packet round-trip time 


For more information about configuring a reaction entry for monitoring packet round-trip time, see the 


NQA configuration in HP 10500 Switch Series Network Management and Monitoring Configuration 


Guide-R211x. 


Command reference 


New command: reaction checked-element rtt. 
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For more information about this command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Configuring a reaction entry for monitoring 


packet loss in a UDP jitter or voice operation 


Configuring a reaction entry for monitoring packet loss in a UDP jitter 


or voice operation 


For more information about configuring a reaction entry for monitoring packet loss in a UDP jitter or voice 


operation, see the NQA configuration in HP 10500 Switch Series Network Management and 


Monitoring Configuration Guide-R211x. 


Command reference 


New command: reaction checked-element packet-loss. 


For more information about this command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Configuring a reaction entry for monitoring 


one-way jitter in an NQA operation 


Configuring a reaction entry for monitoring one-way jitter in an NQA 


operation 


For more information about configuring a reaction entry for monitoring one-way jitter in an NQA 


operation, see the NQA configuration in HP 10500 Switch Series Network Management and 


Monitoring Configuration Guide-R211x. 


Command reference 


New command: reaction checked-element { jitter-ds | jitter-sd }. 


For more information about this command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 
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New feature: Configuring a reaction entry for monitoring the 


one-way delay 


Configuring a reaction entry for monitoring the one-way delay 


For more information about configuring a reaction entry for monitoring the one-way delay, see the NQA 


configuration in HP 10500 Switch Series Network Management and Monitoring Configuration 


Guide-R211x. 


Command reference 


New command: reaction checked-element { owd-ds | owd-sd }. 


For more information about this command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Configuring a reaction entry for monitoring the 


ICPIF value in a voice operation 


Configuring a reaction entry for monitoring the ICPIF value in a voice 


operation 


For more information about configuring a reaction entry for monitoring the ICPIF value in a voice 


operation, see the NQA configuration in HP 10500 Switch Series Network Management and 


Monitoring Configuration Guide-R211x. 


Command reference 


New command: reaction checked-element icpif. 


For more information about this command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Configuring a reaction entry for monitoring the 


MOS value in a voice operation 


Configuring a reaction entry for monitoring the MOS value in a voice 


operation 


For more information about configuring a reaction entry for monitoring the MOS value in a voice 


operation, see the NQA configuration in HP 10500 Switch Series Network Management and 


Monitoring Configuration Guide-R211x. 
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Command reference 


New command: reaction checked-element mos. 


For more information about this command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Sending traps when the probe duration exceeds 


the threshold 


Sending traps when the probe duration exceeds the threshold 


For more information about sending traps when the probe duration exceeds the threshold, see the NQA 


configuration in HP 10500 Switch Series Network Management and Monitoring Configuration 


Guide-R211x. 


Command reference 


The trap-only keyword was added to the reaction checked-element probe-duration command. 


For more information about th is command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 


New feature: Sending traps when the probe fail exceeds the 


threshold 


Sending traps when the probe fail exceeds the threshold 


For more information about sending traps when the probe fail exceeds the threshold, see the NQA 


configuration in HP 10500 Switch Series Network Management and Monitoring Configuration 


Guide-R211x. 


Command reference 


The trap-only keyword was added to the reaction checked-element probe-fail command. 


For more information about th is command, see HP 10500 Switch Series Network Management and 


Monitoring Command Reference-R211x. 
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New feature: FCoE 


Configuring FCoE 


For more information about configuring FCoE, see HP 10500 Switch Series FCoE Configuration 


Guide-R211x. 


Command reference 


FCoE commands were added. For more information about the FCoE commands, see HP 10500 Switch 


Series FCoE Command Reference-R211x. 


New feature: EVB 


Configuring EVB 


For more information about configuring EVB, see HP 10500 Switch Series EVB Configuration 


Guide-R211x. 


Command reference 


For more information about the EVB configuration commands, see HP 10500 Switch Series EVB 


Command Reference-R211x. 


New feature: Displaying QoS policies by slot number and IRF 


member ID 


Displaying QoS policies by slot number and IRF member ID 


For more information about displaying QoS policies by slot number and IRF member ID, see the QoS 


configuration in HP 10500 Switch Series ACL and QoS Configuration Guide-R211x. 


Command reference 


Modified commands: The slot slot-number and chassis chassis-number slot slot-number options were 


added to the display traffic classifier, display traffic behavior, and display qos policy commands. 


For more information about these commands, see HP 10500 Switch Series ACL and QoS Command 


Reference-R211x. 
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New feature: Configuring a queue scheduling profile 


Configuring a queue scheduling profile 


For more information about configuring a queue scheduling profile, see the QoS configuration in HP 


10500 Switch Series ACL and QoS Configuration Guide-R211x. 


Command reference 


New commands: 


 bandwidth 


 display qos qmprofile interface  


 qos apply qmprofile 


 qos qmprofile  


 queue 


For more information about these commands, see HP 10500 Switch Series ACL and QoS Command 


Reference-R211x. 


New feature: Clearing queue-based outbound traffic statistics 


for an interface 


Clearing queue-based outbound traffic statistics for an interface 


For more information about clearing queue-based outbound traffic statistics for an interface, see the QoS 


configuration in HP 10500 Switch Series ACL and QoS Configuration Guide-R211x. 


Command reference 


New command: reset qos queue-statistics interface outbound. 


For more information about this command, see HP 10500 Switch Series ACL and QoS Command 


Reference-R211x. 


New feature: Configuring queuing on a Layer 3 Ethernet 


interface 


Configuring queuing on a Layer 3 Ethernet interface 


For more information about configuring queuing on a Layer 3 Ethernet interface, see the QoS 


configuration in HP 10500 Switch Series ACL and QoS Configuration Guide-R211x. 







79 


Command reference 


Layer 3 Ethernet interface view was added to the following commands: 


 qos bandwidth queue  


 qos sp 


 qos wfq 


 qos wfq { byte-count | weight } 


 qos wfq group sp 


 qos wrr 


 qos wrr { byte-count | weight } 


 qos wrr group sp 


For more information about these commands, see HP 10500 Switch Series ACL and QoS Command 


Reference-R211x. 


Modified feature: Displaying brief information about interfaces 


only in down state 


Feature change description 


The down keyword is added to the display interface brief command. The down keyword displays 


information about interfaces (including Ethernet interfaces, loopback interfaces, aggregate interfaces, 


and tunnel interfaces) in down state and the reasons. 


Command changes 


Modified command: display interface brief 


Old syntax 


display interface [ interface-type [ interface-number ] ] brief [ description ] 


New syntax 


display interface [ interface-type ] [ brief [ down ] ] 


display interface [ interface- type [ interface-number ] ] [ brief [ description ] ] 


Views 


Any view 


Change description 


Before modification: The command displays brief information about the specified interfaces in all states. 


After modification: The newly added down keyword d isplays brief information about the specified 


interfaces only in down state. 
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Modified feature: Configuring the speed for an Ethernet 


interface 


Feature change description 


The 100000 keyword was added to the command line to forcibly set the speed of a 100 -GE CFP 


interface to 100000 Mbps. 


Command changes 


Modified command: display interface brief 


Old syntax 


speed { 10 | 100 | 1000 | 10000 | 40000 | auto } 


New syntax 


speed { 10 | 100 | 1000 | 10000 | 40000 | 100000 | auto } 


Views 


Ethernet interface view 


Change description 


The 100000 keyword was added to the command line. 


Modified feature: Configuring storm suppression 


Feature change description 


The value ranges for the ratio, max-pps, and max-kbp arguments were changed. 


Command changes 


Modified command: broadcast-suppression 


Syntax 


broadcast-suppression { ratio | pps max-pps | kbps max-kbps } 


Views 


Layer 2 Ethernet interface view 


Change description 


Before modification: 


 The value range for the ratio argument is 1 to 100. 


 The value range for the max-pps argument is 1 to 1.4881 × the maximum interface rate. 
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 The value range for the max-kbps argument is 1 to the maximum interface rate. 


After modification: 


 The value range for the ratio argument is 0 to 100. 


 The value range for the max-pps argument is 0 to 1.4881 × the maximum interface rate. 


 The value range for the max-kbps argument is 0 to the maximum interface rate. 


Modified command: multicast-suppression 


Syntax 


multicast-suppression { ratio | pps max-pps | kbps max-kbps } 


Views 


Layer 2 Ethernet interface view 


Change description 


Before modification: 


 The value range for the ratio argument is 1 to 100. 


 The value range for the max-pps argument is 1 to 1.4881 × the maximum interface rate. 


 The value range for the max-kbps argument is 1 to the maximum interface rate. 


After modification: 


 The value range for the ratio argument is 0 to 100. 


 The value range for the max-pps argument is 0 to 1.4881 × the maximum interface rate. 


 The value range for the max-kbps argument is 0 to the maximum interface rate. 


Modified command: unicast-suppression 


Syntax 


unicast-suppression { ratio | pps max-pps | kbps max-kbps } 


Views 


Layer 2 Ethernet interface view 


Change description 


Before modification: 


 The value range for the ratio argument is 1 to 100. 


 The value range for the max-pps argument is 1 to 1.4881 × the maximum interface rate. 


 The value range for the max-kbps argument is 1 to the maximum interface rate. 


After modification: 


 The value range for the ratio argument is 0 to 100. 


 The value range for the max-pps argument is 0 to 1.4881 × the maximum interface rate. 







82 


 The value range for the max-kbps argument is 0 to the maximum interface rate. 


Modified feature: Setting the minimum and maximum numbers 


of Selected ports for an aggregation group 


Feature change description 


The value ranges of the maximum and minimum number of Selected ports in an aggregation group were 


changed. 


Command changes 


Modified command: link-aggregation selected-port maximum 


Syntax 


link-aggregation selected-port maximum number 


Views 


Layer 2 aggregate interface view 


Change description 


Before modification: The value range for the number argument is 1 to 16. 


After modification: The value range for the number argument is 1 to 32. 


Modified command: link-aggregation selected-port minimum 


Syntax 


link-aggregation selected-port minimum number 


Views 


Layer 2 aggregate interface view 


Change description 


Before modification: The value range for the number argument is 1 to 16. 


After modification: The value range for the number argument is 1 to 32. 


Modified feature: Configuring the edge port role and the root 


guard function 


Feature change description 


This release allows edge port configuration and root guard configuration to coexist on a port.  
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Command changes 


Modified command: stp edged-port 


Syntax 


stp edged-port  


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Change description 


Before modification: Edge port configuration and root guard configuration cannot coexist on a port.  


After modification: Edge port configuration and root guard configuration can coexist on a port. 


Modified command: stp root-protection 


Syntax 


stp root-protection 


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Change description 


Before modification: Edge port configuration and root guard configuration cannot coexist on a port.  


After modification: Edge port configuration and root guard configuration can coexist on a port. 


Modified feature: Configuring the description for a VLAN 


Feature change description 


The length of a VLAN description was changed. 


Command changes 


Modified command: description 


Syntax 


description 


Views 


VLAN view 


Change description 


Before modification: A VLAN description is a string of 1 to 32 characters.  


After modification: A VLAN description is a string of 1 to 255 characters.  
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Modified feature: Configuring the number of LLDPDUs for fast 


LLDPDU transmission 


Feature change description 


 The default number of LLDPDUs for fast LLDPDU transmission was changed to four. 


 The value range for the number of LLDPDUs for fast LLDPDU transmission was changed to 1 to 8. 


Command changes 


Modified command: lldp fast-count 


Syntax 


lldp fast-count count 


Views 


System view 


Change description 


Before modification: 


 The default number of LLDPDUs for fast LLDPDU transmission is three. 


 The value range for the count argument is 1 to 10. 


After modification: 


 The default number of LLDPDUs for fast LLDPDU transmission is four. 


 The value range for the count argument is 1 to 8. 


Modified feature: Configuring the LLDP operating mode for 


nearest non-TPMR bridge agents 


Feature change description 


Four interface views and three operating modes were added for nearest non-TPMR bridge agents. 


Command changes 


Modified command: lldp agent nearest-nontpmr admin-status 


Old syntax 


lldp agent nearest-nontpmr admin-status txrx 


New syntax 


lldp agent nearest-nontpmr admin-status { disable | rx | tx | txrx } 
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Old views 


Layer 2 aggregate interface view 


New views 


Layer 2 aggregate interface view, Layer 3 aggregate interface view, Layer 2 Ethernet interface view  


Change description 


Before modification: Only the txrx mode can be configured in Layer 2 Ethernet interface view. A port 


operating in txrx mode can send and receive LLDPDUs. 


After modification: The disable, rx, tx, or txrx mode can be configured in Layer 2 aggregate interface 


view, Layer 2 Ethernet interface view, and Layer 3 Ethernet interface view. A port operating in disable 


mode cannot send or receive LLDPDUs. A port operating in rx mode can only receive LLDPDUs. A port 


operating in tx mode can only send LLDPDUs.  


Modified feature: Configuring transmission intervals for LLDP 


Trap and LLDP-MED Trap packets 


Feature change description 


The default transmission intervals for LLDP Trap and LLDP-MED Trap packets were changed to 30 


seconds. 


Command changes 


Modified command: lldp timer notification-interval 


Syntax 


lldp timer notification-interval interval 


Views 


System view 


Change description 


Before modification: The default transmission intervals for LLDP Trap and LLDP-MED Trap packets are 5 


seconds. 


After modification: The default transmission intervals for LLDP Trap and LLDP-MED Trap packets are 30 


seconds. 


Modified feature: Configuring service loopback group 


Feature change description 


The maximum number of member ports in a service loopback group was changed. 
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Command changes 


Modified command: port service-loopback group 


Syntax 


port service-loopback group number 


Views 


Layer 2 Ethernet interface view 


Change description 


Before modification: You can assign up to 16 ports to a service loopback group. 


After modification: You can assign up to 32 ports to a service loopback group. 


Modified feature: Configuring the maximum number of ECMP 


routes 


Feature change description 


The default maximum number of ECMP routes was changed to 16.  


Modified feature: Configuring the OSPF LSA generation 


interval 


Feature change description 


The default maximum interval is 5 seconds. The default minimum interval was changed from 0 


milliseconds to 50 milliseconds. The default incremental interval was changed from 0 milliseconds to 


200 milliseconds. 


Modified feature: Configuring multi-hop BFD and single-hop 


BFD for BGP 


Feature change description 


Multi-hop BFD and single-hop BFD can be configured for BGP.  


Command changes 


The multi-hop and single-hop keywords were added to the peer bfd command. 
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Modified feature: Configuring BGP 


Feature change description 


The commands for creating the BGP IPv4/IPv6 unicast address family or BGP-VPN IPv4/IPv6 unicast 


address family and enter its view changed. 


Command changes 


Modified command: ipv4-family 


Old syntax 


ipv4-family [ unicast ] 


New syntax 


address-family ipv4  


Views 


System view 


Change description 


Before modification: The ipv4-family command creates the BGP IPv4 unicast address family or BGP-VPN 


IPv4 unicast address family and enter its view.  


After modification: The address-family ipv4 command creates the BGP IPv4 unicast address family or 


BGP-VPN IPv4 unicast address family and enter its view. 


Modified command: ipv6-family 


Old syntax 


ipv6-family [ unicast ] 


New syntax 


address-family ipv6 


Views 


System view 


Change description 


Before modification: The ipv6-family command creates the BGP IPv6 unicast address family or BGP-VPN 


IPv6 unicast address family and enter its view.  


After modification: The address-family ipv6 command creates the BGP IPv6 unicast address family or 


BGP-VPN IPv6 unicast address family and enter its view. 
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Modified feature: Displaying RIPng 


Feature change description 


New parameters were added to the display ripng database and display ripng route commands. 


Command changes 


Modified command: display ripng database 


Old syntax 


display ripng process-id database  


New syntax 


display ripng process-id database [ ipv6-address prefix-length ] 


Views 


Any view 


Parameters 


process-id: Specifies a RIPng process by its ID in the range of 1 to 65535.  


ipv6-address prefix-length: Specifies an IPv6 address. The ipv6-address argument specifies an IPv6 


address. The prefix-length argument specifies a prefix length in the range of 0 to 128. 


Change description 


Before modification: The command does not support displaying active routes for the specified IPv6 


address. 


After modification: The command supports d isplaying active routes for the specified IPv6 address.  


Modified command: display ripng route 


Old syntax 


display ripng process-id route 


New syntax 


display ripng process-id route [ ipv6-address prefix-length [ verbose ] | peer ipv6-address | statistics ] 


Views 


Any view 


Parameters 


process-id: Specifies a RIPng process by its ID in the range of 1 to 65535.  


ipv6-address prefix-length: Specifies an IPv6 address. The ipv6-address argument specifies an IPv6 


address. The prefix-length argument specifies a prefix length in the range of 0 to 128. 
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verbose: Displays all routing information for the specified destination IPv6 address. Without this keyword, 


the command displays only optimal RIPng routes with the specified destination IPv6 address. 


peer ipv6-address: Specifies a neighbor by its IPv6 address.  


statistics: Displays routing information statistics, including total number of routes and the number of 


routes learned from each neighbor.  


Change description 


Before modification: The command does not support displaying routing information for the specified IPv6 


address and learned from the specified neighbor, and does not support d isplaying route statistics. 


After modification: The command supports d isplaying routing information for the specified IPv6 address 


and learned from the specified neighbor and route statistics, and supports displaying route statistics. 


Modified feature: Displaying OSPFv3 


Feature change description 


The syntax of the display ospfv3 and display ospfv3 graceful-restart commands was changed. New 


parameters were added to the display ospfv3 lsdb and display ospfv3 statistics commands. 


Command changes 


Modified command: display ospfv3 


Old syntax 


display ospfv3 [ process-id ] brief 


New syntax 


display ospfv3 [ process-id ] [ verbose ] 


Views 


Any view 


Change description 


Before modification: The command displays only brief OSPFv3 process information. 


After modification: With the verbose keyword, the command displays detailed OSPFv3 process 


information. Without the verbose keyword, the command displays brief OSPFv3 process information. 


Modified command: display ospfv3 graceful-restart 


Old syntax 


display ospfv3 [ process-id ] graceful-restart status 


New syntax 


display ospfv3 [ process-id ] graceful-restart  
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Views 


Any view 


Change description 


The command syntax was changed. 


Modified command: display ospfv3 lsdb 


Old syntax 


display ospfv3 [ process-id ] lsdb [ { external | grace | inter-prefix | inter-router | intra-prefix | link | 


network | router | unknown [ type ] } [ link-state-id ] [ originate-router router-id | self-originate ] | 


statistics | total ] 


New syntax 


display ospfv3 [ process-id ] lsdb [ { external | grace | inter-prefix | inter-router | intra-prefix | link | 


network | router | unknown [ type ] } [ link-state-id ] [ originate-router router-id | self-originate ] | 


statistics | total | verbose ] 


Views 


Any view 


Change description 


Before modification: The command does not support the verbose keyword. 


After modification: With the verbose keyword, the command displays detailed OSPFv3 LSDB 


information. Without the verbose keyword, the command displays brief OSPFv3 LSDB information. 


Modified command: display ospfv3 statistics 


Old syntax 


display ospfv3 [ process-id ] statistics 


New syntax 


display ospfv3 [ process-id ] statistics [ error ] 


Views 


Any view 


Change description 


Before modification: The command does not support the error keyword. 


After modification: With the error keyword, the command displays error statistics. Without the error 


keyword, the command displays OSPFv3 packet, LSA, and route statistics.  
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Modified feature: Displaying information about Layer 2 


multicast forwarding table 


Feature change description 


 The command for d isplaying information about IP  forwarding table of Layer 2 multicast was 


changed. 


 The command for displaying information about MAC forwarding table of Layer 2 multicast was 


changed. 


Command changes 


Modified command: display l2-multicast ip forwarding 


Old syntax 


In standalone mode: 


display l2-multicast forwarding-table  [ group group-address | source source-address ] * [ vlan vlan-id ] 


[ slot slot-number ] 


In IRF mode: 


display l2-multicast forwarding-table  [ group group-address | source source-address ] * [ vlan vlan-id ] 


[ chassis chassis-number slot slot-number ] 


New syntax 


In standalone mode: 


display l2-multicast ip forwarding [ group group-address | source source-address ] * [ vlan vlan-id ] 


[ slot slot-number ] 


In IRF mode: 


display l2-multicast ip forwarding [ group group-address | source source-address ] * [ vlan vlan-id ] 


[ chassis chassis-number slot slot-number ] 


Views 


Any view 


Change description 


The display l2-multicast forwarding-table command was changed to display l2-multicast ip forwarding. 


Modified command: display l2-multicast mac forwarding 


Old syntax 


In standalone mode: 


display l2-multicast mac-forwarding-table [ mac-address ] [ vlan vlan-id ] [ slot slot-number ] 
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In IRF mode: 


display l2-multicast mac-forwarding-table [ mac-address ] [ vlan vlan-id ] [ chassis chassis-number slot  


slot-number ] 


New syntax 


In standalone mode: 


display l2-multicast mac forwarding [ mac-address ] [ vlan vlan-id ] [ slot slot-number ] 


In IRF mode: 


display l2-multicast mac forwarding [ mac-address ] [ vlan vlan-id  ] [ chassis chassis-number slot 


slot-number ] 


Views 


Any view 


Change description 


The display l2-multicast mac-forwarding-table command was changed to display l2-multicast mac 


forwarding. 


Modified feature: Displaying information about IPv6 Layer 2 


multicast forwarding table 


Feature change description 


 The command for displaying IP forwarding table of IPv6 Layer 2 multicast was changed. 


 The command for displaying MAC forwarding table of IPv6 Layer 2 multicast was changed. 


Command changes 


Modified command: display ipv6 l2-multicast ip forwarding 


Old syntax 


In standalone mode: 


display ipv6 l2-multicast forwarding-table [ group group-address | source source-address ] * [ vlan 


vlan-id ] [ slot slot-number ] 


In IRF mode: 


display ipv6 l2-multicast forwarding-table [ group group-address | source source-address ] * [ vlan 


vlan-id ] [ chassis chassis-number slot slot-number ] 


New syntax 


In standalone mode: 
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display ipv6 l2-multicast ip forwarding [ group group-address | source source-address ] * [ vlan vlan-id ]  


[ slot slot-number ] 


In IRF mode: 


display ipv6 l2-multicast ip forwarding [ group group-address | source source-address ] * [ vlan vlan-id ]  


[ chassis chassis-number slot slot-number ] 


Views 


Any view 


Change description 


The display ipv6 l2-multicast forwarding-table command was changed to display ipv6 l2-multicast ip 


forwarding. 


Modified command: display ipv6 l2-multicast mac forwarding 


Old syntax 


In standalone mode: 


display ipv6 l2-multicast mac-forwarding-table [ mac-address ] [ vlan vlan-id ] [ slot slot-number ] 


In IRF mode: 


display ipv6 l2-multicast mac-forwarding-table  [ mac-address ] [ vlan vlan-id ] [ chassis chassis-number 


slot slot-number ] 


New syntax 


In standalone mode: 


display ipv6 l2-multicast mac forwarding [ mac-address ] [ vlan vlan-id ] [ slot slot-number ] 


In IRF mode: 


display ipv6 l2-multicast mac forwarding [ mac-address ] [ vlan vlan-id ] [ chassis chassis-number slot 


slot-number ] 


Views 


Any view 


Change description 


The display ipv6 l2-multicast mac-forwarding-table command was changed to display ipv6 l2-multicast 


mac forwarding. 


Modified feature: Enabling multicast routing and forwarding 


Feature change description 


 The command for enabling IP multicast routing was changed. The new command supports to enter 


MRIB view. 
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 The command for configuring the device to select the RPF route based on the longest prefix match 


principle was changed. 


 The command for configuring load splitting of multicast traffic was changed. 


Command changes 


Modified command: multicast routing 


Old syntax 


multicast routing-enable 


undo multicast routing-enable 


New syntax 


multicast routing 


undo multicast routing 


Views 


System view 


Change description 


 The multicast routing-enable command was changed to multicast routing. 


 The old command enables IP multicast routing. The new command enables IP multicast routing and 


enters MRIB view. 


Modified command: longest-match (MRIB view) 


Old syntax 


multicast longest-match 


undo multicast longest-match 


Old views 


System view 


New syntax 


longest -match 


undo longest -match 


New views 


MRIB view 


Change description 


 The multicast longest-match command was changed to longest-match. 


 The old command is executed in system view. The new command is executed in MRIB view.  
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Modified command: load-splitting (MRIB view) 


Old syntax 


multicast load-splitting { source | source-group } 


undo multicast load-splitting 


Old views 


System view 


New syntax 


load-splitting { source | source-group } 


undo load-splitting 


New views 


MRIB views 


Change description 


 The multicast load-splitting command was changed to load-splitting. 


 The old command is executed in system view. The new command is executed in MRIB view.  


Modified feature: Enabling IPv6 multicast routing and 


forwarding 


Feature change description 


 The command for enabling IPv6 multicast routing was changed. The new command supports to 


enter IPv6 MRIB view. 


 The command for configuring the device to select the RPF route based on the longest prefix match 


principle was changed. 


 The command for configuring load splitting of IPv6 multicast traffic was changed. 


Command changes 


Modified command: ipv6 multicast routing 


Old syntax 


ipv6 multicast routing-enable  


undo ipv6 multicast routing-enable  


New syntax 


ipv6 multicast routing 


undo ipv6 multicast routing 
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Views 


System view 


Change description 


 The ipv6 multicast routing-enable command was changed to ipv6 multicast routing. 


 The old command enables IPv6 multicast routing. The new command enables IPv6 multicast routing 


and enters IPv6 MRIB view. 


Modified command: longest-match (IPv6 MRIB view) 


Old syntax 


ipv6 multicast longest-match 


undo ipv6 multicast longest -match 


Old views 


System view 


New syntax 


longest -match 


undo longest -match 


New views 


IPv6 MRIB view 


Change description 


 The ipv6 multicast longest -match command was changed to longest-match. 


 The old command is executed in system view. The new command is executed in IPv6 MRIB view. 


Modified command: load-splitting (IPv6 MRIB view) 


Old syntax 


ipv6 multicast load-splitting { source | source-group } 


undo ipv6 multicast load-splitting 


Old views 


System view 


New syntax 


load-splitting { source | source-group } 


undo load-splitting 


New views 


IPv6 MRIB view 


Change description 


 The ipv6 multicast load-splitting command was changed to load-splitting. 







97 


 The old command is executed in system view. The new command is executed in IPv6 MRIB view.  


Modified feature: Setting the maximum number of concurrent 


802.1X users on a port 


Feature change description 


The value range was changed to 1 to 1024 for setting the maximum number of concurrent 802.1X users 


on a port. 


Command changes 


Modified command: dot1x max-user 


Syntax 


dot1x max-user user-number 


undo dot1x max-user 


Views 


Layer 2 Ethernet interface view 


Change description 


Before modification: The value range for the user-number argument is 1 to 256. 


After modification: The value range for the user-number argument is 1 to 1024. 


Modified feature: Setting the maximum number of concurrent 


MAC authentication users on a port 


Feature change description 


The value range was changed to 1 to 1024 for setting the maximum number of concurrent MAC 


authentication users on a port. 


Command changes 


Modified command: mac-authentication max-user 


Syntax 


mac-authentication max-user user-number 


undo mac-authentication max-user 
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Views 


Layer 2 Ethernet interface view 


Change description 


Before modification: The value range for the user-number argument is 1 to 256. 


After modification: The value range for the user-number argument is 1 to 1024. 


Modified feature: Enabling strict mode for ARP active 


acknowledgement 


Feature change description 


You can enable strict mode for APR active acknowledgement. In strict mode, a gateway can learn an 


entry only when ARP active acknowledgement is based on the correct ARP resolution.  


Command changes 


Modified command: arp active-ack enable 


Old syntax 


arp active -ack enable  


undo arp active -ack enable  


New syntax 


arp active -ack [ strict ] enable 


undo arp active -ack [ strict ] enable  


Views 


System view 


Change description 


After modification, the strict keyword was added to the arp active-ack enable command and the undo 


arp active -ack enable command. 


Modified feature: Setting the FTP transfer mode 


Feature change description 


In versions prior to Release 1005P01, the default FTP file transfer mode is ASCII. In Release 1005P01 


and later versions, the default FTP file transfer mode is binary, which is als o called "flow mode". 







99 


Command changes 


Modified command: ascii 


Syntax 


ascii 


Views 


FTP client view 


Change description 


Before modification: The default FTP file transfer mode is ASCII. 


After modification: The default FTP file transfer mode is binary, which is also called "flow mode". 


Modified command: binary 


Syntax 


binary 


Views 


FTP client view 


Change description 


Before modification: The default FTP file transfer mode is ASCII. 


After modification: The default FTP file transfer mode is binary, which is also called "flow mode". 


Modified feature: Value range for the system name 


Feature change description 


The value range for the system name was changed. 


Command changes 


sysname 


Syntax 


sysname sysname  


Views 


System view 


Change description 


Before modification: The sysname argument is a string of 1 to 30 characters.  


After modification: The sysname argument is a string of 1 to 64 characters.  
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Modified feature: Value range for the VTY user line 


Feature change description 


The value range for the VTY user line was changed, so the absolute number for the user line also 


changed. 


Command changes 


Modified command: display user-interface 


Syntax 


display user-interface [ number1 | { aux | vty } number2 ] [ summary ] 


Views 


System view 


Change description 


Before modification: The value range for number1 is 0 to 17 in standalone mode and 0 to 23 in IRF mode. 


For the VTY user line, the value range for number2 is 0 to 15, in standalone mode or IRF mode. 


After modification: The value range for number1 is 0 to 65 in standalone mode and 0 to 71 in IRF mode. 


For the VTY user line, the value range for number2 is 0 to 63, in standalone mode or IRF mode. 


Modified command: free user-interface 


Syntax 


free user-interface { number1 | { aux | vty } number2 } 


Views 


System view 


Change description 


Before modification: The value range for number1 is 0 to 17 in standalone mode and 0 to 23 in IRF mode. 


For the VTY user line, the value range for number2 is 0 to 15, in standalone mode or IRF mode.  


After modification: The value range for number1 is 0 to 65 in standalone mode and 0 to 71 in IRF mode. 


For the VTY user line, the value range for number2 is 0 to 63, in standalone mode or IRF mode. 


Modified command: send 


Syntax 


send { all | number1 | { aux | vty } number2 } 


Views 


System view 







101 


Change description 


Before modification: The value range for number1 is 0 to 17 in standalone mode and 0 to 23 in IRF mode. 


For the VTY user line, the value range for number2 is 0 to 15, in standalone mode or IRF mode.  


After modification: The value range for number1 is 0 to 65 in standalone mode and 0 to 71 in IRF mode. 


For the VTY user line, the value range for number2 is 0 to 63, in standalone mode or IRF mode. 


Modified command: user-interface 


Syntax 


user-interface { first-number1 [ last-number1 ] | { aux | vty } first-number2 [ last-number2 ] } 


Views 


System view 


Change description 


Before modification: The value range for number1 is 0 to 17 in standalone mode and 0 to 23 in IRF mode. 


For the VTY user line, the value range for number2 is 0 to 15, in standalone mode or IRF mode.  


After modification: The value range for number1 is 0 to 65 in standalone mode and 0 to 71 in IRF mode. 


For the VTY user line, the value range for number2 is 0 to 63, in standalone mode or IRF mode. 


Modified feature: Setting the LPU load sharing mode 


Feature change description 


The syntax of the command was changed. 


Command changes 


Modified command: fabric load-sharing mode 


Old syntax 


load-sharing mode  


New syntax 


fabric load-sharing mode  


Views 


System view 


Change description 


The keyword fabric was added. 
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Modified feature: Specifying the URL for a DHCP snooping 


database file on a remote device 


Feature change description 


You can specify the URL for a DHCP database file on a remote device. 


Command changes 


Modified command: dhcp snooping binding database filename 


Old syntax 


dhcp snooping binding database filename filename  


New syntax 


dhcp snooping binding database filename { filename | url url [ username username [ password { cipher 


| simple } key ] ] } 


Views 


System view 


Change description 


Before modification: Only a local file can be specified as a DHCP database file to save DHCP snooping 


entries. 


After modification: The url url option is added to specify a file on a remote device as a DHCP database 


file. 


Modified feature: Specifying the username and password 


separately for DDNS update requests 


Feature change description 


The configuration of username and password to be included in the URL address for DDNS update request 


changes. After modification, the url command does not support including the username and password 


settings. You must use the username and password commands. 


Command changes 


New command: password 


Use password to specify the password to be included in the URL address for DDNS update requests.  


Use undo password to remove the password. 
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Syntax 


password { cipher | simple } password  


undo password 


Default 


No password is specified for the URL address. 


Views 


DDNS policy view 


Predefined user roles 


network-admin 


Parameters 


cipher: Sets a ciphertext password. 


simple: Sets a plaintext password. 


password: Specifies a case-sensitive password string. If simple  is specified, it must be a string of  1 to 32 


characters. If cipher is specified, it must be a string of 1 to 73 characters.  


Usage guidelines 


For security purposes, all passwords, including passwords configured in plain text, are saved in 


ciphertext. 


Examples 


# Specify the login password as nevets to be included in the URL address for update requests of DDNS 


policy steven_policy. 


<Sysname> system-view 


[Sysname] ddns policy steven_policy 


[Sysname-ddns-policy-steven_policy] password simple nevets 


New command: username 


Use username to specify the username to be included in the URL address for DDNS update requests.  


Use undo username to remove the username. 


Syntax 


username username 


undo username  


Default 


No username is specified for the URL address. 


Views 


DDNS policy view 


Predefined user roles 


network-admin 
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Parameters 


username: Specifies the username, a string of 1 to 32 characters.  


Examples 


# Specify the username as steven to be included in the URL address for update requests of DDNS 


policysteven_policy. 


<Sysname> system-view 


[Sysname] ddns policy steven_policy 


[Sysname-ddns-policy-steven_policy] username steven 


Modified command: url 


Syntax 


url request-url 


Views 


DDNS policy view 


Change description 


Before modification: The username and password is included in the request-url string. 


After modification: The request-url string does not support including the username and password settings. 


You must use the username and password commands to set the username and password. 


Modified feature: Configuring the bandwidth for an interface 


Feature change description 


Command syntax was changed. 


Command changes 


Modified command: bandwidth 


Old syntax 


tunnel bandwidth 


New syntax 


bandwidth 


Views 


Tunnel interface view 
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Modified feature: Creating a tunnel interface 


Feature change description 


The value range for a tunnel interface number was changed. 


Command changes 


Modified command: interface tunnel 


Syntax 


interface tunnel number [ mode { gre [ ipv6 ] | ipv4-ipv4 | ipv6 | ipv6-ipv4 [ 6to4 | isatap ] | mpls-te } ] 


Views 


System view 


Change description 


Before modification: The value range for number is 0 to 126. 


After modification: The value range for number is 0 to 511. 


Modified feature: Displaying Ethernet OAM configuration 


Feature change description 


If you do not specify the interface interface-type interface-number option, the display oam configuration 


command displays Ethernet OAM configuration globally and on ports that do not use the default 


configuration. 


Command changes 


Modified command: display oam configuration 


Syntax 


display oam configuration [ interface interface-type interface-number ] 


Views 


Any view 


Change description 


Before modification: Without the interface interface- type interface-number option, the command 


displays Ethernet OAM configuration globally and on all ports. 


After modification: Without the interface interface-type interface-number option, the command displays 


Ethernet OAM configuration globally and on ports that do not use the default configuration. 
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New feature: Configuring the minimum interval for receiving 


BFD echo packets 


Configuring the minimum interval for receiving BFD echo packets 


The default minimum interval for receiving echo packets was changed to 400 milliseconds.  


Command reference 


Modified command: bfd min-echo-receive-interval 


Syntax 


bfd min-echo-receive-interval value  


Views 


Interface view 


Change description 


Before modification: The default minimum interval for receiving BFD echo packets is 1000 milliseconds. 


After modification: The default minimum interval for receiving BFD echo packets is 400 milliseconds.  


New feature: Configuring the minimum interval for 


transmitting single-hop BFD control packets 


Configuring the minimum interval for transmitting single-hop BFD 


control packets 


The default minimum interval for transmitting single-hop BFD control packets was changed to 400 


milliseconds. 


Command reference 


Modified command: bfd min-transmit-interval 


Syntax 


bfd min-transmit-interval value 


Views 


Interface view 


Change description 


Before modification: The default minimum interval for transmitting single-hop BFD control packets is 


1000 milliseconds. 
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After modification: The default minimum interval for transmitting single-hop BFD control packets is 400 


milliseconds. 


New feature: Configuring the minimum interval for receiving 


single-hop BFD control packets 


Configuring the minimum interval for receiving single-hop BFD control 


packets 


The default minimum interval for receiving single-hop BFD control packets was changed to 400 


milliseconds. 


Command reference 


Modified command: bfd min-receive-interval 


Syntax 


bfd min-receive-interval value  


Views 


Interface view 


Change description 


Before modification: The default minimum interval for receiving single-hop BFD control packets is 1000 


milliseconds. 


After modification: The default minimum interval for receiving single-hop BFD control packets is 400 


milliseconds. 


New feature: Configuring the minimum interval for receiving 


multi-hop BFD control packets 


Configuring the minimum interval for receiving multi-hop BFD control 


packets 


The default minimum interval for receiving multi-hop BFD control packets was changed to 400 


milliseconds. 
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Command reference 


Modified command: bfd multi-hop min-receive-interval 


Syntax 


bfd multi-hop min-receive -interval value 


Views 


System view 


Change description 


Before modification: The default minimum interval for receiving multi-hop BFD control packets is 1000 


milliseconds. 


After modification: The default minimum interval for receiving multi-hop BFD control packets is 400 


milliseconds. 


New feature: Configuring the minimum interval for 


transmitting multi-hop BFD control packets 


Configuring the minimum interval for transmitting multi-hop BFD control 


packets 


The default minimum interval for transmitting multi-hop BFD control packets was changed to 400 


milliseconds. 


Command reference 


Modified command: bfd multi-hop min-transmit-interval 


Syntax 


bfd multi-hop min-transmit-interval value 


Views 


System view 


Change description 


Before modification: The default minimum interval for transmitting multi-hop BFD control packets is 1000 


milliseconds. 


After modification: The default minimum interval for transmitting multi-hop BFD control packets is 400 


milliseconds. 
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Modified feature: Configuring the directory where a log file is 


saved 


Configuring the directory where a log file is saved 


The switch- word was deleted from the command line.  


Command changes 


Modified command: info-center logfile directory 


Old syntax 


info-center logfile switch-directory dir-name  


New syntax 


info-center logfile directory dir-name  


Views 


System view 


Change description 


The switch- word was deleted from the command line.  


Modified feature: Configuring an SNMP community 


Feature change description 


You can configure an SNMP community in plain text or cipher text. 


Command changes 


Modified command: snmp-agent community 


Old syntax 


snmp-agent community { read | write } community-name [ mib-view view-name ] [ acl acl-number | acl 


ipv6 ipv6-acl-number ] * 


undo snmp-agent community { read | write } community-name 


New syntax 


snmp-agent community { read | write } [ simple | cipher ] community-name [ mib-view view-name ] [ acl 


acl-number | acl ipv6 ipv6-acl-number ] * 


undo snmp-agent community { read | write } [ cipher ] community-name  
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Views 


System view 


Change description 


Before modification: You can only configure an SNMP community in plain text. 


After modification: You can configure an SNMP community in plain text or in cipher text.  


Modified feature: Configuring the system contact 


Feature change description 


The value range for the system contact string was changed to 1 to 255 characters.  


Command changes 


Modified command: snmp-agent sys-info contact 


Syntax 


snmp-agent sys-info contact sys-contact 


Views 


System view 


Change description 


Before modification: The value range for the sys-contact argument is 1 to 200. 


After modification: The value range for the sys-contact argument is 1 to 255. 


Modified feature: Configuring the system location 


Feature change description 


The value range for the system location string was changed to 1 to 255 characters.  


Command changes 


Modified command: snmp-agent sys-info location 


Syntax 


snmp-agent sys-info location sys-location  


Views 


System view 







111 


Change description 


Before modification: The value range for the sys-location argument is 1 to 200. 


After modification: The value range for the sys-location argument is 1 to 255. 


Modified feature: Displaying the queuing configuration 


Displaying the queuing configuration 


The queue word was added to the command lines for displaying SP, WRR, and WFQ configurations.  


Command changes 


Modified command: display qos queue sp 


Old syntax 


display qos sp interface [ interface- type interface-number ] 


New syntax 


display qos queue sp interface [ interface- type interface-number ] 


Views 


Any view 


Change description 


The queue keyword was added to the command line. 


Modified command: display qos queue wrr 


Old syntax 


display qos wrr interface [ interface- type interface-number ] 


New syntax 


display qos queue wrr interface [ interface- type interface-number ] 


Views 


Any view 


Change description 


The queue keyword was added to the command line. 


Modified command: display qos queue wfq 


Old syntax 


display qos wfq interface [ interface- type interface-number ] 
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New syntax 


display qos queue wfq interface [ interface- type interface-number ] 


Views 


Any view 


Change description 


The queue keyword was added to the command line. 


Modified feature: Displaying basic MPLS 


Feature change description 


The value ranges for the parameters in the display commands were changed. 


Command changes 


Modified command: display mpls forwarding ilm 


Syntax 


In standalone mode: 


display mpls forwarding ilm [ label ] [ slot slot-number ] 


In IRF mode: 


display mpls forwarding ilm [ label ] [ chassis chassis-number slot slot-number ] 


Views 


Any view 


Change description 


Before modification: The value range for label is 16 to 1000000. 


After modification: The value range for label is 16 to 1048575. 


Modified command: display mpls forwarding nhlfe 


Syntax 


In standalone mode: 


display mpls forwarding nhlfe [ nid ] [ slot slot-number ] 


In IRF mode: 


display mpls forwarding nhlfe [nid ] [ chassis chassis-number slot slot-number ] 


Views 


Any view 
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Change description 


Before modification: The value range for label is 16 to 1000000. 


After modification: The value range for label is 16 to 4294967294. 


Modified command: display mpls label 


Syntax 


display mpls label { label-value1 [ to label-value2 ] | all } 


Views 


Any view 


Change description 


Before modification: The value ranges for label-value1 and label-value2 are both 16 to 1000000. 


After modification: The value ranges for label-value1 and label-value2 are both 16 to 1048575. 


Modified command: display mpls nid 


Syntax 


display mpls nid [ nid-value1 [ to nid-value2 ] ] 


Views 


Any view 


Change description 


Before modification: The value ranges for nid-value1 and nid-value2 are both 127 to 1000000. 


After modification: The value ranges for nid-value1 and nid-value2 are both 0 to 65535. 


Modified feature: Configuring an incoming label for the egress 


node of a static LSP 


Feature change description 


The value range for the incoming label was changed. 


Command changes 


Modified command: static-lsp egress 


Syntax 


static-lsp egress lsp-name in-label in-label 


Views 


System view 
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Change description 


Before modification: The in-label can be 0, 3, or a value in the range of 16 to 1023.  


After modification: The value range for in-label is 16 to 1023. 


Modified feature: Configuring MPLS L3VPN 


Feature change description 


The commands for entering IPv4 VPN view, IPv6 VPN view, BGP VPNv4 address family view/BGP-VPN 


VPNv4 address family view, and BGP VPNv6 address family view were changed. 


Command changes 


Modified command: ipv4-family (VPN instance view) 


Old syntax 


ipv4-family 


New syntax 


address-family ipv4  


Views 


VPN instance view 


Change description 


The command for entering IPv4 VPN view was changed from ipv4-family to address-family ipv4. 


Modified command: ipv4-family vpnv4 


Old syntax 


ipv4-family vpnv4  


New syntax 


address-family vpnv4  


Views 


BGP view, BGP-VPN instance view 


Change description 


The command for entering BGP VPNv4 address family view or BGP-VPN VPNv4 address family view 


was changed from ipv4-family vpnv4 to address-family vpnv4. 


Modified command: ipv6-family (VPN instance view) 


Old syntax 


ipv6-family 
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New syntax 


address-family ipv6  


Views 


VPN instance view 


Change description 


The command for entering IPv6 VPN view was changed from ipv6-family to address-family ipv6. 


Modified command: ipv6-family vpnv6 


Old syntax 


ipv6-family vpnv6  


New syntax 


address-family vpnv6  


Views 


BGP view, BGP-VPN instance view 


Change description 


The command for entering BGP VPNv6 address family view was changed from ipv6-family vpnv6 to 


address-family vpnv6. 


Modified feature: Configuring a static PW and an LDP PW 


Feature change description 


The commands for configuring a static PW and configuring an LDP PW were changed. 


Modified command: peer 


Old syntax 


VSI-LDP view: 


peer ip-address pw-id pw-id [ no-split-horizon | pw-class class-name | tunnel-policy tunnel-policy-name ] 


* 


undo peer ip-address pw-id pw-id 


VSI-static view: 


peer ip-address pw-id pw-id [ in-label label-value out-label label-value [ no-split-horizon | pw-class 


class-name | tunnel-policy tunnel-policy-name ] * ] 


undo peer ip-address pw-id pw-id 


New syntax 


VSI LDP signaling view:  
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peer ip-address [ pw-id pw-id ] [ no-split-horizon | pw-class class-name | tunnel-policy 


tunnel-policy-name ] *  


undo peer ip-address pw-id pw-id 


VSI static configuration view: 


peer ip-address [ pw-id pw-id ] [ in-label label-value out-label label-value [ no-split-horizon | pw-class 


class-name | tunnel-policy tunnel-policy-name ] * ] 


undo peer ip-address pw-id pw-id 


Views 


VSI LDP signaling view, VSI static configuration view  


Change description 


Before modification: The option pw-id pw-id is required. 


After modification: The option pw-id pw-id is optional. If you do not configure a PW ID by using this 


option, the PW ID is the one configured by the default-pw-id command. 


Modified feature: Configuring a backup PW for VPLS 


Feature change description 


The command for configuring a backup PW was changed. 


Modified command: backup-peer 


Old syntax 


VSI LDP PW view: 


backup-peer ip-address pw-id pw-id [ pw-class class-name | tunnel-policy tunnel-policy-name ] *  


undo backup-peer ip-address pw-id pw-id 


VSI static PW view: 


backup-peer ip-address pw-id pw-id in-label label-value out-label label-value [ pw-class class-name | 


tunnel-policy tunnel-policy-name ] *  


undo backup-peer ip-address pw-id pw-id  


New syntax 


VSI LDP PW view: 


backup-peer ip-address [ pw-id pw-id ] [ pw-class class-name | tunnel-policy tunnel-policy-name ] *  


undo backup-peer ip-address pw-id pw-id  


VSI static PW view: 
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backup-peer ip-address [ pw-id pw-id ] in-label label-value out-label label-value [ pw-class class-name 


| tunnel-policy tunnel-policy-name ] *  


undo backup-peer ip-address pw-id pw-id  


Views 


VSI LDP PW view, VSI static PW view 


Change description 


Before modification: The option pw-id pw-id is required. 


After modification: The option pw-id pw-id is optional. If you do not configure a PW ID by using this 


option, the PW ID is the one configured by the default-pw-id command. 


Deleted feature: Configuring route recursion 


Feature change description 


The route recursion configuration was deleted. From Release 2111, route recursion is optimized. The 


optimization ensures sufficient route entries for applications such as ECMP load sharing, and implements 


fast route convergence, without configuring route recursion.  


Command changes 


Deleted command: switch-mode route-iterative 


Syntax 


switch-mode route-iterative 


undo switch-mode route-iterative 


Views 


System view 


Predefined user roles 


network-admin 


Deleted feature: Setting the LLDPDU transmit delay 


Feature change description 


The command used to set the LLDPDU transmit delay was deleted. 
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Command changes 


Deleted command: lldp timer tx-delay 


Syntax 


lldp timer tx-delay delay 


undo lldp timer tx-delay 


Views 


System view 
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		Modified command: display interface brief





		Modified feature: Configuring the speed for an Ethernet interface

		Feature change description
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		Modified command: lldp agent nearest-nontpmr admin-status





		Modified feature: Configuring transmission intervals for LLDP Trap and LLDP-MED Trap packets

		Feature change description
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		Command changes

		Modified command: ipv6 multicast routing





		System view

		Modified command: longest-match (IPv6 MRIB view)



		System view

		IPv6 MRIB view

		Modified command: load-splitting (IPv6 MRIB view)



		System view

		IPv6 MRIB view

		Modified feature: Setting the maximum number of concurrent 802.1X users on a port

		Feature change description

		Command changes

		Modified command: dot1x max-user





		Modified feature: Setting the maximum number of concurrent MAC authentication users on a port

		Feature change description

		Command changes
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